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Pedepat/anoranis:

1. O6’exTOM [OCTIIKEHHS € IPOLIECH KOHTPOJIIO LiTIICHOCTI JaHux Ta aBreHTudikanii npucTpois IHTepHeTy peveri.
[TpenMeToM OCTIIKEHHS € METOIIM MAJIOPECYPCHOrO TelIyBaHHS Ta MOJleJli allapaTHUX 3aCO0iB relllyBaHHS JaHUX
17151 IPUCTPOIB IHTepHETY peueil. MeTOI0 LOCIII)KEHHS € 3MEHIIEHHS allapaTHOI CKJIaAHOCTI peasisatlii 3aco6iB
renryBaHHS IJ1sl IPUCTPOIB IHTepHeTy pevell MIsIXOM PO3POOKH HOBHUX METO/iB MajloOpECypCHOTO TellyBaHHS Ta
CTPYKTYPHHUX MOJiesieil 3aco0iB, 1o iX peasnizytoTs. HaykoBa HOBU3HA 10JISITa€ B TOMY, 110 BIIEpIle 3alIpOIIOHOBAHO
METOJ], MaJIOPECYPCHOTO TellyBaHHs TUIY «JaHi-reHepaTop», SIKUH, Ha BiIIMiHY Bif| BiloMUX, lepenbdadyae
(opMyBaHHS MPOMIKHUX rell-3HayeHb UIJISIXOM HarpoMaayKeHHs 6aiTiB BXiIHUX JAHUX, 110 KePYIOThCS
IICEBIOBUIIAIKOBOIO TIOCTiIOBHICTIO, C(POPMOBAHOIO T€HEPATOPOM, 110 3abe3redye 3MEHIIeHHS allapaTHUX BUTPAT
Ha peadnizaljio rem-@QyHKuii Ha 14-24 % NoOpiBHSIHO 3 BiOMUMHU MaJIOpeCypCHUMU 3acobamu. Briepiue
3aIIPOINIOHOBAHO MO Clieliali30BaHoro NpoLecopa AJis rellyBaHHA JaHUX, AKi, Ha BigMiHy Bif] BILOMUX, MiCTATb
HarpoMajpKyBaJIbHUN CyMaToOp Ta FeHEPaTOop IICEBIOBUIIAIKOBOI ITOCIiOBHOCTI, 110 3a6e31edye MigBUIleHHS

iHTerpaspHOrO KoedilieHTa epeKTUBHOCTI anapaTHOi peanizalii B 2,7-4,5 pa3u MOPiBHSIHO 3 BitoMuMU



MaJIOpeCypCHUMHU anapaTHUMU 3ac06aMU. YIOCKOHAJIEHO IPOTOKOJ aBTeHTudikanii RFID-MITOK, SKuil, Ha BigMiHy
BiJI, BilOMUX, BUKOPUCTOBYE Jinlle rem-QyHKIil Ta reHepyBaHHS [1CEBAOBUIIAIKOBOIO YKCIa K Kpunrorpadiui
IIPUMITHBHY, 110 3a6e31edye po3MUPEHHS PYHKLIOHATbHUX MOKJIMBOCTE! MIJIIXOM OJHOYACHOI B3a€MHOI
aBTeHTU(IKaLii CTOPIH i KOHTPOJIIO LiJIiICHOCTI JAHUX, SIKi 30epiraloThcsl Ta nepepaoTbest RFID-miTkoto. [IpakTryHa
L[iHHICTb NOJISiTae B TakOMy. Po3po6iieHi mozesni creniani3oBaHUX NPOLECOPiB reuyBaHHS JaHUX MOXYTb OyTH
BUKOPUCTaHI SIK OCHOBA [IJIs1 CTBOPEHHS allapaTHUX 3ac06iB IHTepHETY peueil 3 00MEXXEHUMU PeCcypcaMu, sKi
peasi3yloTh KOHTPOJIb LIiliCHOCTI JaHUX Ta aBTeHTUdiKaLlil0 IpUCTPOiB. Po3pobiieHa nmporpaMHa 6i61ioreka MeTo/iB
relyBaHHS MOXe O0yTH BUKOPMCTAaHA [J1s1 JOCIIIKEHHS XapaKTEPUCTUK METOIiB MaJIOPECYPCHOTO TelllyBaHHS, a
TaKOX JIJ151 X IPOrpaMHOr0 3aCTOCYBaHHS Ha yHiBepCcaJibHUX MIKDOKOHTpOJiepax. Po3pobyieHuii mporpaMHuii 3aci6
L7151 BinJlajJleHoro CTaTUCTUYHOro TecTyBaHHs 3a Metogukamu NIST STS ta Dieharder moske 6yTH BUKOpHCTaHUM
L7151 €KCIIEPMMEHTAJIBHOI NTePEBIPKU CTATUCTUYHUX BJIACTUBOCTEN ren-(QyHKLiNA. 3alpoNoHOBaHi MeToaU
reuryBaHHS Ta [IPOTOKOJI aBTeHTUdIKALLil MOXYTb 6yTH BUKOPUCTAHI IPY IIPOEKTYBAHHI 3aC06iB KOHTPOJIIO
uinicHocTi Ta aBTeHTUdIKauii faHux y MasopecypcHux loT-npucTtposix. CTymniHb BIIPOBaJyKEHHS — pe3yJIbTaTh
IYcepTalifiHOi poOOTH BIPOBAAXKEHI y cucteMy ineHTHdikanii Ha ocHoBi RFID-mMiTok nignpuemcrsa TOB «Conap
Crap ATPO» (BinHuubka 06s1., YKpaina) Ta y cuctremy loT-MOHITOPUHTY 117151 IEPEBipKU LiliCHOCTI TeJleMeTPUYHUX
naHux nignpuemctsa TOB «Kackapn-besneka» (M. BinHuis, YkpaiHa), a Tako>K BUKOPHUCTOBYIOTECS B HABYAJIbHOMY
npoueci kapeapu 3axucty inpopmauii BHTY y nucuunmninax «IIpuknanHa kpunrosoris» ta «Kpunrtorpadpiyaui
3axuct iHpopmatii». Chepa (rasy3p) BAKOPUCTAHHS — MAJIOPECYPCHi cUCTEMU [HTEpHETY peueil, 30KpeMa MacKBHi
RFID-MiTKy, aBTOHOMHi CEHCOpHI By3/11 Ta BOy/I0BaHi KOHTPOJIEPH, a TAKOX iHIIi KOMITIOTEPHI CUCTEMU Ta MEPeXi,
Ile HeoOXiTHMIT KOHTPOJIb LIiIiCHOCTI JaHUX Ta aBTeHTUdiKallis IPUCTPOIiB B yMOBaX OOMEKEHUX alapaTHUX
pecypciB. OCHOBHI pe3yabTaTy JOCiIKeHb, BUKOHAaHUX Y IUCEPTaLiliHill poboTi, ory6sikoBaHo B 10 HAyKOBUX
IpaLsx, cepe KUx 4 cTaTTi y (paxoBux BULAHHIX YKpaiHK, 5 Te3 IOMNOBifiell Ha BCeyKPaiHChKUX Ta MDKHAPOIHUX

KOH(EPEeHIIisiX, a TaKOXK 1 CBiIOILITBO PO peecTpallito aBTOPCHKOro MpaBa Ha TBip.

2. The object of the research is the processes of data integrity control and authentication of Internet of Things
devices. The subject of the research is the methods of lightweight hashing and hardware models of data hashing
devices for Internet of Things applications. The goal of the research is reducing the hardware complexity of
hashing devices for Internet of Things applications by developing new lightweight hashing methods and structural
models of the hardware implementing them. The scientific novelty consists in the following. A lightweight hashing
method of the "data-generator” type, which in contradistinction to the known ones provides the formation of
intermediate hash values by accumulating input data bytes under the control of a pseudorandom sequence
generated by a pseudorandom generator, thereby reducing the hardware implementation cost of the hash
function by 14-24% compared with known lightweight hashing devices, is first proposed. Models of a specialized
hashing processor, which in contradistinction to the known ones include an accumulative adder and a
pseudorandom sequence generator, thereby providing an increase of the integral hardware implementation
efficiency coefficient by 2,7-4,5 times compared with known lightweight hardware implementations, are first
proposed. The RFID tag authentication protocol, which in contradistinction to the known ones uses only hash
functions and pseudorandom number generation as cryptographic primitives, thereby extending its functionality
by providing simultaneous mutual authentication of the communicating parties and data integrity control of the
data stored and transmitted by the RFID tag, is improved. The practical value consists in the following. The
developed models of specialized hashing processors can be used as the basis for designing hardware devices for
resource-constrained Internet of Things applications implementing data integrity control and device
authentication. The developed software library of hashing methods can be used for investigating the
characteristics of lightweight hashing methods as well as for their software implementation on general-purpose
microcontrollers. The developed software tool for remote statistical testing based on the NIST STS and Dieharder
methodologies can be used for experimental verification of the statistical properties of hash functions. The
proposed hashing methods and authentication protocol can be used in the design of data integrity control and
authentication mechanisms for resource-constrained IoT devices. The degree of implementation - the results of
the dissertation are implemented in the RFID-based identification system of Solar Star AGRO LLC (Vinnytsia



Oblast, Ukraine), in the IoT monitoring system for telemetry data integrity verification of Kaskad-Bezpeka LLC
(Vinnytsia, Ukraine), and are also used in the educational process of the Information Security Department of
Vinnytsia National Technical University in the courses "Applied Cryptology" and "Cryptographic Information
Protection.” The field of application - resource-constrained Internet of Things systems, in particular passive RFID
tags, autonomous sensor nodes, and embedded controllers, as well as other computer systems and networks
where data integrity control and device authentication are required under conditions of limited hardware
resources. The main results of the dissertation are published in 10 scientific publications, including 4 papers in
Ukrainian peer-reviewed scientific journals, 5 conference proceedings, and 1 certificate of copyright registration
for a software work.
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