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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTHYHHUX PyOpHK: 50.07.05

Tema guceprauii:
1. MeTonu Ta 3aco6u nigBuieHHs epeKTUBHOCTI peasisalii 00491CIIoBaIbHUX ONlepaliil y CKiHY€HHUX I10JI51X

2. Methods and Means of Implementation Efficiency Increasing for Computational Operations in Finite Fields

Pedepar:

1. Y puceprauiiiHiii po60Ti BUPIlIEHO aKTyasibHy HayKOBO-TIPUKJIAZHY 3a/1a4y - MiJBUILEHHS IIPOSYKTUBHOCTI
crucreMm nudpoBoi 06pobKY JaHuX Ta KpunTorpadivHux IepeTBOpeHb, 3a6e3eYeHHs 3aBalOCTINKOCTi 30epiranHs i
nepenayvi JaHWX 32 paXyHOK CTBOPEHHS e(eKTUBHUX TEXHIYHUX 3aCO0iB [1J1s1 BAKOHAHHS 004YMCIIeHb Y CKIHUeHHUX
IIOJISIX LIVISIXOM CTPYKTYPHO-JIOTIYHOI ONTUMI3allii apXiTeKTyp anapaTHUX 3ac00iB, 10 peasi3yioTh NpolLecu
BMKOHAHHS omepauiil y noJiax ['anya. 3anrponioHOBaHO MeTOM, BUKOHAHHS oNepalii Haf eeMeHTamu nosg GF(2m).
OcCo06MBICTIO [aHOTO METOAY, Ha BiIMiHY Bif] iCHYIOUMX, € 3aCTOCYBAaHHSI TaGJIMYHOTO 30epiraHHs €JIEMEHTIB II0JIS y
MHOT'OYIEHHOMY Ta CT€IIEHEBOMY iX MOJIaHHI 3 MOXUJIMBICTIO PO3pinkeHoro GopMyBaHHs TabIMLi €JeMEeHTIB 110714,
110 3MEHIIye BUTPATU NaM'sITi 4714 ii 36epiranHs. Po3pobsienuil meTop 3abe3nedye 3poCTaHHs IBUKOLIT Ha 15%
MOPiBHSHO 3 iICHYIOYMM METOZOM. 3allporOHOBaHO MO (IKallilo METONY MiJHECEHHS 4O CTENEHS €JIEMEHTIB MO
GF(p) 3 KOB3HMM BiKHOM, sKa 3a6e3mevye npupicT mBuaxomii Ha 7-9 %. CrnpoekroBaHo Ha [1JIIC ¢pipmu Xilinx



npouecop l'anya, o opieHTOBaHMI Ha BUKOHAHHS ONepaliil y cKiHueHHUX nossix suny GF(p) ta GF(2m).
3anponoHOBaHO MIPOrpPaMiCTCbKy MOJIeJIb IpoLecopa 'anmya, sika J03BoJIsie PO3PO6ISTH IPOrPaMHe 3a6€3I1e4eHHS

IOBLIBHOI CKJIaAHOCTI MOBOIO AceMbiiepa rpouecopa l'anya.

2. The thesis is devoted to the problem of increasing the efficiency of computations in finite fields. The proposed
solution to this problem is to develop methods and means for performing operations on elements of finite fields
GF(p) or GF(2m). The analysis of the current state of the development of methods of operations in finite fields is
carried out and priority points are highlighted. It is best to classify them on the basis of the distinguished features.
The classification of the methods of performing the most computational expensive operations (the calculation of
the multiplicative inverse element and the exponentiation) in the finite fields was per-formed. It enables to
conduct thorough research and form the directions of develop-ment for these methods. The method of high-
speed implementation of additive and multiplicative opera-tions on elements of GF(2m) and corresponding
hardware structures for its implemen-tation are proposed. Additive operations include addition and subtraction.
Multiplica-tive operations include multiplication, exponentiation, multiplicative inverse element calculation, and
division. The research has shown that table storage of elements of the GF(2m) in their polynomial and power
representation ensures the maximum speed and versatility of the arithmetic logic unit. With the use of long
integer operands, the sparse formation of the table of field elements is proposed. It enables reducing the memory
consumption for its storage in several times. The algorithms for converting power representation into polynomial
one and polynomial representation in power one with the use of a sparse table are constructed. The developed
method provides a 15% increase in performance comparing with the existing method. The research of the
developed Galois processor has been carried out, which showed that this processor provides an increase in the
productivity of computing by 27% compared with the universal computing means. A program model of the Galois
processor is constructed, which allows the user to create software of arbitrary complexity in Assembler of the
Galois processor.
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