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Pedepar:

1. Incepralist IpUCBsAY€HA PO3BSI3aHHIO HAYKOBO-TEXHIYHOTO 3aBJjaHHA 3a0€3[1e4eHHS MiABUILEHHS PiBHS O€311eKU
CHCTEM 3aXUCTy iHTepHeT-Tpadiky Ha OCHOBI pO3pOOKU Ta BIIPOBA/IKEHHS] MATEMaTUIHUX MOJIEJIel, METOTiB
MOHITOPUHTIY Ta YIIPaBJliHHS eJleMeHTaMU CUCTeMU 6e3leKU 3 BpaXyBaHHSIM Pi3HOMaHITHUX (HAKTOPIB, BKJIIIOYHO
coljjia/IbHUX Ta EPLENTUBHUX aCleKTiB. BUKOpUCTaHHS 3alIpOIIOHOBAHOrO MifXoAy 3abe3nevye 3axUCT 3MilIaHOTO
KOHTEHTY iH(popMallii Ha OCHOBi CEMiOTMYHOIO aHai3y, SKUI He TUIbKY MifBUILYy€e PiBEHb 3aXUCTY iHPOPMAaLiHIX
pecypciB, azne 1 3abe3nevyye THYy4YKICTh yIPaBIiHHS 6e3neky inTepHeT-Tpadiky. MeToio aucepTaniiiHoi poboTH €
po3pobKa Mogeseil 6e3rexku iHTepHeT-Tpadiky y kibedizsnyHOMy IpOCTOPi Ha OCHOBI 6araTopiBHEBOI CEMiOTUYHOI
MoJeJI, o 3abe3nevye MiABULLEHHS PiBHS 0€3[1eKU CUCTeM 3axucTy iHpopmaltii. O6’'eKT NOCIiIKeHH: MPoLec
CTBOPEHHS Ta BUKOPUCTAHHS MOJieJiel i MeTOIiB 3a0e3Me4eHHs 3aXUCTy iHTepHeT-TpadiKy y KibedizndyHoMy

npoctopi. [IpenmeT nociiikeHHs — MOZesII0BaHHS 0e3IeKky iHTepHeT-Tpadiky sIK ceMioTH4YHOi cuctemMu. Y BCTyMi



OOI'PYHTOBAHO aKTyaJIbHICTh TEMU JUCEPTALIIITHOTO AOCiIKEeHHS, COOPMYIILOBAHO METY AOCIIiI)KEHHS Ta HAYKOBO-
[IPUKJIAHI 3aBIaHHs, HeoOXinHi 1714 {i mocsrHeHHs. Y niepiomy po3aiji MpoaHasizoBaHO Cy4acHUMN CTaH
3axuIIEeHOCTi iHTepHeT-TpadiKy, 30KpeMa MeTOIu 3aXUCTy iHpopMalliliHuX pecypciB y KibeprpocTopi. ¥ npyromy
PO3[IiJi 3aIpOIIOHOBAaHA MOJIEJIb CEMIOTUYHOI CUCTEMU KibEepIIPOCTOPY, 110 BPAaXOBY€E B3a€MOJII0 MixX
KOPHUCTyBauaMu, KOHTEHTOM Ta MepeXeBOI0 iHPpacTpyKTypo. JlocimpKeHo iepapxito HafiiiHOCTI B KibeprpocTopi,
sIKa BKJItoYa€e (PiznyHUM, CHHTaKCUYHUY, CEeMaHTUYHUI, TParMaTUYHUN Ta COLiaJIbHUM PiBHi. 3aITPONIOHOBAHO
BHMKOPHCTaHHS CEMIOTMYHUX METO/IiB /1711 MapKyBaHHs Ta CErMEHTallii MepeskeBoro Tpagiky, 10 J03BOJIsIE
MOKPALIUTH YIIPaBIiHHSA iHPOpMaLiNHMMU TOTOKaMU Ta BUSIBJIEHHS aHOMAJIbHUX IOBEJ[iHKOBUX NAaTEPHIB. Y
TPeThOMY PO3ZiJi pO3IJSIHYTO CEMIOTUYHMM MiAXiA no 3abe3neyeHHs KibepoesneKky, sikuii 3abe3nedye iHTerpariio
TEXHIYHUX, CEMaHTUYHMX, [IPAarMaTUYHUX Ta COLiaJIbHUX ACIIEKTIB aHasi3y 3arpo3. Y 4eTBEpTOMY PO3JiJi
IIPOBEIEHO MOJIEJIIOBAHHS OLIHKU PiBHS KibepOe3leKn BJIaCHUKIB MepexXi. MozeIoBaHHs TPOBELEHO Ha OCHOBI
naHux 3BiTy Cisco Talos 3a 2023 p. [l mpoBeeHHS MOZEJII0BaHHS 3aIIPOIIOHOBAHOTO MiJIX0y BUKOPUCTAaHI
Habopu panux CIC-IDS 2017 /2018 ta NSL-KDD 2022, ski 6a3yl0TbCsl Ha aITOPUTMax BUSIBJIEHHS aTak Ta aHasi3y
IIOBEJiHKOBUX XapaKTePUCTUK Tpadiky. Y BUCHOBKax JUCepTalifiHOi poOOTH BUKJIQZEHO OCHOBHI Pe3yJbTaTH SIKi
BUILJIMBAIOTh 3 IPOBEAEHUX JOCIIIKEHD, IPEJICTABJIEHO Ta 0XaPAaKTEPU30BAaHO IOKA3HUKU €(EKTUBHOCTI [1pU
BUKOPMCTAHHI 3aITPONIOHOBAHUX PillleHb. Briepiie po3pobiieHuii iHTerpajbHUM MOKAa3HUK MOTEHIINHUX 3arpo3, IKUN
BpPaxoBYe 3BaKEHE CepeJiHe ITOKa3HMKIB PiBHIB CEMIOTUYHOI MOJieli KibeprpocTopy: PisuyHOro, eMIIiPUYHOTO,
CHAHTAaKCUYHOT'O, CEMAaHTUYHOT0, IParMaTU4YHOrO Ta COLiaJIbHOTO. Briepiie po3po6yieHuil aIrOpUTM aHaizy
iHpopMmaLiiHUX pecypciB, SIKMI BKJIIOYAE Kijlbka OCHOBHMX €TalliB, TAKUX SIK CUHTAaKCUYHUI aHaIi3, KOpeJsLiiHni
aHasi3, ceMaHTUYHUI aHaJi3, IparMaTUYHMM aHasli3, MapKyBaHHs PiBHIB 1OCTyIy. Briepiue po3po6seHa MOAeb
CHACTEMU IMHAMIUYHOro aHaji3y Ta MapKyBaHHS 3aXUCTy iHpOpPMaLIiiHUX PeCypCiB, sIKa BpaXxOBye CEMiOTHUYHI PiBHi.
YInockoHaseHa ceMioTUYHA CTPYKTypa “maHHi-iHdopmalis-3HaHHS, sIKa A4J1d onucy iHdopmalii Bidyanisye 3B's13Ku
L[MX Pi3HUX TEPMIHIB. YIOCKOHaIeHa apXiTeKTypa KOpIIOpaTUBHOI Mepexi, sika 6a3yeThcsl Ha Mopeti 3pinocTti CISA’s
Zero Trust Maturity Model. OTpumaHi pe3ysibTaTu MOJI€/II0OBaHHS CUCTEMU JUHAMIYHOT'O aHajli3y Ta MapKyBaHHS
3axucTy iHpOopMalifHUX PeCcypCiB, sIKa BpaxOBye CEMIOTUYHI PiBHi, 4EMOHCTPYIOTb IOKPALEHHS TOKAa3HUKIB
6esnexku. OTprMMaHi pe3ysbTaT NIPY MOJIEJII0BaHHI OLiHKM PiBHS KibepOe3neKy BIaCHUKIB Mepexi 3 iHTerpajibHuM
[IOKa3HUKOM IOTEHIIIHUX 3arpo3 J03BOJISIIOTh CHOPMYBATU OO'EKTUBHY OLiHKY PiBHS Kibep3axucTy peasibHuX
BJIACHUKIB iH(pOpMaLIIIHUX PECYPCIB i3 3aCTOCYBaHHSIM CEMIOTMYHOrO MiAx0ny. 3allpONIOHOBaHUM MifXiT, 3
BUKOPUCTAHHSM PO3MiJIeHHS 3MilIaHOTO KOHTEHTY iH(dopMmallii Ha B3aeMOIIOB's13aHi piBHI MOKa3aB IMOBIpHICTb
ycninHoro ananizy 1y HopmasnbHoro Tpadiky HTTP Ha piBai 0.99, mo BifnoBizae abo nepeBulye aHaJIOTiuHi
IOKa3HUKU y Bifomux SIEM-cucremax Ha 3%. 3anponoHOBaHi MOJiesli MOKYTh OyTH iHTErpoBaHi y KOPIIOPaTUBHi
MEepeXi AJ1s NMiJBUIIEHHS PiBHS KOHTPOJIIO JOCTYIy A0 iHpopMaLifiHuX pecypciB. Y chepi KpUTUYHOI
iH(ppacTpyKTypu (€EHepreTrkKa, TPaHCIOPT, TeJEKOMYHiKallii) po3po6sieHi METOAM MOXKYTb MiABULIUTY 3aXUILIEHICTb
Bif aTak Ha ynpasiiHcbki Ta SCADA-cuctemu. CeMioTUYHA MO b MOXKe OyTH BUKOPUCTaHA SIK CEMaHTUYHUI
MonyJib migcucrtemu SASE apxiTekTypu. 3a pe3yabTaTaMy JOCHIIKEHHS MiATBEPIKEHO IIPAKTUYHY Ta TEOPETUYHY
L[iHHICTb PO3pO0JIEHUX METOIiB, HAITAHO NPAKTUYHI PEKOMEHallii, II0A0 3aCTOCYBAaHHS PO3POOJIEHNX METOIB T

BU3HAYEHO JOLibHICTh NEPCIEKTUBH iX [IOAJIBIIOTO PO3BUTKY.

2. The dissertation is dedicated to solving a scientific and technical problem of enhancing the security level of
Internet traffic protection systems by developing and implementing mathematical models, monitoring methods,
and management of security system elements, taking into account various factors, including social and perceptual
aspects. The proposed approach enables the protection of mixed-content information based on semiotic analysis,
which not only increases the level of information resource security but also provides flexibility in managing
Internet traffic security. The aim of the dissertation is to develop Internet traffic security models in the cyber-
physical space based on a multi-level semiotic model, which ensures an increased level of information protection
systems’ security. Object of the study: the process of creating and using models and methods for ensuring Internet
traffic protection in the cyber-physical space. Subject of the study: modeling Internet traffic security as a semiotic
system. The introduction justifies the relevance of the dissertation topic, defines the research goal, and formulates
scientific and applied tasks necessary to achieve it. In the first chapter, the current state of Internet traffic security



is analyzed, in particular, methods for protecting information resources in cyberspace. In the second chapter, a
model of the semiotic system of cyberspace is proposed, which considers the interaction between users, content,
and network infrastructure. A hierarchy of reliability in cyberspace is examined, which includes physical, syntactic,
semantic, pragmatic, and social levels. The use of semiotic methods for tagging and segmenting network traffic is
proposed, enabling improved information flow management and the detection of anomalous behavioral patterns.
The third chapter explores a semiotic approach to cybersecurity, which integrates technical, semantic, pragmatic,
and social aspects of threat analysis. The fourth chapter presents the modeling of cybersecurity level assessment
for network owners. The modeling is based on data from the Cisco Talos 2023 report. To perform the modeling,
datasets CIC-IDS 2017/2018 and NSL-KDD 2022 were used. These datasets are based on attack detection
algorithms and analysis of behavioral traffic characteristics. The conclusions of the dissertation outline the main
results derived from the conducted research and present the performance indicators of the proposed solutions.
For the first time, an integrated indicator of potential threats was developed, taking into account the weighted
average of the levels of the semiotic model of cyberspace: physical, empirical, syntactic, semantic, pragmatic, and
social. For the first time, an information resource analysis algorithm was developed, including several key stages
such as syntactic analysis, correlation analysis, semantic analysis, pragmatic analysis, and access level labeling. For
the first time, a model of a dynamic analysis and labeling system for protecting information resources was
developed, taking into account semiotic levels. The semiotic structure of "data-information-knowledge" has been
improved to visualize the relationships among these different concepts. The corporate network architecture was
improved based on the CISA Zero Trust Maturity Model. The obtained results of modeling the dynamic analysis
and labeling system for information resource protection, considering semiotic levels, demonstrate improved
security indicators. The modeling results of cybersecurity level assessment for network owners, using the
integrated indicator of potential threats, enable an objective evaluation of the cybersecurity status of actual
information resource owners through a semiotic approach. The proposed approach, which uses the decomposition
of mixed-content information into interrelated levels, demonstrated a probability of successful analysis for normal
HTTP traffic at 0.99, which matches or exceeds similar performance metrics of known SIEM systems by 3%. The
proposed models can be integrated into corporate networks to enhance access control to information resources.
In the field of critical infrastructure (energy, transportation, telecommunications), the developed methods can
improve protection against attacks on management and SCADA systems. The semiotic model can also be used as a
semantic module in SASE architecture subsystems. Based on the research results, the practical and theoretical
value of the developed methods has been confirmed. Practical recommendations for the application of the
developed methods have been provided, and the feasibility of their further development has been determined.
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IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJITEXHIYHUN IHCTUTYT"

Kog 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: Bys. Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. TkayoB AHApPiNt Muxannosud

2. Andrii M. Tkachov

KBaJIi(l)iKaI.LiH: K. T. H., CTapIIMI HAyKOBUH CIiBpO6ITHUK, 20.02.12
InenTudgikarop ORCID ID: 0000-0003-1428-0173
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJITEXHIYHUN IHCTUTYT"

Koz 3a €IPITIOY: 02071180

Micue3Haxoa>KeHHS: By Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma ByacHOCTI: Jlepxasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIr04Hi BiZoMOCTi



BaacHe IlpizBumie Im's ITo-6aTbKOBI
TOJIOBH pajgu

BiiacHe IIpisBuie Im'sa ITo-6aTbKOBI
rOJIOBYIOYOrO Ha 3acCimaHHi
BignoBigasbHuUI 3a MiATOTOBKY

00JIiIKOBHX JOKYMEHTIB

PeecTpaTtop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peeCTpallilo HayKOBOIi

OisIIBHOCTI

Kyuayk I'eopriit AHaTosifioBrY

Kyuyk 'eopriit AHaTOsii0BUY

TosikayoB Makcum IOpiitoBuy

VKpIHTEI

Opuenko TersiHa AHaToJIiBHA



