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1. Inceprauis npucBg4YeHa pO3B’sI3aHHIO HAYKOBO-TEXHIUHOTO 3aBJIaHHS 3a0€3Me4YeHHs NiIBUILEHHS PiBHA O6€3IeKU
CHCTEM 3aXUCTy iHTepHeT-Tpadiky Ha OCHOBI pO3p0OOKU Ta BIIPOBA/IKEHHS] MaTEMaTUYHUX MOjieslell, MeTOiB
MOHITOPUHTY Ta yNIPaBJliHHA €JIeMEHTaMU CUCTEMU O€3I1€KU 3 BpaxyBaHHSIM Pi3HOMaHITHUX (PAKTOPiB, BKIIOUHO
COLia/IbHUX Ta NEePLENTUBHUX aCMeKTiB. BUKOpUCTaHHS 3alIpONIOHOBAHOrO MiAXoAy 3abe3nedye 3axUCT 3MilIaHOTO
KOHTEHTY iH(opmallii Ha OCHOBI CEMIOTMYHOIO aHaJi3y, SIKU He TiIbKY MifBUILY€e PiBeHb 3aXUCTY iHPOPMaLiiHUX
pecypciB, aze 1 3abe3nevye THY4YKICTb yIPaBIliHHS 6e3neKky inTepHeT-Tpadiky. MeTolo auceprauiiiHoi poboTu €

po3pobka Mofiesel 6e3neky iHTepHeT-Tpadiky y KibedisnuHoMy MPOCTOPi Ha OCHOBI 6araTopiBHEBOI CEMIOTUYHOI



Mozerti, mo 3abesnevye NiABUILEHHS PiBHS 6e3leKu cucteM 3axucty iHdopmarii. O6'eKT HOCIiIKeHHS: TPOoLec
CTBOPEHHSI Ta BUKOPUCTAaHHS MoJesiell i MeToiB 3abe3redeHHs 3aXUCTy iHTepHeT-Tpadiky y kibediznanomy
npoctopi. [IpeaMeT Iociii>KeHHs! — MOZeJII0BaHHS 0e3I1eKu iHTepHeT-Tpadiky sIK ceMioTHYHOI cucteMu. Y BCTyIi
OOI'PYHTOBAHO aKTYyaJIbHICTb TEMU JUCEPTALIMHOrO JOCTiIKEHHS, C(POPMYJILOBAHO METY AOCJIIIPKEHHS Ta HAYKOBO-
IIpUKJIAgHI 3aBIaHHs, HeoOXigHi 114 ii mocsarHeHHs. V epmomy po3aijii mpoaHasnizoBaHO CY9acHUMN CTaH
3axuIleHOCTi inTepHeT-TpadiKy, 30KpeMa MeToJu 3axXUCTy iHpopMaliliHuX pecypciB y kibeprpocTopi. V npyromy
PO3[iJi 3alpOIIOHOBAaHA MOJIEJIb CEMIOTUYHOI CUCTEMU KibepIIpOCTOPY, 110 BPaxOBY€E B3a€MOJII0 MixXK
KOPHCTyBauaMy, KOHTEHTOM Ta MEPEXeBOI0 iHppacTpyKTypolo. [JoCiIKeHO iepapxilo HaZiltHOCTI B KibepIipocTopi,
sIKa BKJItoYa€e PisnyHUN, CHHTaKCUYHUH, CEeMAaHTUYHUI, TPAarMaTUYHUIN Ta COIiaJIbHUM PiBHi. 3aITPONIOHOBAHO
BHMKOPHUCTaHHS CEMIOTMYHUX METO/IiB /1711 MapKyBaHHs Ta CerMeHTallii MepeskeBoro Tpagiky, 10 [03BOJIsIE
MOKpAIIXTHY YIIPaBJIiHHS iHQOpMaLilHUMU [TIOTOKAMU Ta BUSIBJIEHHS] aHOMAJIBHUX [10BEJIiHKOBUX MATepHIB. Y
TPETbOMY PO3[iJi PO3IJISTHYTO CEMIOTUYHMI MifAXif 10 3a6e3MeueHHs KibepOesneKu, IKuil 3abesneuye iHTerpariio
TEXHIYHUX, CEMAaHTUYHUX, [IPAarMaTUYHUX Ta COLiaJIbHUAX ACIIEKTIB aHasi3y 3arpo3. Y 4eTBEpTOMY PO3/iJi
IIPOBEIEHO MOJIEJIIOBAHHS OLIiIHKU PiBHS Kibep6e3leKy BIaCHUKIB Mepei. MozieslloBaHHs TPOBEIEHO Ha OCHOBI
naHux 3BiTy Cisco Talos 3a 2023 p. [lng IpoBeAeHHs MO EeII0BaHHS 3alIPONIOHOBAHOTrO ITiTX0ly BUKOPUCTaHi
Habopu pmanux CIC-IDS 2017 /2018 ta NSL-KDD 2022, ki 6a3yl0TbCsl Ha aJITOPUTMAax BUSIBJIEHHS aTak Ta aHaJi3y
IIOBEJiHKOBUX XapaKTepUCTUK Tpadiky. Y BUCHOBKax JucepTalifiHOi poOOTH BUKJIQZEHO OCHOBHI Pe3yJbTaTH SIKi
BUILJIMBAIOTh 3 IPOBEAEHUX JOCIIKEHD, IPEJICTABJIEHO Ta 0XapAaKTEPU30BAHO I0KA3HUKU €(EKTUBHOCTI [1pU
BUKOPUCTaHHI 3aIIPOIIOHOBAHNX PillleHb. Briepie po3po6ieHnii iHTerpasbHuil IOKa3HUK [IOTEHLIMHUX 3arpo3, SIKU
BpPaxOBYe 3Ba)KEHE cepeJiHe [TOKa3HUKIB PiBHIB CEMiOTUYHOI Mojieli KibepripocTopy: Pi3su4HOro, eMIIipUYHOro,
CHHTAaKCUYHOT'0, CEMAaHTUYHOTO0, IParMaTU4YHOrO Ta COLiaJIbHOro. Briepiie po3po6yieHuil aIrOpUTM aHasizy
iH(popMaLIIHUX peCypCiB, IKUI BKJIIOYA€ KiJlbKa OCHOBHUX €TalliB, TAKMX SIK CHHTAaKCUYHUI aHaJli3, KOPeJLiHNN
aHasi3, CeMaHTUYHUI aHaJi3, IparMaTUYHUY aHasli3, MapKyBaHHs pPiBHIB JOCTYIy. Briepie po3po6seHa Moaeb
CHACTEMU IVHAMIUYHOro aHaji3y Ta MapKyBaHHS 3aXUCTy iHpOpMaLIiiHUX pecypcCiB, sika BpaXxOBYye CEMiOTHUYHI piBHi.
YIoCKOHasleHa ceMioTUYHA CTPYKTYpa “IaHHi-iH(opMalig-3HaHHA, sIKa [J1s1 ONUCY iHpOopMallii Bidyasisye 3B'93KU
LMX Pi3HUX TEPMiHIB. YIOCKOHaJIEHa apXiTeKTypa KOPIIOPaTUBHOI MEPEXI, sika 6a3yeTbcs Ha mogeri 3pinocti CISA’s
Zero Trust Maturity Model. OTpumaHi pe3ysibTaTy MOJI€JII0OBaHHS CUCTEMU JUHAMIYHOTO aHajli3y Ta MapKyBaHHS
3axucTy iHpopMalifHUX pecypciB, sIKa BpaxOBye CEMIOTUYHI piBHI, 4EMOHCTPYIOTh IIOKPAllEHHS TOKAa3HUKIB
6esnexku. OTpuMaHi pe3yJbTaTU [P MOJEJIOBAHHI OLIHKY PiBHS KibepOe3NeKy BJIaCHUKIB MEPEXi 3 IHTerpajbHUM
[IOKa3HUKOM TOTEHIITHUX 3arpo3 J03BOJISIOTh CHOpPMYyBaTU OO'EKTUBHY OLIiHKY PiBHS Kibep3axucTy peajibHuX
BJIACHUKIB iH(pOpMaLifIHUX peCcypCiB i3 3aCTOCYBaHHSIM CEMIOTMYHOrO Mifxony. 3allpolIOHOBaHUM MifXiT, 3
BMKOPHMCTaHHSIM PO3JiJIeHHs 3MilIaHOrO KOHTEHTY iHpopMallii Ha B3a€MOIIOB'I3aHi piBHi 10Ka3aB IMOBIPHICTb
ycninHoro ananizy 1 HopMmasnbHoro Tpadiky HTTP Ha piBai 0.99, mo BifnoBsizae abo nepeBulye aHaJIOTiuHi
IoKa3HUKY y Biomux SIEM-cuctemax Ha 3%. 3arporoHoBaHi Mofiesli MOKYTh OyTH iHTErpoBaHi y KOPIIOpaTUBHi
MepeXxXi J1s MiJBUIIEHHS PiBHS KOHTPOJIIO IOCTYIy A0 iHpopMaLifiHUX pecypciB. Y chepi KpUTUYHOI
iHPPACTPYKTYpH (EHEPreTUKa, TPAHCIIOPT, TEJIEKOMYHIKallii) pO3po6sIeHi METOIM MOXKYTb MiABUIIATU 3aXUILEHICTh
Big atak Ha ynpasiiHceki Ta SCADA-cuctemu. CeMioTMYHA MOZEs b MOKe OyTH BUKOPUCTaHA SIK CEMaHTUYHUI
MonyJb migcucrtemu SASE apxiTekTypu. 3a pe3ybTaTaMy JOCHIIKEHHS MiATBEPIKEHO IIPAKTUYHY Ta TEOPETUYHY
L[iHHICTb pO3pO0JIEHUX METO/IiB, HAJJAHO NIPAKTUYHI PEKOMEH1allii, II0A0 3aCTOCYBAaHHS PO3POOJIEHNX METOIB T

BU3HAYEHO JOLIBHICTb NEPCIEKTUBY iX MOAAIBUIOTO PO3BUTKY.

2. The dissertation is dedicated to solving a scientific and technical problem of enhancing the security level of
Internet traffic protection systems by developing and implementing mathematical models, monitoring methods,
and management of security system elements, taking into account various factors, including social and perceptual
aspects. The proposed approach enables the protection of mixed-content information based on semiotic analysis,
which not only increases the level of information resource security but also provides flexibility in managing
Internet traffic security. The aim of the dissertation is to develop Internet traffic security models in the cyber-
physical space based on a multi-level semiotic model, which ensures an increased level of information protection
systems’ security. Object of the study: the process of creating and using models and methods for ensuring Internet



traffic protection in the cyber-physical space. Subject of the study: modeling Internet traffic security as a semiotic
system. The introduction justifies the relevance of the dissertation topic, defines the research goal, and formulates
scientific and applied tasks necessary to achieve it. In the first chapter, the current state of Internet traffic security
is analyzed, in particular, methods for protecting information resources in cyberspace. In the second chapter, a
model of the semiotic system of cyberspace is proposed, which considers the interaction between users, content,
and network infrastructure. A hierarchy of reliability in cyberspace is examined, which includes physical, syntactic,
semantic, pragmatic, and social levels. The use of semiotic methods for tagging and segmenting network traffic is
proposed, enabling improved information flow management and the detection of anomalous behavioral patterns.
The third chapter explores a semiotic approach to cybersecurity, which integrates technical, semantic, pragmatic,
and social aspects of threat analysis. The fourth chapter presents the modeling of cybersecurity level assessment
for network owners. The modeling is based on data from the Cisco Talos 2023 report. To perform the modeling,
datasets CIC-IDS 2017/2018 and NSL-KDD 2022 were used. These datasets are based on attack detection
algorithms and analysis of behavioral traffic characteristics. The conclusions of the dissertation outline the main
results derived from the conducted research and present the performance indicators of the proposed solutions.
For the first time, an integrated indicator of potential threats was developed, taking into account the weighted
average of the levels of the semiotic model of cyberspace: physical, empirical, syntactic, semantic, pragmatic, and
social. For the first time, an information resource analysis algorithm was developed, including several key stages
such as syntactic analysis, correlation analysis, semantic analysis, pragmatic analysis, and access level labeling. For
the first time, a model of a dynamic analysis and labeling system for protecting information resources was
developed, taking into account semiotic levels. The semiotic structure of "data-information-knowledge" has been
improved to visualize the relationships among these different concepts. The corporate network architecture was
improved based on the CISA Zero Trust Maturity Model. The obtained results of modeling the dynamic analysis
and labeling system for information resource protection, considering semiotic levels, demonstrate improved
security indicators. The modeling results of cybersecurity level assessment for network owners, using the
integrated indicator of potential threats, enable an objective evaluation of the cybersecurity status of actual
information resource owners through a semiotic approach. The proposed approach, which uses the decomposition
of mixed-content information into interrelated levels, demonstrated a probability of successful analysis for normal
HTTP traffic at 0.99, which matches or exceeds similar performance metrics of known SIEM systems by 3%. The
proposed models can be integrated into corporate networks to enhance access control to information resources.
In the field of critical infrastructure (energy, transportation, telecommunications), the developed methods can
improve protection against attacks on management and SCADA systems. The semiotic model can also be used as a
semantic module in SASE architecture subsystems. Based on the research results, the practical and theoretical
value of the developed methods has been confirmed. Practical recommendations for the application of the
developed methods have been provided, and the feasibility of their further development has been determined.
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KBasigikanis: n.dinocod, nou., 122
InenTudikarop ORCHID ID: 0000-0002-3189-5623
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: By Kupnuyosa, 6y1. 2, Xapkis, XapkiBcbkuii p-H., 61002, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MiHicTepCcTBO OCBIiTH | HayKy YKpaiHu

InmenTudikarop ROR:

CeKTOop HayKH:. YHiBEPCUTETChHKUIL

BaacHe IlpizBume Im's I10-6aTbKOBI:
1. Tka4oB Anzpiit MuxainsoBud

2. Andrii M. Tkachov

KBasigikamis: . 1. u., crapumit HayKoBuii criiBpo6iThuK, 20.02.12
InenTudikarop ORCHID ID: 0000-0003-1428-0173
JoparkoBa indpopmamnist:

ITloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJITEXHIYHUN IHCTUTYT"
Kopg 3a €IPIIOY: 02071180

Micqesﬂaxon)KeHHﬂ: ByJl. Kupnu4oBa, 6yz. 2, XapkiB, XapKiBCbKU p-H., 61002, Ykpaina



dopma BiracHOCTI: JlepxasHa
Cdepa yllpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu
InenTudikarop ROR:

CeKTop HayKH: YHIBepCUTETChKUI

VIII. 3aKkJII04Hi BiZoMOCTi
BnacHe IlpizBume Im's I10-6aTbKOBI Kyuyk T'eopriit AnatoiioBiy

roJIOBH pagu

BnacHe IlpizBuie Im's [10-6aTbKOBI Kyuyk I'eopriit Anarosifiosud

rOJIOBYIOYOrO Ha 3acigaHHi

BiagmoBizasibHU 32 MiATOTOBKY Tonkayos Maxcum fOpiiioBiry

00JIIKOBHX JJOKYMEHTIB

Peectparop VYkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZasIbHUM 3a peecTpallilo HayKOBOIi IOpuenko TeTsHa AHaToJiiBHA

OisIIBHOCTI




