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1. Y nuceprauii 37iliCHEHO KOMIIJIEKCHE HAYKOBE JOCJIIKEHHS aJMiHICTPaTUBHOIIPABOBUX 3aCa[] 320€3I1€4EeHHS
HalioHaJbHOI 6e31eKku B My6ivyHOo-iHpopMaLiiiHiil cdepi, o HabyBae NEPLUIOPSGHOTO 3HAYEHHS B YMOBaX
nudpogizariii, riopunHUX Gopm npoTuiii, 3poctanHs iHGopmMaliiHUX 3arpo3 Ta aKTUBI3alii Ae3iHdopMaIiTHUX
BIUJIMBIB Ha CyCIIiJIbHO-TNIOJITUYHI Npouecu. HanioHanpHy 6e3neKy B iHpopMallilHOMy IPOCTOPi BaXKJINBO
PO3TIA1aTy OOHUM i3 3HAUYLIUX €JIEMEHTIB JIep>KaBHOI ITOJIITUKU 1 BOJHOYAC CUCTEMOYTBOPIOBAJIbLHUM MEXaHiI3MOM
3aXMCTy KOHCTUTYLIIMHOTO JIafly, IpaB i CBOOO, JIIOAVHY, IEMOKPAaTUYHUX IHCTUTYTIB Ta CyBepeHiTeTy nepkasu. Y
POOOTi pPO3KPUTO TEOPETUKO-TIPABOBI 3acany POpMyBaHHS MOHSTT i 3MicTy iHpopmalliiiHOi 6e3neKky, BUBHAU€HO ii
MicClie B CUCTEMI HalliOHaJIbHOI 6€311eKy YKpaiHu, OKpPECJIEHO OCHOBHI IPUHIUIIN Ta €JIEMEHTH aAMiHICTpaTUBHO-
IIPABOBOTO PETyJIIOBAaHHS BiJHOCUH y My6siuyHO-iH(popMmaliiiHiil chepi. Oco6mMBY yBary 30CepeiKeHO Ha aHali3i

HOPMAaTHBHO-TIPaBOBUX aKTiB, IIJ0 BU3HAYAIOTh MEeXaHi3MU 3a106iraHHs, BUSIBJIEHHS, HelTpasizalii Ta pearyBaHHs



Ha iHpopMaliliHi 3arpo3y, a TaKOX 3a0€3Me4YyI0Th 0aJaHC MK 3aXMCTOM [IepKaBHUX iHTEPECIB i rapaHTyBaHHSIM
KOHCTUTYLIHUX MPpaB rpoMaisiH. [TigIpyHTsIM IbOTO JOCIIIKEHHS € MDKIUCIUIIIIHADHA METO0JIOT S, 110 MOeIHYy€E
IOKTPHMHAJbHI MiIX0AM aJMiHICTPaTMBHOTO 11paBa, Teopii HallioHaJIbHOI 6e3I1eKy, Ty6JIiYHOTO YIIpaBJliHHS,
iHpopmMaLiiiHOrO IIpaBa Ta MiKHAPOIHO-IIPAaBOBUX CTaHAAPTIB AislJIBHOCTI Iep>KaBU y cepi Kibepoesneku Ta
indopmaniitHoi 6e3nexu. 3aCTOCYBaHHS KOMILJIEKCHOTO HAyKOBOTO MiX0Ay NaJlo 3MOTY IIPOaHai3yBaTH [isyIbHICTh
opraxiB ny6s1i4HOI By1agy 1 IpaBOOXOPOHHUX iHCTUTYIIii 111070 3abe31eYeHHs HallioHaJIbHOi 6e3IeKU B
iHopmaLifiHOMy [IPOCTOPI, BUSIBUTH HEJOJIIKY YMHHOI CUCTEMU pearyBaHHs Ha iHpopMaliliHi 3arpo3u, BUBHAYUTHU
aKTyasbHiI ME€XaHi3MU Ta IHCTPYMEHTH iX 3a1106iraHHs. PO3KpUTO 3MiCT, CyTHICTb i KJII0YOBi CTPYKTYPHI
XapaKTepUCTUKY HallioHAIbHOI 6e31eKu B my61idvHo-iHopmMaliiiHiil cepi; mpocTexxeHo ii CTaHOBIEHHS SIK
0c06711BOi cpepu Aep>KaBHOI MOJITUKY IJ1s1 3a0e31eUeHHs LislicHOCTi iHpopmMaliiiHoro npocTopy, CTifKOCTi
KOMVHIKaLiliHOrO cepefoBUIIA Ta 3aXUILEHOCTi KpUTUYHO BAXIMBUX iHPOPMaLiliHKX pecypciB. [loBeleHo, 1m0
indopmaliitHa 6e3rneKa € KOMIOHEHTOM 6€311€KOBOI CUCTEMU JE€P>KaBU 1 TOKa3HUKOM PiBHS A€MOKPATUYHOCTI
ny6J1iYHOrO YIIpaBJliHHS, 30ATHOCTI AeP>KaBU pearyBaTy Ha ribpuHi 3arposu Ta NifTpUMyBaTy CTaHAAPTU
IIPO30POCTi, BiIKPUTOCTI i1 06’€KTUBHOCTI CYCIIiJILHOTO JUCKypCy. OKPECTIEHO KOJIO CY0'€KTiB Ta 00'€KTiB
3a6e3reyeHHs HallioHAIbHOI 6e3MeKy B y6slidyHO-iHpopmauiiiHiil cdepi. 30KkpemMa, OKPeCaeHO TpPU IPyIu Cy6 eKTiB:
crparerivHi ([Ipesunent Ykpainu, Bepxosna Pana Ykpainu, PHBO, Kabinetr MinicTpis Vkpainn), mo ¢popmyioTsb
NOJIITUKY y cepi iHPpopmaliiiHoi 6e3neky; onepaliliHo-BUKOHaBYI (LJeHTpajbHi OpraHyu BUKOHaBuoi Biaau, Ciayxba
6e3mnexu YKpaiHy, NpaBOOXOPOHHI OpPraHu), o peasisyloTh 3aX041 MPOTUIil 3arpo3aM; CYCIiIbHO-TPOMA/IChKI
(iHCTUTYTH TPOMAJIIHCBKOTO CycCIHinbeTBa, 3MI, aHaniTUYHI LIEHTPH, OCBITHI yCTaHOBM), SIKi 3a6€3M1€YyI0Th
iHopMyBaHHS, €KCIIEPTHUM CYIPOBiJ, TPOMaJICbKUI MOHITOPUHT Ta POpMyBaHHS iH(pOpMaLiHOI KYJIbTYPH.
O6’exTamu Jep>kaBHOTO BIIMBY BU3HAYEHO iH(pOpMalliliHi pecypcu, KpUTUYHY iHQPacTPyKTypy, KOMyHiKaliliHi
niatgopmu, HUPPoBi cepBicy, a TaKOX iHPOPMalliiiHi IOTOKH, 110 MOXKYTb CTATU KaHAJIaMU JIeCTPYKTUBHOTO
BrIMBY. OCHOBHI HanpsiMu 3abe3nedeHHs iHpopMaLifiHOi 6e31eKy 0XOIII0I0Th MOHITOPUHT iH(popmMaliitHoro
cepenoBUlla, IPEBEHTUBHI 3aX0114, IPOTUII0 ne3iHdopMaliii, 3a6e3nedyeHHs KibepbesneKky, IpaBo3acTOCOBHY
IiSJIbHICTb, KOMYHIKaLifHY IOJIITUKY Ta IIPOCBITHULLKI iHiliaTUBU. [IpoaHasni3oBaHO Cy4aCcHUH CTaH AEP>KaBHOI
MOJIITUKY B Tajy3i HalliOHA/IbHOI 6€3MeKu B Iy6J1iuHO-iH(popMalLiiiHOMy BUMIpi. 3'1COBaHO, 110 HALliOHAJIbHY
IIOJIiITUKY CTPYKTYPOBaHO HEIIOBHICTIO, il €J1eMeHTH 4acTo IPOoLy6Ib0BaHO, PO3BUHEHO (parMeHTapHoO abo He
IIOB'SI3aHO YIIPaBJIiHCHKOIO JIOTIKOI0, TOIIPY 3HAaYHUI MacyB HOPMAaTUBHO-TIPABOBUX aKTiB. BUsIBJIEHO BiICYyTHICTb
€JIMHOI Y3roJpKeHOi KOHLeNIlii pO3BUTKY cucTeMu iHopmalifiHOi 6e3MeKy, HecTayy MeXaHi3aMiB KOOpAMHallii Ta
CHCTEMHOTO yIIPaBJIiHHS pU3nKaMu. JloBeieHOo, O BifICYTHICTh KOMIJIEKCHOT'O IiIXOly YCKJIa[IHIOE pearyBaHHS Ha
riopupHi iHpopmaliiiHi BIJINBY, 3HUXKY€E €PEeKTUBHICTb IPABOOXOPOHHOI [isSJIbHOCTI Ta Nepeukonkae GOpMyBaHHIO
CTiMKOr0 KOMYHIKaL[ifHOTO CepenoBUIIA.

2. The dissertation presents a comprehensive scientific study of the administrative and legal principles of ensuring
national security in the public information sphere, which is gaining key importance in the context of digitalization,
hybrid forms of counteraction, the growth of information threats and the intensification of disinformation
influences on socio-political processes. National security in the information space appears not only as an element
of state policy, but as a systemforming mechanism for protecting the constitutional order, human rights and
freedoms, democratic institutions and state sovereignty. The work examines the theoretical and legal foundations
of the concept and content of information security, defines its place within Ukraine’s national security system, and
identifies the key principles and elements of administrative and legal regulation in the public information sphere.
Particular emphasis is placed on analysing regulatory acts that establish mechanisms for preventing, detecting,
neutralizing and responding to information threats, as well as ensuring a balance between protecting state
interests and safeguarding citizens’ constitutional rights. The dissertation research is based on an interdisciplinary
methodology that combines doctrinal approaches of administrative law, national security theory, public
administration, information law and international legal standards of state activity in the field of cyber and
information security. The use of a comprehensive scientific approach made it possible to investigate the activities
of public authorities and law enforcement institutions in ensuring national security in the information space,

identify shortcomings of the current system of responding to information threats, and determine relevant



mechanisms and tools for their prevention. The content, essence and key structural characteristics of national
security in the public information sphere are revealed. Its formation as a special sphere of state policy, designed to
ensure the integrity of the information space, the stability of the communication environment and the protection
of critically important information resources, is traced. It is proven that information security is not only a
component of the state’s security system, but also an indicator of the level of democracy of public administration,
the state’s ability to respond to modern hybrid threats and maintain high standards of transparency, openness and
objectivity of public discourse. The range of subjects and objects of ensuring national security in the public
information sphere is outlined. Three groups of subjects are distinguished: strategic (President of Ukraine,
Verkhovna Rada, National Security and Defense Council, Cabinet of Ministers), which determine policy in the field
of information security; operational and executive (central executive bodies, Security Service of Ukraine, law
enforcement agencies), which implement measures to counter threats; public (civil society institutions, media,
analytical centers, educational institutions), which provide information, expertise, public monitoring and the
formation of information culture. The objects of state influence are identified as information resources, critical
infrastructure, communication platforms, digital services, as well as information flows that can become channels of
destructive influence. The main areas of information security include monitoring of the information environment,
preventive measures, countering disinformation, ensuring cyber protection, law enforcement, communication
policy, and educational activities. The current state of state policy in the field of national security in the public
information sphere is analyzed. It is established that despite a significant array of regulatory legal acts, national
policy remains incompletely structured, its elements are often duplicated or develop fragmentarily. The absence of
a single, coordinated concept for the development of the information security system, the lack of integrated
coordination mechanisms and systemic risk management are revealed. It is proven that the lack of a
comprehensive approach complicates the response to hybrid information influences, reduces the effectiveness of
law enforcement activities and hinders the formation of a sustainable communication environment.
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BaacHe IlpizBuie Im's [10-6aTbKOBI Mamkysia AH/piti AHAaTOJTIHOBUY
rOJIOBYIOYOrO Ha 3acigaHHi

BignoBigassHHUI 3a MiATOTOBKY Kpymeninpkuii Bnagucnas Cepriiiosud
00JIIKOBHX JOKYMEHTIB

PeecTparop IOpueHko TeTssHa AHaToOJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




