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Pedepar/anoTanis:

1. Crpimkuii po3BuTok ekocructem IoT Ta KibeppisnyHMX CUCTEM CIIPUYMHUB CTBOPEHHS HOBOI Mapagurmu
1rdpoBoi B3aeMo[iii 3 PisyHUM CBIiTOM, 3TiJIHO 3 SIKOIO 6€3[IepEPBHO reHEePYIOThCS ! LIUPKYJIIOI0Th IIOTOKU
MyJIbTUMOJAJIPHUX TEMIIOPAJIbHUX AAaHUX, SKi Bilo6pa’kaloTh CEHCOPHI BUMIPIOBaHHS, BifleO 1 ayli0NIOTOKY, AaHi
TeJIeMEeTPii Ta MOAieBUX JKYPHAJIIB, 0 XapaKTEPU3YIOTbCA Pi3HOIO YaCTOTOIO AUCKPEeTU3allii, HEPIBHOMIpHUMU
3aTPUMKaMy, IPOITycKaMu Ta mymamu. OCOOIMBICTIO TaKWX JAHUX € XHS BUCOKA AUHAMIYHICTb Ta HEOJHOPIAHICTS,
110 YCKJIQJHIOE MIPOLeC iHTerpallii, CMHXpOHi3allii Ta noganemoi inteprpetaii. [locTiliHe 3poCTaHHS KiJIbKOCTI
Ipkepes iHpopmalii BuMarae BiJi IPOrpaMHUX CUCTEM 3[ATHOCTI 4O MaclITabyBaHHS I1if] YaC iHTEHCUBHOIO
HaBaHTAKEHHS. Bizyasizalis 1ux NOTOKIB y IPOrpaMHUX CUCTEMAX BUKOHYE He JiIe QYHKILIO BifoOpakeHHs], a i1 €

KJIIOYOBMM IHCTPYMEHTOM OIN€PATUBHOIO aHaJi3y, BUSBJIEHHS aHOMAJIIN i MiTPUMKU IPUMHATTS PillleHb Y PEXKUMI



PEeasbHOTO Yacy, 3 ypaxyBaHHSM JIIOACHKOTO (PaKTOpy Ta BUMOT [I0 iHTepIipeToBaHOCTI. [Tponecu Bidyanisariii
BHCTYIAIOTh IPOMI’KHOIO JIAHKOIO Mi’K OTPMMaHHSIM MyJIbTUMOJIaJIbHUX NTOTOKIB «CUPUX» JAaHUX Bif Npuctpois loT i
aHasizoM iHdopMallii Ipo 06’eKTU MOHITOPUHIY KOPUCTyBaueM, 3a0€3I1euy04y [1epexif, Bif, HECTPYKTYPOBaHUX
YMCJIOBUX MACHUBIB 0 6ibIll 3p03yMiniux rpadiuHux mogereil. [lonpu icToTHUI Iporpec y CTBOPEHHI rpadivyHmx
inTepdericiB A Bidyanisalii IOTOKOBUX JAHUX 3QJIMIIAETHCSI HU3KA BUKJIMKIB: F€TEPOreHHICTh GOPMATIB i
IIPOTOKOJIIB, BiICYTHICTb YHipiKOBaHMX MOAesel IpeCTaBIeHHS MyJIbTUMOAJIbHUX ITOTOKIB, CKIaAHICTh 4acOBOi
CHHXPOHIi3allii 32 YMOB 3alli3HiINX | HEBNOPSAKOBAHMX IIO/Iii, 2 TAKOXX OpaK CTaHIapTU30BaHUX apXiTEKTyp i
1abJI0HIB IPOEKTYBAHHS [1JIs1 CUCTEM Bisyasnisauii. Lle yckiiaiHI0e MPOEKTYBaHHS IPOTrPAMHUX CUCTEM, 3IATHUX
afanTyBaTUCs 0 crenru@iky KOHKpeTHUX IIPUCTPOIB 6e3 CyTTEBOI 3MiHM iCHYI0UMX YacTHH cucTeM. OKpeMolo
11po6J1eMOI0 € 3a6e3IeyeHHs] CTabiIbHOCTI BiloOpakeHHs paHillle Bidyasi3oBaHUX AaHMX IiJ] yac ix 6e31epepBHOro
OHOBJIEHHSI Ta PECEMILIIHTY, 1[0 HANIPSIMY BIUIMBA€E Ha JIOBipy KOPUCTYBaya Jj0 aHAJITUYHUX MaTepialis.
CrabinpHICTDb BilOOpa’keHHS y Bi3yaJlbHOMY IPEICTABJIEHH] 3MEHIIY€ KiJIbKiCTh IOMUJIOK OIIEPATOPa CUCTEMU IIPU
TpuUBaJIilii poOOTi 3 BidyasizoBaHUMU JaHUMU. CUTYallil0 YCKIIAIHIOIOTh OOMEKEHHS 00U CIIIOBaIbHUX PECYPCiB
(oco61BO Ha MiCLISIX pOOOTHU ONEPATOPIB) i KOTHITMBHE I1€PEBAHTAXXEHHS ONIEPATOPiB IIPU POOOTI 3
6araTornojieBMMU MOTOKaMM BUCOKOI iIHTEHCUBHOCTI. AHaJIi3 HasIBHUX [IPOTPAMHUX PillleHb CBiUUATD IIPO iXHIO
(parMeHTOBaHICTh i By3bKOCIIEL1iaJli30BaHiCTh, OPi€EHTAllil0 HAa OKpeMi BepTUKaJi MPHUCTPOIB a60 KOHKPETHUX
BHPOOHUKIB, 0OOMEXXEHY [IEPEHOCUMICTb i IOBTOPHE BUKOPHCTAaHHS KOMIIOHEHTIB. [TofosiaHHs 3a3HaueHUx 6ap’epiB
noTpebye CTBOPEHHS YHi(piKOBaHUX, FTHYYKUX i MACIITAOOBAaHMX IPOrPAaMHUX MiIXOJiB Ta PillleHb, 5IKi MOENHYIOTh
N0JlieBO-OPieHTOBaHEe OOPO6IEHHS, MEXaHI3MU HAJIiIHOI YaCOBOI y3TO/IKEHOCTI Ta apXiTeKTypHi pillleHHs [1J1s
CTabisIbHOI, IHTepIIpeTOBaHOI Bidyasizallii MyJIbTUMOIaJIbHUAX [I0TOKOBUX JaHUX Y peaslbHOMYy Yaci. Po3B’sa3aHHIO
caMme Liiei HayKOBO-TEXHIUHOI 3a7ja4i 1 IPUCBSYEHO JUCEPTALiiiHy poboTy. MeTolo nucepTaliiiHoi po6oTu €
nifgBUIEeHHS €(PEeKTUBHOCTI IPOLeCiB CTBOPEHHS IPOTPAMHOTO 3a0€3N€Y€EHHS Bidyasisallii IOTOKOBUX JaHUX
npuctpois [oT.

2. The rapid development of 10T ecosystems and cyber-physical systems has led to the emergence of a new
paradigm of digital interaction with the physical world, according to which continuous streams of multimodal
temporal data are generated and circulate. These streams reflect sensor measurements, video and audio flows,
telemetry data, and event logs characterized by different sampling rates, irregular latencies, missing values, and
noise. A distinctive feature of such data is their high dynamism and heterogeneity, which complicates the
processes of integration, synchronization, and subsequent interpretation. The constant growth in the number of
information sources requires software systems to be scalable under intensive loads. Visualization of these streams
in software systems performs not only a display function but also serves as a key instrument for operational
analysis, anomaly detection, and real-time decision support, taking into account human factors and
interpretability requirements. Visualization processes act as an intermediate layer between the acquisition of
multimodal raw data streams from IoT devices and the user’s analysis of information about monitored objects,
ensuring the transition from unstructured numerical arrays to more comprehensible graphical models.
Visualization of these streams thus goes beyond simple rendering and becomes a crucial tool for real-time
analytical reasoning, anomaly identification, and decision support, with due consideration of human factors and
interpretability constraints. It serves as an intermediary between complex raw data streams and the user, enabling
the transformation of unstructured numerical data into intuitive graphical representations. Despite significant
progress in the development of graphical interfaces for streaming data visualization, a number of challenges
remain: heterogeneity of formats and protocols, the lack of unified models for representing multimodal streams,
the complexity of temporal synchronization under conditions of delayed and out-of-order events, as well as the
shortage of standardized architectures and design patterns for visualization systems. Despite this progress, these
challenges persist, including heterogeneous data formats and protocols, the absence of unified representation
models for multimodal streams, difficulties in temporal synchronization when events arrive late or out of order,
and the lack of standardized architectures and design patterns for visualization systems. This complicates the
design of software systems capable of adapting to the specifics of particular devices without significant changes to
existing system components. A separate challenge is ensuring the stability of previously visualized data during



continuous updates and resampling, which directly affects user trust in analytical results. The stability of
previously visualized data allows for minimizing operator errors during prolonged work with visualized data. This
situation is further complicated by limited computational resources (especially at operator workstations) and the
cognitive overload experienced by operators when working with high-intensity, multi-event data streams. An
analysis of existing solutions indicates fragmentation and narrow specialization, a focus on individual verticals or
specific vendors, and limited portability and reusability of components. Many systems rely on ad hoc dashboards
that do not generalize across modalities, and they lack principled mechanisms for temporal alignment, scalable
data reduction, and reproducible visual states. Overcoming these barriers requires unified, flexible, and scalable
software approaches that combine event-driven processing, robust mechanisms for temporal consistency, and
architectural solutions for stable, interpretable real-time visualization of multimodal data. This dissertation is
devoted to addressing this scientific and technical problem. The aim of this dissertation is to improve the
efficiency of the processes of creating software for visualizing streaming data from IoT devices.
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