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Pedepar/aHoTanis:

1. Y po6o0Ti 31iiiCHEHO KOMIIJIEKCHMI aHaJli3 MaHINyJISTUBHUX TEXHOJIOTIN Y Cy4aCHOMY iH(DOPMaLiiiHOMY IIPOCTOPi
3 no3ullii 6€31eK0BOro BUMipy. AKTyasyIbHICTb AOCTiAXeHHS. Y TpeTboMy fecatumiTti XXI cTomniTTs inpopmauiitui
IIPOCTip NI€PETBOPUBCS Ha IIMPOKeE I10JIe BOEHHUX [il, e MaHiIly/ISTUBHI TeXHOJIOTII BUCTYNAl0Th 6a30BUM
iHcTpyMeHTOM ribpuaHoi arpecii. TpaguLiiiHi METOIM IICUXOJIOTIYHOTO TUCKY iHTETPyBa/IACS 3 iIHHOBALIIIHUMU
UM(pPOBUMHU PilIEHHSIMY, 1O PASUKAIBHO 3MIiHMAJIO MACIITa0!U, IBUAKICTb TA IJIMOVHY PYWHIBHOTO BILJIMBY Ha
cycnisnibHy cBimomicTs. g YKpaiHy, sika nepebyBae B CTaHi TPUBAJIOTO €K3UCTEHIIITHOTO 36POTHOTO
IIPOTUCTOSIHHS, [OCTIiIKEHHSI 6€311eKOBOT0 acleKTy MaHINyJIsLif € IUTaHHSIM 306€peKeHHS CyBEPEHITeTY,
Ilep>KaBHOI CTIMKOCTI Ta HallilOHAJIbHOI ilEHTUYHOCTI. JJMHaMiYHMI PO3BUTOK MefiacepefoBuIa 38 YMOB
(dyHKLiOHYBaHHS iHpopMaLiiiHOro (L1(GPOBOro) CyCHisibCTBA CIIPUYMHUB MOSIBY LiZI0i HU3KM KPUTUYHUX YMHHUKIB,

sIKi BU3HAYAIOTh HarajlbHy MOTpedy TeOPETUYHOrO Ta PAaKTUYHOTO [IEpeOCMUCIeHHS 1€l npobyemu. O6’eKT



IOCTiIKEHHS — iHpOpMaLiiiHUI IPOCTIp SIK €JIEMEHT COLia/lbHO-TIOJITUYHOI peasnbHOCTI. [IpenmeT gocmiikeHHs -
6e3rexoBul acnekT QyHKIiOHYBaHHS MaHIMyJIITUBHUX TEXHOJIOrIH y cydacHOMY iHdopMaLiiiHoMy npocTopi. MeTa
IOCJIiI)KEeHHS N10JIsIra€e y KOMIJIEKCHOMY aHaJli3i MaHiNysIsITUBHUX TEXHOJIOTIHN y cyyacHOMYy iHpopmMaliiiHoMy
IIPOCTOPI 3 N03ullii 6e311eKoBoro BUMipy. Metonu pociimkeHHs. CouianbHo-(inocodChbKi KOHLENLii TPOCTOPY Ta
yacy, Teopii MacoBOI KOMYHIKallii Ta MaHINyJISTUBHOTO BILJIMBY, IICUXOJIOTIYHI TEOPIl KOTHITUBHOTO PO3BUTKY, TEOPII
indopmauiitHoi BifiHY, KOHLeMNLii iHPpopMaLiliHOro CyBepeHITeTY, 3araJlbHOHAYKOBI Ta CIlelliajibHi MeToAU
nostitosorii. HaykoBa HOBM3HA Ta TEOPETUYHA 3HAUYIIiCTh: YIiepuie:l) 3alIpolIOHOBaHO aBTOPChKUM MiAXif 10
aHasi3y iHpopmaLifHOro MPOCTOPY CYCIIiJIbCTBA; 2) 3alIPOIIOHOBAHO aBTOPCHKY Kyacu@ikallito BUIiB
iHopmaLiitHOro IPOCTOPY B KOHTEKCTI MOr0 €BOJIIOLLi], 3 ITO3uIlii MacIITabHOCTI, HA OCHOBI CTYII€HSI KOHTPOJIIO 32
1ioro QyHKIIOHYBaHHSIM 3 OOKY BJIAJHUX CTPYKTYpP. YTOUHEHO:1) 3MiCT OHATH «iHdopMaliliHa cpepar Ta
«iH(popMaLiiHUI IPOCTIP» Y KOHTEKCTi PO3BUTKY IOCIiIKEHb y cpepi iHpopmauiiiHoi 6e3neky; 2) NpoBigHi
IIPUYVHU BPA3JIMBOCTI CYCIIiJIbCTBA [0 MAHIIYJIALIN 32 YOTUPMA PIBHAMU: IICMXOJIOTO-KOTHITUBHUM,
iHdopmaniitHo-MenifHUM, COLjaIbHO-€KOHOMIYHUM Ta MOJITUKO-YIPaBaiHCbKUM. OfiepiKany NoAaibIui
PO3BUTOK: 1) TBEPKEHHS OJI0 aHAai3y iHPOPMaLiIiHOTO [IPOCTOPY K CEPEIOBUILA MAHINYJISLIN Y KOHTEKCTI
BHOKPEMJIEHHSI IOT0 YOTUPbOX (PYHKIH (IHTErpyo40i, KOMYHIKaTUBHOI, aKTyaJli3yI0uoi, TeONOITUYHOI); 2)
apryMEHTH IIOJ0 CUCTEMATH3allii YNHHUKIB PO3BUTKY COLIia/IbHUX MEPEXK, IO CIIPUSIOTH MTOMKUPEHHIO
MaHinyasaTuBHOI iHdpopmauii; 3) TBepIyKeHHs 040 po3p0oOKY ePEeKTUBHOIO MeXaHi3My IIPOTUii 3aCTOCyBaHHS
MaHINyJIATUBHUAX TEXHOJIOTIN B Cy4aCHOMY CYCIIiIbCTBI. [IpakTUYHEe 3HaYeHHS AOCIiI)KEHH. MaTepiany i BUCHOBKU
IVCePTaLiHOTO JOCJIiIPKEHHS MOXKYTh OYTY BUKOPUCTAHI: y 3aKOHOTBOPUI [isiZIbHOCTI MO0 PO3BUTKY Ta
dyHKUioHyBaHHS 3MI 32 HOBUX YMOB PO3BUTKY YKPaiHCHKOT'O CYCII/IbCTBA, IIPU pO3p0o0Lli e(deKTUBHOI cTpaTerii
iHopmariitHoi 6e3neKky KpaiHu Y KOHTEKCTI IPOTHii BUHUKHEHHIO Ta PO3IOBCIOIKEHHIO Je3iHpopMaliii;
MOJIITUYHUMU NaPTisIMU, TPOMAJICBKMMU OpraHisalisMy, BIaJHUMU CTPYKTYpPaMU (SIK Ha Aep>KaBHOMY PiBHI, Tak i
Ha PiBHi MiclI€BOro caMoBpslyBaHHS) IpHU ifeHTHdiKalil MaHITyIITUBHUX TeXHIK y 3MI y Me>kax CTBOpEHHSI
KOHTEHTY, CTi!IKOro 0 MaHIinyJIsiii, AJ1s IepeTBOPEHHS IaCMBHOIO CIIOXKMBaya iHdopMallii Ha BIEBHEHOTO
KOpHMCTyBaua MeJiia y KOHTEKCTi oAablIoi AeMOKpaTH3allii yKpaiHCbKOTO CYCIIiJIbCTBA; [j1s1 iATOTOBKU (PaxiBLiB y
rajysi IOJIiTOJIOrI, COLIOJIOTii, )KYpHa/IiICTUKY Ta AEPKABHOTO YNPABJIiHHS, JOTIOBHUTHY 3MICT HaBYaJIbHUX KYPCiB 3
IIOJIiTOJIOTIi Ta CyMDKHUX IUCUUILIIIH. 3B'930K pOoOOTH 3 HAYKOBUMMU IIpOrpamamy, IijiaHaMu, TemaMmu. JluceprauiiiHa
poboTa BU3HAYE€HA BiANOBITHO 0 KOMILJIEKCHOI HayKoBoi TeMu «Colianisallisi 0cOOUCTOCTi B COLIOKYJIBTYPHHUX Ta
colLjiaZbHO-MOMITUYHUX KOHTeKcTax (0123U103170 Big 07.07.2023 p.), 9Ky po3pobiisie Kadenpa MoiToIor ],
COLi0JI0TiI i Ky/IbTypOJIOTii XapKiBCBKOT'O HAI[iOHAJIbHOTO NIefiaroriyHoro yHisepcurety iMeHi I.C. CkoBopoau.
I[Ty6mixanii. 3mict poboTu BukaneHo y 11 nybikanisx, i3 Hux: 3 cTaTTi oly6J1iKOBaHO y HAyKOBUX (PaxOBUX
BUJIAHHAX YKpaiHU 3 OJITUYHUX HayK (Kareropii B); 1 ctaTTs y nepioguyHNX HAyKOBUX BUJAHHSX YKpaiHu 3
HAyKOBOTO HaNpsMYy, 32 SIKUM MiJrOTOBJIEHO OUCEPTallilo; 7 my6Jiikaliil y 36ipLi maTepiasiB MbKHapOAHUX Ta
BCeyKpaiHChbKUx KoH@epeHLiil. CTpyKTypa i o6csr guceprauii. JlucepTalist CKiaafaeTbes 3i BCTYILY, TPhOX PO3iJiB
(cemu mizpo3[iniB), BUCHOBKIB, CIIUCKY BUKOPHCTAHUX JKepeJl (0 KOKHOTO pPo3finy), nonaTkis. [ToBHMit obcsr

nuceprauii 265 cropiHok. OCHOBHUH 3MiCT BUKJIaZIeHO Ha 182 cTOpiHKax.

2. The paper provides a comprehensive analysis of manipulative technologies in the modern information space
from the perspective of the security dimension. The relevance of the research. In the third decade of the 21st
century, the information space has turned into a wide field of military operations, where manipulative technologies
act as the basic tool of hybrid aggression. Traditional methods of psychological pressure have been integrated with
innovative digital solutions, which has radically changed the scale, speed and depth of the destructive impact on
public consciousness. For Ukraine, which is in a state of prolonged existential armed confrontation, the study of
the security aspect of manipulation is a matter of preserving sovereignty, state stability and national identity. The
dynamic development of the media environment under the conditions of the functioning of the information
(digital) society has led to the emergence of a number of critical factors that determine the urgent need for
theoretical and practical rethinking of this problem. The object of the study - the information space as an element
of socio-political reality. The subject of the study is the security aspect of the functioning of manipulative
technologies in the modern information space. The purpose of the study is to conduct a comprehensive analysis of



manipulative technologies in the modern information space from the perspective of security. The research
methods. Socio-philosophical concepts of space and time, theories of mass communication and manipulative
influence, psychological theories of cognitive development, theories of information warfare, concepts of
information sovereignty, general scientific and special methods of political science. The scientific novelty and
theoretical significance of the work. For the first time: 1) within the framework of contemporary political science,
the author proposes an original approach to analyzing the information space of society; 2) the author proposes an
original classification of types of information space in the context of its evolution, from the perspective of scale,
based on the degree of control over its functioning by power structures. The following are specified: 1) the
meaning of the concepts «information sphere» and «information space» in the context of the development of
research in the field of information security; 2) the leading causes of society's vulnerability to manipulation across
four levels: psychological-cognitive, information-media, socio-economic, and political-administrative. The
following has been further developed: 1) assertions regarding the analysis of the information space as an
environment of manipulation in the context of distinguishing its four functions (integrating, communicative,
actualizing, geopolitical); 2) arguments regarding the systematization of factors in the development of social
networks that contribute to the spread of manipulative information; 3) assertions regarding the development of an
effective mechanism for countering the use of manipulative technologies in modern society. The practical
significance. The materials and conclusions of the dissertation research can be used: in legislative activities
regarding the development and functioning of the media under new conditions of development of Ukrainian
society, in developing an effective information security strategy for the country in the context of countering the
emergence and spread of disinformation; by political parties, public organizations, and government structures
(both at the state level and at the level of local self-government) in identifying manipulative techniques in the
media within the framework of creating content that is resistant to manipulation, to transform a passive consumer
of information into a confident user of the media in the context of further democratization of Ukrainian society;
for training specialists in the field of political science, sociology, journalism, and public administration, to
supplement the content of educational courses in political science and related disciplines. The connection of the
work with scientific programs, plans, topics. The dissertation work is defined in accordance with the complex
scientific topic “Socialization of the individual in socio-cultural and socio-political contexts (0123U103170 dated
07.07.2023), which is being developed by the Department of Political Science, Sociology and Culturology of the G.S.
Skovoroda Kharkiv National Pedagogical University. The publications. The content of the work is presented in 11
publications, of which: 3 articles were published in scientific professional publications of Ukraine on political
science (category B); 1 article in periodical scientific publications of Ukraine on the scientific direction in which the
dissertation was prepared; 7 publications in the collection of materials of international and all-Ukrainian
conferences.
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IIpiopuTeTHHH HanpsIM PO3BUTKY HayKH i TEXHIKHU: OyHnamMeHTasbHi HAYKOBI HOCIIIPKEHHS 3 HANGIbII
BaXKJIMBUX IIPOGJIEM PO3BUTKY HAYKOBO-TEXHIYHOI0, COLiaJIbHO-€KOHOMIUHOT0, CyCIiIbHO-TIOJITUYHOTO,
JIIOJICBKOTO NIOTEHLjaly 17151 3a0e31e4eHHs] KOHKYPEHTOCIIPOMOXKHOCTI YKpaiHU y CBiTi Ta CTaJIOr0 PO3BUTKY
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e Ymkasno K. B3aeM03B'130K MaHINyISITUBHUX TEXHOJIOTN Ta 3alliKaBJIEHUX TPy y Cy4aCHOMY iHpOopMaLiliHOMy

CyCHisnbCTBI y KOHTEKCTi Teopii A. BenTi. BicHuk JIbBiBCcbKOrO YHiBepcurteTy. Cepist Qpisoc.-1oiToor. CTyaii.
2023. Bum. 48. C. 307-313.



e Ymikasno K. 10. Indpopmarnifinuii npocTip B yMOBax BiliCbKOBOTO CTaHy: 6€3[1€KOBUI aCNeKT B YKpaiHi.
PerioHasnpHi cTymii: HaykoBu# 36ipHUK / penkos.: M. M. [Naninyax (rosos. pen.), I. M. Berem, €. I. Taifinanka Ta
iH. Yxropog, : BunaBHuuui gim «'enpBetuxay. 2023. Bumn. 35. C. 123-128.

o Ymkaso K. BrisivB HOBiTHiIX Mac-MeZia Ta COLiaJIbBHAX MEPEXX Ha MOIMPEHHS MaHIMyJISTUBHOTO KOHTEHTY B
iHpopmaliiiHOMy pOCTOpi: yKpaiHCbKUI KOHTEKCT. Enicremororiuni gocigkeHHs B ginocodii, couianbHux i
NOJIITUYHUX HayKax. 2025. 8(2). C. 210-218.

o [ToniTyHiI KOMyHiKaljii B HallioHaJILHOMY iH(POpMaliIHOMY I10JIi: 0COGJIMBOCTI Ta IEPCIEKTUBU
(dyHKUiOHYBaHHS. CydacHe CyCHilIbCTBO: 36ipHUK HAyKOBUX ITpalib. XapKiB : XapKiBCbKUI HalliOHAJILHAN
neparoriyHuil yHiBepcurert imedi I'. C. CkoBopopny, 2022. Bu. 1(24). C. 51-63.

o Pai1 K. ManinynatusHi TexHosorii 3MI B po1ieci BUCBITIIEHHS aKTyaJlbHUX HOBUH. COLIi0JIOris Ta Cy4acHi
coljianbHi TpaHcdopmaii: Matepianu XV MibkHaponHOi KOH(EPEHLii CTyIeHTiB Ta MOJIOAUX HayKoBLiB (Kuis,
25 yucronaza 2022 p.). Kuis : Haykosa cronung, 2022. C. 55— 57.

o . Vkaso K. Conjanizanist ocobuctocti B iHpopmaliliHoMy IpOCTOPi: Meia-TexXHOoJIOriYHUI BUMIp. MaTepianu
XIII MixkHapoZHOi HayKOBOITPaKTU4YHOI KOHGepeHii «Couianisaliss 0COGMCTOCTI y CYy4aCHUX COL[iOKYJIbTYPHUX
Ta COLiaJIbHO-TIOJIITUYHUX KOHTEKCTax» (Xapkis, 2023). Xapkis : XHITY, 2023. C. 84-86.

e Ymkasno K. Bnius conjiaspHUX MEPEX Ha Iy6JIiuHy MOJIITUKY: MaHINyJIITUBHUI acrekT. [Ty6iiyHa nosiTrka sk
IIpeJMeT BUKJIaJaHHS B ranyssix 3Hanb 03 «'ymaditapHi Hayku» Ta 05 «CoujanbHi Ta IOBEAiHKOBI HAYKU» :
Marepiany BCeyKpaiHChKOT0 HayKOBO-TI€AArorivHoro nigpuieHHs Kpaidikauii (Opeca, 6 6epe3ns — 16 KBiTHS
2023 p.). Opeca : BugaBuuumii fiim «['enbBeTnkay, 2023. C. 56-57.

¢ Vimkaso K. 3abesneyeHHs: FpoMaicbKoi 6e31eKu B KOHTEKCTi Bpa3uBOCTi iHpopMaLlilHOro NpocTopy.
Marepianu XIV MibkxHapogHoi HayKoBO-IIpakTH4YHOi KoHPepeHLii «Colianisalisi 0cCOOGUCTOCTI Y CydacHUX
COLIiIOKYJIbTYPHHUX Ta 9 COLia/IbHO-TIOMITUYHUX KOHTEKCTax» (XapkiB, 2024). Xapkis : XHITY, 2024. C. 45-49.

e Ymkano K. MaHinysistuBHi TexHOOTii y POPMYBaHHi MOTITUYHOI KOJIEKTUBHOI IOBE[iHKU: CTPYKTYPHO-
dyHKUioHaNbHUI BUMIP. Martepianu V MibkHapogHoi HayKoBO-IIpakTH4YHOi KoHdepeHLii «[losniThyHi npouecu
Cy4YaCHOCTI: I7106a7IbHUM Ta perioHanbHuil BUMipn» (IBano-@paHKiBCbK, 2024). IBaHO-DPaHKIiBCHK :
[IpukapnaTCcbKuil HallioHaNIbHUI yHiBepcuTeT iMmeHi Bacumns Credanuka, 2024. C. 32-33.

¢ Vikaso K. Briius rio6anizatii Ha iHdopmMauifiHui pocCTip Ta collianizallilo B yMoBaxX TpaHCHAL[iOHaIbHUX
Mejlia: aHaJli3 CyyaCHUX TeHAEHLiN y 3apybiKHUX KpaiHax. MaTepianu XV BceykpaiHCcbKkoi HayKOBO-
IIpakTUYHOi KOHepeHLii i3 3apy6ikHOI0 ydacTio «Colianizalisi 0COGUCTOCTI Y Cy9aCHUX COL[IOKYIbTYPHUX i
COLIia/IbHO-TIOJITUYHUX KOHTEKCTax» (XapkiB, 2025). Xapkis : XHITY, 2025. C. 152-155.

o Vmkasno K. [npopmaniiiHa 6e3neka 51K CKjlafioBa IoJiTHKY HallioHAIbHOI CTiliKOCTi YKpaiHu B yMOBax
riopupgHux 3arpo3. Marepianu XI MixkgucuuniiHapHOI HAyKOBO-MIPAaKTUYHOI KOH(EPEHLIii CTyIeHTIB i
MOJIOJUX BUEHUX «AKTyasIbHi MUTAHHS CY4aCHOTO COLiOryMaHiTapHOTro 3HaHHA» (XapkiB, 2025). Xapkis : IBTY,
2025. C. 245-247.
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Micuesnaxon)KeHHﬂ: np. Onekcanppa Iloss, [Hinpo, JHInNpoBCcbKUi p-H., 49004, YkpaiHa

dopma ByacHOCTI: Jlepxasna

Cdepa ynpasiriHHS:

InenTudikarop ROR:

Peuensentu

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Kamosxna FOuis [BaHiBHa

2. Yuliya I. Kalyuzhna

KBasigikanis: k. nosir. 1., gou,, 23.00.02
InenTudikarop ORCID ID: 0000-0002-7344-410X
HoparkoBa indopmamnist:

IloBHE HaliIMeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKMii HAlliOHAIbHUT TIEJJATOTIYHMIA YHIBEPCUTET iMeHi
I'. C. CkoBopoau

Kopg 3a €IPIIOY: 02125585

Micue3HaxoO KeHHS: ByJl. AlueBChkuX, XapKiB, XapKiBCbKuii p-H., 61002, Ykpaina
dopma BracHOCTI: /lepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa ITo-6aThKOBI:

1. Pagionosa Ipuna OsiekcangpiBHa

2. Iryna O. Radionova

KBasigikamis: g. ¢in. ., npodecop, 09.00.05
InenTudikarop ORCID ID: 0000-0001-7134-3674
HoparkoBa indpopmamnist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKMii HAlliOHAILHUT TIE/]ATOTTYHMIA YHIBEPCUTET iMeHi
I'. C. CkoBoponu

Kopg 3a €IPIIOY: 02125585

Micue3HaxoO KeHHS: ByJl. AlueBChKUX, XapKiB, XapKiBCbKuii p-H., 61002, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepCcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:



VIII. 3akr04Hi BimoMocTi
BiiacHe IIpi3Buie Im'sa I1o-6aTbKOBI Kyn l'anmuaa MuxaiiniBHa

TOJIOBH paju

BaacHe Ilpi3Bume Im'st ITo-6aTbKOBI Kyn Tanuua Muxarinisna

rOJIOBYIOYOTO Ha 3acCifiaHHi

BiamoBiganbHUH 32 MiATOTOBKY HoBosokin AHTOH Bosiogumuposuy
00JIIKOBHX JOKYMEHTIB

PeecTpartop IOpuenko TetsiHa AHaToiiBHA

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 3a PEECTpalLilo HayKoBOi IOpuenko TeTsHa AHaToiiBHA

OisIJIbHOCTI




