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V. BimomocTi npo guceprauiio
Mosga guceprarii:
Koau TemaTHYHHUX PYOPHK: 20.56.02
Tema gucepranii:

1. CuHTE3 reHepaTopiB IICEBIOBUIIAIKOBUX [TOCIIIOBHOCTEH i3 HEMiHIMHOIO IMHAMIKOIO 1151 3aXUCTy iHpopmarii B

TeJEKOMYHIKallilHUX CUCTEMAax

2. Synthesis of pseudo-random sequence generators with nonlinear dynamics for protection of information in
telecommunication systems

Pedepar:

1. O6'exT mocmimKeHHs - npolec popMyBaHHS [ICEBAOBUIAIKOBUX ITOCIZOBHOCTEN Ha 6a3i XaOTUYHUX CHUCTEM, a
TaKOX IMpoliecu KpurnrorpadiyHOro 3aKpUTTs iHPopMallii 32 TOMOMOTo0 CUHTe30BaHUX renepartopis I1BI1.
[IpenMeT JoCTiI>KEHHS - TeHEpPaTOpH IICEBIOBUIAIKOBUX ITOCIIiZOBHOCTEN Ha OCHOBI OJJHO- Ta 6araTOBUMipHUX
XaO0TMYHUX CUCTEM [JIS1 3aXUCTY iHpopMalii B TeJIEKOMYHIKaLIMHUX cUcTeMax. Metonu gociimkeHHs. I1ig gac
PO3B’I3aHHS [TOCTABJIEHUX 3aBAaHb y POOOTI BUKOPHUCTOBYBAJINCSI METOIM YMCEJIbHOTO iHTEerpyBaHHS CUCTEM
HeJIiHINHYX audepeHLiiHNUX PiBHSIHb, MaTEMAaTHYHE MOJIe/IIOBaHHS HesliHilHOI auHaMiky (6idypKauiiiHi niarpamu,
(a3oBi mopTpeTu), METOU Teopii iIMOBIPHOCTI i BUNaAKOBUX IIPOLIECIB AJ1s1 JOCHTiI)KEHHS CTaTUCTUYHUX
XapaKTEePUCTUK IICEBIOBUNALKOBUX T€HEPATOPIB Ta €JIEMEHTY KPUNTOAHAI3Y 171 OLiHKU CTIMKOCTI METOIIB

mr@pyBaHHs. TeopeTuyHi Ta NPakTUYHI pe3ysbTaTu: YaockoHaneHo reHepartop [1BI1 6iTiB, Ha OCHOBI ABOX



OJHOBHUMIPHUX XaOTUYHUX CUCTEM, POPMOBAHUX ONEpalli€elo CYMyBaHHS 110 MOJYJIIO [1BA BiJIIOBITHUX €JIEMEHTIB
[ICEBIOBUIIAIKOBUX MOCIiTJOBHOCTEN T€HEPOBAaHUX OHOBMMIDHUMH XaOTUYHUMU reHepaTopamu; Briepiue
3aIpPOIIOHOBAHO reHepaTtop GOpMyBaHHs I1ICEBIOBUNAAKOBUX IIOCIiJOBHOCTEN HA OCHOBI ABOX HEJIIHIMHUX
XaOTMYHUX CUCTEM, 3HAaYEHHS XaOTUYHUX KOJIMBaHb, FECHEPOBAHUX JIOTICTUYHUM BiJOOPOKEHHSIM B SIKOMY CIIYTYIOTh
IVHaMiYHUM [IOPOTOBUM PiBHEM IIPUMAHSTTS PillleHHS 010 3HaY€HHS OiTiB y ICEBIOBUNAAKOBUX IIOCTiTOBHOCTSIX,
reHepoBaHuX cucTemoro JlopeH1a; YoockoHaieHo KiaacuyHuil meton M. Banrtictu mmdpyBaHHS TEKCTOBOI
iHpopmaLlii ISIXOM BUKOPUCTAaHHS JBOX XaOTUYHUX CUCTEM, a caMe cucteMa Pecciiepa Ta Ky6iuHe BiloOpaKeHHS;
YInockoHaneHo MeTo, mu@pPyBaHHs 300pakKeHb HA OCHOBI (POPMOBAHUX JIOTICTUYHOIO, KBAIPATHOIO Ta KYOi4HOIO

YHKLISIMYU XaOTUYHUX BioOpaskeHb CiTOK ITiKCeiB.

2. The object of the study are process of forming of pseudorandom sequences based on chaotic systems, as well as
processes of cryptographic close of information with the help of synthesized PRB generators. Subject of research -
pseudorandom sequence generators based on single- and multidimensional chaotic systems for the protection of
information in telecommunication systems. Research methods. In solving the set tasks in work methods of
numerical integration of systems of nonlinear differential equations, mathematical modeling of nonlinear dynamics
(bifurcation diagrams, phase portraits), methods of probability theory and random processes for studying the
statistical characteristics of pseudorandom generators and elements of cryptanalysis for evaluation of the stability
of encryption methods Theoretical and practical results: The generator of PVP bits is improved, based on two one-
dimensional chaotic systems, formed by the operation of summing modulo two corresponding elements of
pseudorandom sequences generated by one-dimensional chaotic generators; For the first time, the generator of
the forming of pseudorandom sequences on the basis of two nonlinear chaotic systems was proposed, the values
of chaotic oscillations generated by the logistic map serve as a dynamic threshold for decision making regarding
the value of bits in pseudorandom sequences generated by the Lorentz system; The classical method of M. Baptista
of the text information encryption improved by using two chaotic systems, namely the Ressler system and the
cubic map; The method of encrypting images on the basis of formed logistic, square and cubic functions of chaotic
map of pixel lattice is improved.
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