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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYyOPHK: 20.51.35

Tema gucepranii:
1. MeToau nifBuieHHs €(PEKTUBHOCTI IPOTOKOJIiB KBAHTOBOI Kpunrorpadii

2. Methods for improving the efficiency of quantum cryptography protocols

Pedepar:

1. Inceprarifina po60Ta IPUCBIYEHA PO3B'SI3aHHIO aKTyaslbHOI HAyKOBO-TIPAKTUYHOI 3a/1a4i po3poOKH i
IIOCTIiIKeHHSI HOBUX 6iybll e(DeKTUBHUX METO/IiB 3a06e31e4eHHs! CTilIKOCTi TPUTOBUX ITPOTOKOJIiB KBAHTOBO]
Kpunrorpadii o HeKOrepeHTHUX aTak, I00YA0BU TPUTOBUX F'€HEPATOPIB ICEBIOBUIIAIKOBUX IIOCiJOBHOCTEN Ta
OLIiHIOBaHHS iX SIKOCTi (MOXKJIMBOCTi BUKOPUCTAHHS /111 KpUNITOrpadivHux 3acTocyBaHb). OTprUMaHi B
IycepTaliiiHiil poboTi pe3ybTaTh MOXYTb OYTU BUKOPUCTAHI JJ1s1 MiBUIIeHHS €PEeKTUBHOCTI (3aXUILEHOCTI,
IIBAJIKOCTI poOOTH) cucTeM 3axUcTy Ha 6a3i KIIB3 i KBaHTOBOrO PO3MO/Aiy KJII0UiB, a TAaKOX IJ1s1 I€SIKAX IPOLEenyp
0€e3MeKu B TPAOULiNHUX (HEKBAaHTOBUX) KpUNTOrpadivyHUX CUCTEMAX 3aXUCTy iHpopMalii. Y poboTi po3pobiieHo
xacudikauio metonis KK, ska 103B0oJIsIE pO3MMPUTH MOKIIMBOCTI 10710 BUOOPY BifIIOBIIHUX METOIB /1JIsI
no6yJ0BY Cy4aCHUX KBAaHTOBUX CUCTEM 3axUCTy iHpopmalii (Ha 6a3i KI1B3 Ta iHIMX KBaHTOBUX TEXHOJIOTII).
OTpumaB NOJAJIbIINNA PO3BUTOK METOZ, 3a0€3M1€YEHHS CTIMKOCTi KYyTPUTOBUX NIPOTOKOJIiB KBAHTOBOI Kpunrorpadii,
SIKUI JO3BOJISIE 3BE€CTU [IO MiHIMyMY KiJIbKiCTb IEPEMUKAHb MK PEKMMaMU IIPOTOKOJIY (€peaBaHHs

IIOBiIOMJIEHHSI Ta KOHTPOJIIO ITiICITyXOBYBAHHS), 30iJIbIINTHY IBUKICTh POOOTHU ITPY 30€pe>KEHHI CTIMKOCTI 10



HEKOTepEHTHUX aTak. OTpUMaB NMOAAbIINN PO3BUTOK METO/, T€EHEPYBaHHS IICEBI0BUIIAIKOBUX MTOCIiJOBHOCTEH,
SIKUI 103BoJIsie GOPMYBaTHU TPiKOBI He30aJlaHCOBaHi IICEBIOBUIIATKOBI OCIinOBHOCTI. OKpiM TOTO, OTpUMAaB
MOJaJIBIINI PO3BUTOK METOL OLLiHIOBaHHS SIKOCTi IICEBIOBUNANIKOBUX IIOCIiIOBHOCTEH, SIKUI Ja€ MOXXJIMBICThb

OLIiHIOBAaTU CTAaTUCTUYHI NAPaMETPU i 3aKOHOMIPHOCTI TPUTOBUX IICEBIOBUIAIKOBUX ITOCJIiIOBHOCTEN.

2. Thesis is devoted to applied scientific research task to develop and study new, more efficient methods for
ensuring sustainability of quantum cryptography qutrit protocols to non-coherent attacks; constructing trit
generator of pseudorandom sequences and evaluation of its quality (possibility of using them in cryptographic
applications). The results obtained in the thesis can be used to improve efficiency (security level and speed) of
security systems based on quantum direct secure communication and quantum key distribution, and can be used
for security procedures in traditional (non-quantum) cryptographic information security systems. In this work
developed classification of quantum cryptography methods, which can expand opportunities for choosing
appropriate methods to construct modern quantum information security systems (based on quantum direct
secure communication and other quantum technologies). Was further developed a method for ensuring stability of
quantum cryptography qutrit protocols, which allows to minimize the amount of switching between protocol
modes (message transmission and eavesdropping control), and increase speed by a factor of 4.4, while maintaining
the resistance to non-coherent attacks. Also, was further developed a method of generating pseudorandom
sequences, which allows to create ternary unbalanced pseudorandom sequences. In addition, further developed a
method for evaluating pseudorandom sequence quality, which enables to evaluate the statistical parameters and
laws of ternary pseudorandom sequences.
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