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2. Methods and tools for increasing the efficiency of distributed systems users identifications

Pedepar:

1. Inceprarnis npucBs4yeHa npobseMi NiBALIEHHS ePEeKTUBHOCTI ineHTu(iKallii KOpUCTyBaviB PO3MOAiITIEHUX
CHCTEM 32 PAaXyHOK 3HIKEHHS] PU3UKY HECAHKI[iIOHOBAHOTO JOCTYIY [0 ii pecypciB Ta NpUCKOpPeHHs ifeHTudikarii.
B po6orTi npoBeneHo aHasi3 GakTopiB. 110 BIVIMBAIOTh Ha ePeKTUBHICTD ifeHTudikalii BinmaseHnx KopucTyBadiB
inTerpoBanux cucteM. OCHOBHY yBary NpujiijieHo NiJiBULIEHHIO IPONYKTUBHOCTI ineHTU}ikalii. 3 TeopeTudHOI
TOYKU 30py HalOLIbMINI piBeHb IPOTUIii HE3aKOHHOMY JOCTYITY O PECYPCIB CUCTEMU 3a0€311€Uy€EThCS IPU
BHMKOPHMCTaHHi cTporoi ineHTudikanii, B OCHOBI IKOi JIEXXUTb MOZEJIb “HYJIbOBUX 3HAHb' i sKa nepeznbdadae
BHMKOPHMCTaHHS MaTEMaTUYHUX HE3BOPOTHUX IIepeTBOPeHb. B nucepraliiiHiil po60Ti NPONOHYeThCS 1151
IIPUCKOPEHHSI CTPOroi ifeHTudikallii BUKOPUCTOBYBaTH HE3BOPOTHI NNepeTBOPEHHS OyJIeBOi airedpu Ta anredpu
nosiiB I'anya. 1151 cTporoi ineHTu@ikallii Ha OCHOBi HE3BOPOTHUX OyJIEBUX EPETBOPEHDb IIPOMOHYETHCSI TPU METOIMU.

[Nepumii i3 HUX nepenbdadae BUKOPUCTAHHS CIIeLliajIbHO II00YL0BAaHOTO [IEPETBOPEHHS, sIKe POPMYE OJHAKOBUX



BUXiIHUI KOZ, IJ1s1 TPYIU Pi3HUX BXiAHUX KOZiB. [HIMNI1 po3po6JieHnii MeTo 1 peasidauii cTporoi ineHTudikarii 3
BUKOPUCTAHHSAM OyJIEBUX IEPETBOPEHHSIX 0a3y€eThCs HA 3aCTOCYBAaHHI CTAaHAPTU30BAHUX X€UI-aJITOPUTMIB TaKUX
sk SHA yu Ripemd-160. TpeTiit MeToq, 171 IpHCKOpPeHoi cTporoi inenTudikauii Ha 6yeBUX I€PETBOPEHHSIX

nepen6adae BUKOPYCTAHHS CTaHAAPTU30BaHUX INPPOOIIOKiB TUIy AES.

2. Thesis is dedicated to a problem of increasing of efficiency of distributed systems users identifications by
impairsing the risk of illegal access to system resources and by speed up identification. In this work the analysis
the factors which affect on efficiency of identification of remote user of integrate systems have been workwed out.
The main attention is concentrated to identification performance increase. From the theoretical point of view the
best for high degree of safety again illegal access to system resources is zero-knowledge or strikt identification,
based on utilization of nonreversable mathematical transformation. In dissertation work proposed for speed up
strikt identification to use nonreversable transformation of boolean algebra and Galoise fields algebra. For strikt
identification based on nonreversable boolean transformation the three method have been proposed. Fist of them
provision utilization special building transformation which formed one output code for groop different input code.
Another diveloped method strikt identification implementation by nonrever-sable boolean transformation are
based on using standard hash-algorithms lile SHA or Ripemd-160. Third proposed method for strict identification
by using boolean transformation is based on using of standard block ciphers such as AES.
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