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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TeMaTHYHHX PYGPHK: 82.13

Tema guceprauii:
1. TeopeTrKO-MeTO0JIOTIYHI 3acany 3abe3rneyeHHs Kibepoesneku B [y6iYyHOMY CEKTOPI

2. Theoretical and methodological principles of ensuring cybersecurity in the public sector

Pedepar:

1. O6'exT mocaimkeHHs: GOPMYBaHHS Ta peasisallisl Aep>KaBHOI OJITUKY Y cpepi Kibepbesneku. MeTa: TEOpETHUKO-
METO/I0JIOTiYHE OOI'PYHTYBaHHS 3a0e3NedeHHs Kibepoe3neku B Iy0IiYyHOMY CEKTOPi B Cy4aCHUX YMOBax. MeTonu:
icTOpUKO-TreHeTUYHUIA, JIOTIKO-CeMaHTUYHUM, aHai3, y3araJbHeHHs, ifeanisalis, cucTeMHuUil, abcTparyBaHHs,
NOPiBHSIHHA, ¢popmarizauis, knacudikalii, ONMCOBO-iHIYKTUBHUH, CIIOCTEPESKEHHS, MOJIEJIIOBAHHSI, aHaIi3
CTaTUCTUYHUX JAHUX i OQIliflHUX JOKYMEHTIB, IOPiBHSJILHO-TIPABOBUII, KOMIIADATUBHUI. Pe3ysbTaTy: BUPILIEHO
HAYKOBY I1po6JIEMY 1I0J0 PO3POOKU TEOPETUKO-METOM0JIOTIYHUX 3aca/, 3abe3nedeHHs Kibepoe3rneku B Iyo61iYHOMY
CEKTOpi B Cy4yacHUX yMoBax. HoBU3Ha: yneplie o6IpyHTOBAaHO KOHLIENTYaslbHi 3acay 3abe3neyeHHs Kibepoe3neku B
opraHax ny6JIi4HOi By, sIKi IOAISIOTHCS Ha ABi TPYNU: BUMipU Kibepbe3neku Ta Aii, HeOOXinHi AJ1s1 3a0e3MeYeHHs
Kibep6e3neKku; po3po6sIeHO MOJIeJb iHCTUTYLIHOI Kibep6e3eKy; OO PYHTOBAHO TEOPETUKO-METO0JIOTiYHY

MOZieJIb pO3pOo0OKM HallioHAJIbHOI cTpaTerii Kibep6esaneky, sika BUKOPUCTOBYE IiJIX01 HEOpeasi3aMy, COLlialbHOro



KOHCTPYKTUBI3My, iHTEpCEKLiHOCTI, KibepBecTdanizamy; yIOCKOHAJIEHO: METOIOJIOTIYHUI MiAXin 10 3a6e31e4eHHs
Kibepbesneku y cepenosuili Gov 2.0; nepeJsiik OCHOBHUX IIPUHLUIIIB iHCTUTYLIMHOI KibepOesexy; 00rpyHTyBaHHS
OCHOBHUX IIPMHIMIIIB Iy0JIiYHO-TIPMBATHOTO NapTHEPCTBA y cepi 3abe3neyeHHs Kibepoesneky; gictanu
MOJIaJIbIIIOTO PO3BUTKY: KOHILEIITYa IbHi MI0JIOKEHHS I[0/10 TPAKTYBaHHS Kibep6e3neKku sIK CyCHijibHOro 61ara;
BU3HA4YE€HHS! OCHOBHUX BUKJIMKIB /1J1g MyOJIiYHOTO CEKTOPA y KOHTEKCTi 3a0e31e4eHHsI KibepOe3neKy; y3araJbHeHHs
3apyODKHMX NMPaKTUK 100 3abe3eyeHHs Kibepoesneku y [y61iYyHOMY CEKTOPi; MeTOL0JIOTIYHUH MifgXif, o
BMKOPHMCTAHHS Pi3HUX TUIIIB BJIAJHUX BiIHOCUH y 3a6e3e4eHHi KibepOe3neKky; BU3HA4€HHSI OCOOIMBOCTEN
3anobiraHHs Ta NpoTUIii Kibep3arposam y my61idHoMy ceKTopi YKpainu. BripoBamkeHo B AisibpHiCTh: MiHicTepcTBa
¢dinancisB Ykpainu; MizicTepcTBa MOJIOAi Ta ciopTy YKpainy; [JepkaBHoi ayfuTOPChKOi ciykou Ykpainu. [anysi
BMKOPHMCTaHHS: OpraHu ny6JiiyHoi Bi1agy B YKpaiHi.

2. Object of research: formation and implementation of state policy in the field of cyber security. Purpose:
theoretical and methodological justification of ensuring cyber security in the public sector in modern conditions.
Methods: historical-genetic, logical-semantic, analysis, generalization, idealization, systemic, abstraction,
comparison, formalization, classification, descriptive-inductive, observation, modeling, analysis of statistical data
and official documents, comparative-legal, comparative. Results: the scientific problem regarding the development
of theoretical and methodological principles for ensuring cyber security in the public sector in modern conditions
was solved. Novelty: for the first time, the conceptual principles of ensuring cyber security in public authorities are
substantiated, which are divided into two groups: dimensions of cyber security and actions necessary to ensure
cyber security; a model of institutional cyber security was developed; the theoretical and methodological model of
the development of the national cyber security strategy, which uses the approaches of neorealism, social
constructivism, intersectionality, and cyber Westphalian, is justified; improved: a methodological approach to
ensuring cyber security in the Gov 2.0 environment; a list of the main principles of institutional cyber security;
justification of the main principles of public-private partnership in the field of cyber security; received further
development: conceptual provisions regarding the interpretation of cyber security as a public good; identification
of the main challenges for the public sector in the context of ensuring cyber security; generalization of foreign
practices on ensuring cyber security in the public sector; a methodological approach to the use of various types of
power relations in ensuring cyber security; determining the specifics of preventing and countering cyber threats
in the public sector of Ukraine. Implemented in the activity of: Ministry of Finance of Ukraine; Ministry of Youth
and Sports of Ukraine; State Audit Service of Ukraine. Fields of use: public authorities in Ukraine
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