O0Js1ikoBa KapTKa aucepTaii

I. 3arasbHi BimOMOCTI
Jep>kaBHUH 00J1iKOBHI HOMeP: 0522U100086
Oco06J1uBi TO3HAYKH: BinKkpura

JaTa peectpaunii: 06-10-2022

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kotyx €Brex BosoguMuposuy

2. Kotukh Yevgen V.

KBasmigikamis: 05.13.21

InenTudikarop ORCHID ID: He sactocosyerbcs

Bup, pucepranii: nokrop Hayk

AcnipaHTypa//lOKTOpPaHTYypa: Hi

IIndp HayKoBOi ceniaJabHOCTI: 25.00.02

Ha3Ba HayKOBOi CIeniaIbHOCTI: MexaHisMu 1€pPKaBHOTO YIIPABJIiHHS
T'asy3sp / rasysi 3HaHb. He 3acTOCOBy€THCS

OcBiTHBO-HayKOBa IMporpama 3i creniaJbHOCTI: He 3actocoByeTsbcs
JaTa 3axHCTy: 05-10-2022

CreniaJIbHICTh 32 OCBITOIO: 30BHIlIHS MOJITUKA

Micue po6oTH 34,00yBayva: [lepkaBHuii 0JAaTKOBUI YHIBEPCUTET

Kopg 3a €IPIIOY: 44550814

Micuesnaxo,szeHHa: BYyJI. YHiBEpCUTETCHKA, OyA. 31, M. Ipniinb, KuiBceka 0641., 08201, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MinictepcTBo dinaHciB Ykpainu

Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: He 3aCTOCOBYETHCS



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHoi BYEHOI pagH (Pa30Boi CIeliaai30BaHOi BYE€HOI pagu): [l 64.707.03
IToBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HauioHanbHMIl yHIBEDCUTET UMBITILHOTO 3aXMCTy YKpaiHu
Kopg 3a €IPIIOY: 08571363

Micue3HaxoaKeHHS: By/1. UepHuimeBchbka, 94, M. XapkiB, XapkiBcbkuii p-H., Xapkiscbka 061., 61023, Ykpaina
dopma ByracHoCTI:

Cdepa ynpaBiiHHS: JlepkaBHa ciyk6a YKpaiHu 3 HAA3BUMYaiHUX CUTYyaLLii

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

IV. BizomocTi ripo miznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BHKOHAHO JHCEPTaIlilo

IloBHE HaliIMEHYBaHHS IOPUAHNYHOI 0COOH: XapKiBChKMIT PETiOHATbHUI IHCTUTYT AEP’KABHOTO YIIPABIIiHHS

HaujonasnbHoi akagemii feps;kaBHOTO ypasiliHHS npu [Ipe3nneHToBi Ykpainu
Kopg 3a €IPIIOY: 23322597

Micue3HaxoaKeHHS: npocil. MOCKOBCbKUH, 6y, 75, M. XapKiB, XapKiBCbKuil p-H., XapKiBcbKa 0611., 61050,
Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiiHHS: Anminicrpanis I[Tpesunenta Ykpainu

InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

V. BimoMocTi npo gucepraniio
MoBga gucepraiiii:
Koau TemaTHYHHX PYOPHK: 82.13

Tema gucepranii:
1. TeopeTUKO-METOI0JIOTIYHI 3acazy 3abe3redeHHs Kibepoesneky B [y61iYHOMY CEKTODI

2. Theoretical and methodological principles of ensuring cybersecurity in the public sector

Pedepar:

1. O6'exT mocnigKeHHs: pOpMYyBaHHA Ta peasiisalis Jep>KaBHOI MOMiTUKY y cdepi Kibepbesnekn. MeTa: TEOpeTUKO-
METOJI0JIoTiYHe OOI'PYHTYBaHHS 3abe3ledeHHs KibepOeaneku B [1y6JIiYyHOMY CEKTOPi B CyyacHUX yMoBax. MeTtonu:
icTOpuKO-reHeTUYHU, JIOTiKO-CeMaHTUYHUIA, aHaIi3, y3araJlbHEHHs, ifeaisalis, CUCTeMHUN, abCcTparyBaHHS,
nopiBHSAHHS, ¢popmarizanis, knacudikauii, ONMCOBO-iHIYKTUBHUH, CIIOCTEPESKEHHS, MOJIeJIIOBaHHSI, aHAJI3
CTAaTUCTUYHUX JAHUX i 0QILifHUX JOKYMEHTIB, IOPiBHSJIbHO-TIPABOBUI, KOMIIapaTUBHUN. Pe3ysbraTu: BUpilIeHO
HAyKOBY [IPO6JIeMy 11010 PO3POOKU TEOPETUKO-METOOJIOTIYHUX 3aca/, 3abe3nedeHHs Kibepoe3neky B MyOIiYHOMY

CEKTOPi B cydyacHUX yMOBaxX. HoBu3Ha: yneplie o0rpyHTOBAHO KOHLENITYalbHi 3acany 3abe3rnedyeHHs Kibepoe3neku B



opraHax Iy0JIi4HOI BJIay, SIKi IOMIISIIOTHCS HA ABi TPYNX: BUMipU KibepOe3neKu Ta Aii, HeOOXiHi AJ1s1 3a0e3MneYeHHs
Kibepbesneky; po3pobIeHO MOJIeslb IHCTUTYLiIIHOI Kibep6e3rneky; OO PyHTOBAaHO TEOPETUKO-METOOJIOTIYHY
MOJeJib PO3POOKY HaliOHa/IbHOI cTpaTerii Kibepbe3neKy, sika BUKOPUCTOBYE IiIX0IM Heopeasi3My, COLialbHOro
KOHCTPYKTUBi3My, iHTEpCEKLINHOCTI, KibepBecTdai3my; yIOCKOHANIEHO: METOLOJIOTIYHNIN MiAXin 00 3a6€e31e4eHHs
Kibepb6esneku y cepeposuli Gov 2.0; rnepesik OCHOBHUX NIPYHIUIIB iHCTUTYLiIMHOI Kibep6e3neKn; 00rpyHTYBaHHS
OCHOBHUX IIPMHLMIIIB Iy0JIiYHO-TIPUBATHOTO NapTHEPCTBa y cepi 3ade3neyeHHs Kibepoesneky; gictanu
MI0JIaJIbIIIOrO PO3BUTKY: KOHIEIITYa IbHi MIOJIOKEHHS I[0/I0 TPAKTYBaHHS Kibep6esneKku sIK CyCHijibHOro 671ara;
BU3HAYE€HHS! OCHOBHUX BUKJIMKIB J1J1 MyGJIiYHOTO CEKTOPA Y KOHTEKCTi 3a6e3Me4eHHsI KibepOesneKy; y3araJbHeHHs
3apyODKHMX MPaKTUK 100 3abe3redyeHHs Kibepoesneku y y61iYyHOMY CEKTOPi; MeTOL0JIOTiYHUH MigXif, 1o
BMKOPHMCTaHHS Pi3HUX TUIIIB BJIAJHUX BiIHOCUH y 3a6e3ne4eHHi KibepOe3neky; BU3Ha4€HHSI 0COOIMBOCTEN
3anobiraHHs Ta NpOoTUIii Kibep3arpo3am y nmy6y1iYHOMY CEeKTOPi YKpainu. BripoBazpkeHo B AisIbHICTB: MiHicTepCTBa
¢dinaHciB Ykpainu; MiHicTepcTBa MO0 Ta cIOPTy YKpainy; JlepkaBHOi ayAUTOPCHKOI ci1ykou YKpainu. ['amysi
BUKOPHUCTaHHS: OpraHu nyo6JiiyHoi Biagy B YKpaiHi.

2. Object of research: formation and implementation of state policy in the field of cyber security. Purpose:
theoretical and methodological justification of ensuring cyber security in the public sector in modern conditions.
Methods: historical-genetic, logical-semantic, analysis, generalization, idealization, systemic, abstraction,
comparison, formalization, classification, descriptive-inductive, observation, modeling, analysis of statistical data
and official documents, comparative-legal, comparative. Results: the scientific problem regarding the development
of theoretical and methodological principles for ensuring cyber security in the public sector in modern conditions
was solved. Novelty: for the first time, the conceptual principles of ensuring cyber security in public authorities are
substantiated, which are divided into two groups: dimensions of cyber security and actions necessary to ensure
cyber security; a model of institutional cyber security was developed; the theoretical and methodological model of
the development of the national cyber security strategy, which uses the approaches of neorealism, social
constructivism, intersectionality, and cyber Westphalian, is justified; improved: a methodological approach to
ensuring cyber security in the Gov 2.0 environment; a list of the main principles of institutional cyber security;
justification of the main principles of public-private partnership in the field of cyber security; received further
development: conceptual provisions regarding the interpretation of cyber security as a public good; identification
of the main challenges for the public sector in the context of ensuring cyber security; generalization of foreign
practices on ensuring cyber security in the public sector; a methodological approach to the use of various types of
power relations in ensuring cyber security; determining the specifics of preventing and countering cyber threats
in the public sector of Ukraine. Implemented in the activity of: Ministry of Finance of Ukraine; Ministry of Youth
and Sports of Ukraine; State Audit Service of Ukraine. Fields of use: public authorities in Ukraine

Jep>kaBHUHM peecTpauiiiHuii Homep [IiP:

IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHu# NpiopHTETHUI HAIIPSIM iHHOBaLiHHOI AiSJILHOCTI:
IlizcyMKu BOCIiAKEHHS:

ITy6osrikamii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILisi:
ConuiasibHO-€KOHOMIYHA CIIPSIMOBaHIiCTh:

OxopoHHi goKymeHTH Ha OIIIB:

BrnpoBaakeHHs pe3yJIbTaTiB AHCepTalii:

3B'S130K 3 HAYKOBHMH TEMaMH:



VI. BizoMocTi mpo HayKOBOT0 KEPiBHUKA /KEePiBHHUKIB (KOHCYJIbTAaHTA)

Baacue IIpizBume Im'a Ilo-6aTbKOBI:
1. Kotyx €Brex BosioguMupoBuy

2. Kotukh Yevgen V.

KBasigikamis: 05.13.21

InenTudikarop ORCHID ID: He sactocoByerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kotyx €Brex BosioguMupoBuy

2. Kotukh Yevgen V.

KBasmigikamis: 05.13.21

InenTudikarop ORCHID ID: He sactocoByerbcs
JopaTrkoBa iHdpopmamist:

IloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHs:

dopma ByracHoCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBY€ETHCS

VII. BigomocTi npo odiifiHuX ONOHEHTIB Ta PELeH3€HTiB
OdiuiiiHi oIOHEHTH
Baacue IlpizBumie Im's Ilo-6aThKOBI:

1. Kapnienko Osiekcanap BaneHTUHOBUY

2. Karpenko Oleksandr Valentynovych



KBasigikamis: 25.00.02

InenTudikarop ORCHID ID: He sactocoyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliIMEeHYBaHHS IOPHUAHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Topiuauii Bagyum OsnekcanapoBuy

2. Torichnyy Vadym Oleksandrovych
KBasmigikamis: 25.00.05

InenTudikarop ORCHID ID: He 3actocoyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KEeHHSI:

dopma BiracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBY€ETHCS

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. lenancekuit Enyapyn BanepiioBuy

2. Shchepanskyi Eduard Valeriiovych

KBasigikamis: 25.00.02

InenTudikarop ORCHID ID: He sactocoyerbcs
JoparkoBa iHdpopmamnist:

IloBHE HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma ByracHoCTI:



Cdepa ynpasiriHHS:
InenTudikarop ROR: He zacrocosyerscs

CeKTOop HayKH: He 3aCTOCOBYETHCS

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi
BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI

rOJIOBH pagu

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBi

rOJIOBYIOYOTO Ha 3aCilaHHi

BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JJOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 3a peECTpallil0o HAayKOBOIi

OisSIIBHOCTI

JombpoBchka CBiTiana MuKosaiBHa

Homb6poBchka CBiTiaHa MukosaiBHa

Opuenko T.A.



