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1. Metonu Ta 3aco6u uudpoBoi creraHorpadii 3 BUKOPUCTAHHSIM CKJIAIHUX IUCKPETHUX CUTHAJIB IJIs1 3aXUCTY
iHpopMaLiHUX pecypciB

2. Methods and tools of digital steganography using sophisticated digital signals for protection of information
resources

Pedepar:

1. Incepralist pUCBAYEHA BUPIlIEHHIO BXXJIMBOI HAYKOBO-TIPUKJIALHOI Tpo6eMH, sIKa TOJIIrae y po3poOlLii MeToziB
Ta 3aco6iB udpoBoi creraHorpadii 3 BUKOPUCTAaHHIM CKIIATHUX OUCKPETHUX CUTHAJIB i TEXHOJIOTIi IPsIMOTo
POBLINPEHHS CIIEKTPY IJ1s1 3aXUCTy iHpopmMaliiiHux pecypcis. [1if yac mpoBeeHHs NOCiIKeHb BIeplie
copMOBaHi J0IaTKOBI OOMEKEHHS Ha KOPEeJIsLifHI BJaCTUBOCT] JUCKPETHUX CUTHAJIIB MiJ] Yac o6y 0BU
creraHorpagiyHux 3aco6iB 3axucTy iHpopmalii. Po3pobieHo creraHorpadiyHi MeTonM 3axUCTy iHpopMaliii 3
aJanTUBHUM (POPMYBAaHHSM IMCKPETHUX CUTHAJIB, SIKi BpaxOBYIOTh CTATUCTUYHI BIaCTUBOCTI KOHTEHHEPIB, 110
BHUKOPHCTOBYIOTHCS. 3alIpOIIOHOBAHA iHpopMallifiHa TeXHOJIOTisl OOMiHY KilouaMu i nepezadi JaHUX B 3aKPUTIN
CTEraHOCHCTEMI, SKa BPaXOBYe OCOOIMBOCTI aAalITUBHOTO (0 CTATUCTUYHUX BJIACTUBOCTEN NAHUX KOHTENHEPA)
$hopMyBaHHS OMCKPETHUX CUTHAJIIB i JO3BOJISIE, 3aBASIKY 30€PEXEHHIO B TAEMHHULLi Bif IPOTUBHUKA CEKPETHOTO

IIpaBuJjIa BUJIy4eHHs iHQOpMaLiliHUX MTOBiIOMIIeHb, IPUXOBATU PaKT Iepefadi JaHuX Ta 3a0e3MeYnTH TaKUM YMHOM



1o6y0BY 6€3MEeYHOr0 CTEraHOrpadivHOro 3aXUCTy B TEJIEKOMYHIKalliliHUX CUCTeMaxX Ta Mepexkax. Po3pobseHi
METOJI CUHTEe3Y BeJIMKUX aHCaMOJIiB IUCKPETHUX CUTHAJIB 3 6araTopiBHEBUMHU (QYHKIIISIMU aBTO- i B3a€EMHO]
KopeJisii, SKi BiipisHsIOThCS Bif BilOMUX BUKOPHCTaHHIM PO3PO06JIeHUX IPOLieAyP NTepeTUHY OPOiT IPyIIOBOrO
KOy, 1O [03BoJIsie (GOPMYBATHU IICEBIOBUINANIKOBI IUCKPETHI OCIifOBHOCTI, 00KOBi BUKUAX (PYHKLIN KOPEJIALLi
SKUX 6epyThb KiHIeBe 3a37ajlerifp 3aJaHe 3HaueHHs. Opepskaa nojaabnil pO3BUTOK MaTeMaTUYHA MOJEJIb
creraHorpadivyHuX cucTeM 3axucTy iHdopmallii, 10 Biipi3HSIETHCS Bifl BilOMUX 3aCTOCYBAHHSIM T€OPETUKO-
iHpopmauiitHoro niaxomy 40 abCTPaKTHOrO BU3HAUYEHHSIM ITPOLIEAYP CTETaHOKOAYBaHHS i IeKOyBaHHS Y BUTJISI ]
BifoOpa’keHb BifINOBIIHUX MHOXXHH KOHTENHePiB, iHpopMaliflHUX JaHUX Ta CTETaHOTPaM, 10 JO3BOJIUJIO
dbopmanizyBaTu CTeraHONIepeTBOPEHHS! 171 Pi3HUX KJlaciB cucTeM (poOGaCTHUX, KpUXKUX 1 HalliBKPUXKHUX), & TAKOXK
BBECTHU IIOHATTS TEOPETUYHO HEJleTEKTOBaHUX (aOCOJIIOTHO CTiMKKX) CTeraHOCKCTeM, C(POPMYJIIOBAaTU HEOOXiHI Ta
IOCTaTHI yMOBH iX TOOGYHOBU. YIOCKOHATIEHO METOIY UUPPOBOi cTreraHorpadii, siki Bifpi3HSI0TbCS Bifl BilOMUX
BUKOPUCTAHHSAM C(POPMOBAHUX BEJIMKUX aHCAMOJIIB IMCKPETHUX CUTHAIB 3 OCOOJIMBUMU KOPEJISLINHUMNA
BJIACTMBOCTSIMU, 1O JI03BOJISIE MiBUILIATH ITPOIYCKHY 3aTHICTh CTEraHOKAaHAaJliB 3 HEOOXiIHUMU ITOKa3HUKaMH
6e3mneku (creraHorpadiyHoi CTIMKOCTI) Ta BipOTiAHOCTI AAHUX, 5IKi IPUXOBYIOTHCS, 6€3 KPUTUYHUX CIIOTBOPEHD
3aCTOCOBAHMX CTETaHOKOHTeNHePiB. OTprMaHi HayKOBi Pe3yJIbTaT! B CYKYITHOCTI CKJIAJAl0Th TEOPETUYHI OCHOBU
nobyoBu cTeraHorpadiuHux 3aco6iB 3axUCTy iHpopmaliii 3 BUKOPHUCTAHHIM CKIIQIHUX AUCKPETHUX CUTHAJIB i

TEXHOJIOTII IPSIMOTr0 PO3MIKUPEHHS CIIEKTPY IJ1s1 3abe3redyeHHs iHpopMaliliHOi 6e3I1eKu Iep>KaBU.

2. The dissertation devoted to the solution of important scientific and applied problems, which is to develop
methods and tools of digital steganography with the use of complex discrete signals and direct spread spectrum
technology for protecting information resources. During the first research generated additional restrictions on the
correlation properties of digital signals in the construction of steganographic information security. Developed by
steganographic methods to protect information from adaptive formation of discrete signals, which take into
account statistical properties of container used. The proposed information technology key exchange and data
transmission in closed stehanosystemi, which takes into account the adaptive (to the statistical properties of the
data container) forming discrete signals and allows, thanks to the preservation of secrets from the enemy's secret
rule extracting information messages, hide the fact data transfer and thus provide construction secure
steganographic security in telecommunication systems and networks. Developed methods the synthesis of large
ensembles of discrete signals with multi function auto and cross correlation are different from known procedures
using the developed cross the orbits of the group code that allows you to create pseudorandom sequence of
discrete, side discharge correlation functions which are finite predetermined value. Further developed
mathematical model of steganographic information security systems, characterized by the use of known
information-theoretic approach to the definition of abstract procedures stehanoencoding and decoding mappings
in the form of appropriate sets of containers, information and data stehanohram, allowing to formalize
stehanoconversion for different classes of systems (robust, brittle and fragile semi), and introduce the concept not
theoretically detected (completely resistant) stehanosystem formulate necessary and sufficient conditions for their
construction. Improved methods of digital steganography, which differ from the known large ensembles generated
using digital signals with special correlation properties that can improve the throughput stehano channels with the
required safety parameters (stenographic stability) and the probability of data hiding, no critical distortion applied
stehano containers. The ob-tained scientific results together constitute the theoretical basis for constructing
steganographic data protection using complex digital signals and direct spread spectrum technology for of

ensuring information security of state.
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