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Pedepar:

1. Kibep3asisakyBaHHS CTajly OJHi€I0 3 Hai6iybII omupeHux GopM arpecrBHOI TIOBEIiHKY B iHTEpHETi B OCTaHHI
POKH. 3a JaHUMU J0CiIKeHb, Mpu6an3Ho 20-40 % nifJjiTKiB y BCbOMY CBITi CTalOTh )XepTBaMU Kibep3asisiKyBaHb,
1110 HETaTUBHO BILJIMBAE Ha ixHE NICUXi4YHE 3[J0POB’ Ta COllialbHy B3aeMoi0. ONHUM 3 HAlOiIbII IEPCIEKTUBHUX
MiIX0miB 1O BUSIBJIEHHS Kibep3assikyBaHb € aBTOMATU30BaHMIA aHaJli3 TEKCTOBOTO KOHTEHTY i3 3aCTOCYBaHHSIM
3ac006iB 06po6KU NpUpogHOi MOBU. CHCTEMU 3 BUKOPUCTAaHHSM 3ac00iB ii 06po6KY BXXe IeMOHCTPYIOTh BUCOKI
[IOKa3HMKY Yy BUSIBJIEHHI Kibep3assikyBaHb B TEKCTaX COLIiaJIbBHUX MEPEX Ta MeceHaKepiB. OfHakK, He3BaKalody Ha
Te, 1[0 aBTOMAaTH30BaHi CUCTEMHU 3TaTHI BUSBJIATU Kibep3assKyBaHHS Y TEKCTOBOMY KOHTEHTI, iCHye HM3Ka
npo6seM. 30Kpema, IpobeMy eTUYHOI Ta COLLIOKYJIbTYPHOI afjanTalii airopuTMiB Ta 3aJ1e>KHICTh Bif SIKiCHOTO
HabOpy [AaHUX BIUIMBAIOTh HA pe3yJbTaTy aHajizy. KpiM Toro, Taki MOfieJi 4acTo CIIpUUMAIOThCS SIK «4OPHI
CKPUHBKU», OCKIJIbKY IXHi pe3yJIbTaTy BaKKO iHTEPIIPETYBATU. BiiCYTHICTh IPO30pUX MEXAHi3MiB IIOSICHEHHS
HETaTUBHO BIJINBA€E HA iXHE BIIPOBA/PKEHHSI B CUCTEMHU MOZepallii KOHTeHTy abo IIPaBO3axyCHi iHiliaTuBy.

OO6’eKTOM IOCIIIZPKEHHS € MPOLEC iHTeIeKTyaJIbHOTO aHaJIi3y TEKCTOBOIO KOHTEHTY 1711 BUSIBJIEHHS



Kibep3asisaKyBaHb. [IpeiMeTOM JOCTiIKEHHS € METOAM Ta 3aC06M 06POOKY IPUPOJHOI MOBU 17151 BUSIBJIEHHS
Kibep3assiKyBaHb Y TEKCTOBOMY KOHTEHTi. MeTOI0 JOCIIiKeHHS € MiABUIEHHS TOYHOCTI Ta SKOCTi BUSBJIEHHS
Kibep3aJsikyBaHb Y TEKCTOBOMY KOHTEHTI 3aco6aMU IITYYHOTO iHTEJIEKTY 3 OAAJIbLIO0 iHTepIpeTalli€lo NPUINHITUX
pileHs. Y guceprauiiiHiil po6O0Ti BepIle 3aIpONIOHOBAHO METO/I, OLiHIOBAHHS Ta KOPUTYBaHHS PENIPE3€HTAaTUBHOCTI
natacery 3a FATE-npuHIMIIOM CIIPaBEJIMBOCTI, IO 3abe3evyye HeJMCKPUMIHAILiI0 32 BiKOBOIO, F€HAEPHOIO,
PEJIrifiHOI0 IPUHAJIEXKHICTIO, 0 JO3BOJIUJIO MiABULIUTY SIKiCTh HAaBYaHHS KIacHU(iKaTOpiB AJ1s1 BUSBICHHS
Kibep3assiKyBaHb. Y AUCepTaLiliHill po60Ti po3p061eHO HOBUI METO/, BUSBJIEHHS Kibep3asIsikyBaHb Y TEKCTOBOMY
KOHTEHTI, IKMH Bipi3HIETHCS Bifl iCHYyI0UMX ABOETAITHUM BUSIBJIEHHSIM Kibep3assiKyBaHb, IO [1OJIATAE Y
HelipoMepexeBill ineHTudikanii HassBHOCTI Kibep3asisiKyBaHb Ta [IOAJIblIIN HelipoMepesKeBill My IbTUIe0JI0BIN
xiacudikauii OkpeMux TUIIB Kibep3aisaKyBaHb, 110 4aJ0 MOXKJIUBICTb MiABULIMTY TOYHICTb Ta SIKICTh BUSIBJIEHHS
Kibep3assiKyBaHb. Y IUCEPTaLiliHill pOOOTi TAaKOX yIOCKOHAJIEHO METOJ, iHTepIIpeTallii pe3yJIbTaTiB BUSIBJIEHHS
Kibep3asisiKyBaHb, SKUH BiIpi3HIETHCSA Bifl iCHYyIOUMX, MOKJIMBICTIO Ha/laBaTH Bi3yaJslbHi OSICHEHHS AJIS
MYJIbTUIIEI16710B0i Kiacudikallii BUsBI€HUX TUIIB Kibep3aJisiKyBaHb B ajlbTepHAaTUBHUX ITOJAHHSX. [IpakTuyHe
3HAUEHHS OTPUMAaHMX PE3YJIbTATIB N10JISAra€ y NOBEIEHHI TEOPETUYHUX PE3yJIbTaTiB JucepTalifiHOi po6oTH Ta
po3poo6Li iHTeIeKTyaIbHOI iH(popMaliliHOI cuCTeMU BUSIBJIEHHS Ta Kiacudikalii Kibep3assikyBaHb y TEKCTOBOMY
KOHTEHTi 3aC00aMU WTYYHOTO iHTEJIEKTY, 110 BUKOPUCTOBYE PO3POOJIEHI METOAU OL[iHIOBAaHHS Ta KOPUT'YBaHHSI
pelnpe3eHTaTUBHOCTI garaceTy 3a FATE-npuHuunom cnpasenjMBOCTI, BUsIBJIEHHS i Kinacuikauii Kibep3assikyBaHb,
a TaKOX iHTepIpeTaliii pe3y/bTaTiB BUSBJIEHHS Kibep3assiKyBaHb, Ta JO3BOJISIE€ MiABUILIATYA TOYHICTb Ta SIKiCTb
BUSIBJIEHHS Kibep3asisikyBaHb Y TEKCTOBOMY KOHTEHTI 3aCO6aMU IITYYHOTO iHTEJIEKTY i Bi3yaslbHO MOSICHIOBATU
NpUNHATI pimeHHs. Po3pobiiena iHTesnekTyanbHa iHpopmalliiiHa cuctemMa J1s1 BUSIBJIEHHS Ta Kiaacu@ikanyii
Kibep3assiKyBaHb Y TEKCTOBOMY KOHTEHTI. IHTesIeKTyasnbHa iHpopMaliliHa cucTeMa Hala€ MOKJIUMBICTD OLIiHIOBAaTU
Ta KOPUTYBAaTH PENPE3E€HTATUBHICTD AATACETIB [JIsS1 HABYAHHS MOJIE€JIEN MAIIMHHOIO HAaBYaHHS 332 €TUYHUMU
acrniektamy FATE-IpUHIIMIIOM CIIPaBeIJIMBOCTI; BUSIBJIATY Ta Kiaacu]ikyBaTu TUIM Kibep3aysIKyBaHb Y TEKCTOBOMY
KOHTeHTI. Takox iHTesieKTyasipHa iHpopMalifiHa cucTema J03BOJIsie OTPUMYBATH BidyasbHi [IOSICHEHHS 117151
MYyJIbTUAJIEN610BOI Knacuikalii BUSIBI€HUX TUIIB Kibep3asKyBaHb, 10 CIPUsIE MiABUILEHHIO JOBIpY 10
ollep>KaHMX pe3yJIbTaTiB Kaacu@ikalii TUIiB Kibep3asKyBaHb. Pe3ynbTaTi JucepTaliiiHoi po60TH BIPOBAIKEHO: Y
IisIbHOCTI BigAiny nmpotuii KibepasiounHaMm y XMesIbHULBKIN o671acTi [JenaprameHnTy kibeproninii HanionanbHoi
noniuii Ykpainy; y T1IT «ABiBi» (moBigka nmpo BrpoBampkeHHs); y ['O «IT-knactep micTa XMeIbHULBKOTO» (HOBigKa
npo BrpoBamkeHHs); y TOB «Cucremu nis 6i3Hecy 2» (0OBiKa PO BIIPOBAIPKEHHS); Y HABYAJIbHOMY NIPOLEC]
XMeJIbHALIBKOTO HAalliOHAIBHOTO YHIBEPCUTETY (aKT BIIPOBAIPKEHHS); IPY BUKOHAHHI AeP>KOI0/IKeTHOI TeMU
XMeJIbHULIBKOTO HallioHaJIbHOTO YHiBepcUTeTy «Po3pobsieHHs iHpopMalLliliHOI TeXHOJIOTii IPUIHSTTS
KOHTPOJIbOBAHUX JIIOJMHOI KDUTUYHO-0€3ME€KOBUX PillleHb 32 MEHTAIbHO-(POPMaTIbBHUMU MOEJISIMU MAIIMHHOTO
HaBuaHHA» ([IP N2 0121U112025)

2. Cyberbullying has become one of the most common forms of aggressive behavior on the Internet in recent
years. According to research, approximately 20-40 % of adolescents worldwide become victims of cyberbullying,
which negatively affects their mental health and social interaction. One of the most promising approaches to
detecting cyberbullying is automated analysis of text content using natural language processing tools. Systems
using natural language processing tools have already demonstrated high performance in detecting cyberbullying in
texts on social networks and instant messengers. However, despite the fact that automated systems are able to
detect cyberbullying in text content, there are a number of problems. In particular, problems of ethical and
sociocultural adaptation of algorithms and dependence on a high-quality dataset affect the results of the analysis.
In addition, such models are often perceived as “black boxes” because their results are difficult to interpret. The
lack of transparent explanation mechanisms negatively affects their implementation in content moderation
systems or human rights initiatives. Object of the research is the process of intellectual analysis of text content to
detect cyberbullying. Subject of the research is methods and tools of natural language processing to detect
cyberbullying in text content. Purpose of the research is to increase the accuracy and quality of detecting
cyberbullying in text content using artificial intelligence with subsequent interpretation of the decisions made. In
dissertation work first proposed a method for assessing and adjusting the representativeness of a dataset based on



the FATE principle of fairness, which ensures non-discrimination by age, gender, and religious affiliation, which
allowed improving the quality of training classifiers for detecting cyberbullying. In dissertation work developed a
new method for detecting cyberbullying in text content, which differs from existing ones in two-stage detection of
cyberbullying, which consists of neural network identification of the presence of cyberbullying and subsequent
neural network multi-label classification of individual types of cyberbullying, which made it possible to increase
the accuracy and quality of cyberbullying detection. In dissertation work also improves the method of interpreting
the results of cyberbullying detection, which differs from existing ones in the ability to provide visual explanations
for multi-label classification of detected types of cyberbullying in alternative representations. The practical
significance of the results obtained lies in proving the theoretical results of thesis and developing an intelligent
information system for detecting and classifying cyberbullying in text content using artificial intelligence, which
uses the developed methods for assessing and adjusting the representativeness of the dataset according to the
FATE principle of fairness, detecting and classifying cyberbullying, as well as interpreting the results of detecting
cyberbullying, and allows increasing the accuracy and quality of detecting cyberbullying in text content using
artificial intelligence and visually explaining the decisions made. An intelligent information system has been
developed for detecting and classifying cyberbullying in text content. The intelligent information system provides
the ability to assess and adjust the representativeness of datasets for training machine learning models according
to ethical aspects of the FATE principle of fairness; to detect and classify types of cyberbullying in text content.
The intelligent information system also allows for visual explanations for multi-label classification of detected
types of cyberbullying, which helps to increase confidence in the obtained results of classifying types of
cyberbullying. The results of dissertation work were implemented: in Cybercrime Countermeasures Department in
Khmelnytskyi Oblast of Cyberpolice Department of Ukraine National Police, in PE «Avivi» (certificate of
implementation); in the NGO «IT Cluster of the City of Khmelnytskyi» (certificate of implementation); in LLC
«Systems for Business II» (certificate of implementation); in educational process of Khmelnytskyi National
University (act of implementation); in the implementation of the state budget theme of Khmelnytskyi National
University «Development of information technology for making human-controlled critical safety decisions using
mental-formal machine learning models» (DR No. 0121U112025).
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