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Pedepar:

1.V npuceprauii 34iiICHEHO aHaJIi3 METOIiB CUHTE3Y apXiTEKTyPH PO3IOJiIEHUX CUCTEM, MOJEJIEN [IOKa3HUKIB
OTOYYIOYOrO CEPENOBUIIA [IJIS PO3INOAIIIEHNX CUCTEM B KOPIIOPAaTUBHUX MEPEXKax, METOMIB OpraHisarii
(YHKIIOHYBaHHS PO3IIOLINIEHNX CUCTEM Ta METOZiB BUSIBIIEHHS 3JI0BMUCHOTO [IPOTPAMHOT0 3a0e3IeyeHHs,
30KpeMa worm-BipyciB. B po60Ti po3po06sieHO METO]], CUHTE3Y MaTeMaTUYHUX MoZesiell PiBHIB 6e3rexku
KOMIIOHEHTIB CUCTEMHU /11 OTPUMaHHS HOBUX aHAJIITUMHUX BUPa3iB KOMIJIEKCHOTO OIUCY OTOYYIOUOTO
CepenoBuUIA KOPIIOPATUBHUX MEPEX i IIPOIIECiB, SIKi Bil0OyBaTUMYThCS B YaCTKOBO LIEHTPAIi30BaHUX PO3IOTiIE€HUX
CHCTEeMaX, yIOCKOHAJIEHO MOZeJIb YaCTKOBO LIEHTPaJi30BaHUX PO3IOLiIEHNX CUCTEM, PO3POOIEHO METO
opraxizallii ¢yHKIIOHyBaHHS YaCTKOBO LI€HTPaji30BaHUX PO3IOAiIEHUX CUCTEM, PO3POOJIEHO METO], BUSIBJIEHHS
WOrm-BipycCiB 3 BUKOPUCTAaHHAM IOy iX Ha KJIaCU 3a CIiJIbHMMM O3HAaKaMHU i BU3HAYEHVMY KPUTEPISIMU 32
6araTbMa KJ1Iacami, a TaKOK po3po6JIEHO BillIOBiIHY PO3NOiNeHy CUCTEMY, 3/1iICHEHO IOCTAaHOBKY €KCIIEPUMEHTIB

i TpoBeIeHO 3 eKCIIePUMEHTAJIbHI TOCIIIKEeHHS 3 PO3p006sIeHOI0 cucTeMolo. O6’'€KTOM JOCIIIKEHHS € POLeC



CHHTE3y YaCTKOBO LJ€HTPaJi30BaHUX PO3IOMAiIJIEHUX CUCTEM BUSIBJIEHHS 3JIOBMUCHOTO [IPOrPAMHOrO 3a0€3I1€4YEeHHSI.
[TpenmeToM AOCTIIKEHHS € METOAU 1 pO3MOiieHi CUCTEMU 3 YaCTKOBOIO LIEHTPasi3alli€elo 17151 BUSIBJIEHHS
3JIOBMHCHOTO ITPOTPAMHOT0 3a6€3I1€4YE€HHS B KOMITIOTEPHUX MepeskaxX. MeToo I1CcepTaliiiHOro JOCIiIKEHHS €
MOKpallleHHs! €(PEKTUBHOCTI (PYHKILIOHYBAHHS PO3NOIiIEHUX CUCTEM BUSIBJIEHHS 3JI0BMUCHOIO IIPOTPAMHOTO
3a6e3MeyeHHs] B KOMITIOTEPHUX MepeXKax 3a PaXyHOK CUHTe3Y B iX apXiTeKTypi IpUHLMIIIB YaCTKOBOI LieHTpaisallii,
caMmoopraHizatii Ta agantTuBHoCTi. HaykoBa HOBU3HA Oflep>KaHUX Pe3YJIbTaTiB [0JIsira€ B HACTYITHOMY: 1)
YIOCKOHaJIEHO MOZEJIb YaCTKOBO LIEHTPAIi30BaHUX PO3NOIiIEHUX CUCTEM BUSIBJIEHHS 3JI0BMUCHOIO IIPOIrPAMHOTO
3abe3nedyeHHs, B SIKili CHHTE30BaHO IPUHIMIIM CAMOOPTraHi3alii Ta aganTUBHOCTI TAKUM YHHOM, 10 TaKa MOJIEJb
Zlajia 3MOTy CTBOPIOBATH 3TiIHO Hei CMCTeMHU BUSIBJIEHHS 3JI0BMUCHOTO IIPOTPAaMHOTO 3a0€3MeYeHHS,
(OYHKLIOHYBaHHS SKUX YCKJIAHIOE€ PO3YMiHHS iX 3/I0BMACHUKAMU, 1O3BOJISIE CAMOCTIMHO 3[1ifICHIOBATY NIPUMHSITTS
pileHp Ta rHy4YKy nepedyj0By apXiTeKTypH, IO IMOKpalLye iX CTiMKICThb 10 3JI0BMUCHUX Jili Ta BUSBJIEHHS
3JI0BMUCHOTO ITPOTPAMHOT0 3a6e3MeueHHs; 2) Blieplle po3p0o0IeHO METO/, CUHTE3y MaTeMaTUYHUX MOJieiell PiBHIB
6€e31eKy KOMIIOHEHTIB CUCTEMU JJ151 OTPUMAHHS HOBUX aHAJIITUMHUX BUPA3iB KOMILJIEKCHOTO ONKUCY OTOYYIOYOTO
CcepeloBUIIa KOPIIOPAaTUBHUX MEPEX i IIPOLECiB, sKi BiOyBaTUMYTbCS B PO3NOAIJIEHUX CUCTEMAX, 1O JAJI0 3MOTY
Y3rogUTH MK COO0I0 XapaKTEPUCTHUYHI TOKA3HUKY, SIKi 3a7jaHi IMCKPETHUMHU Ta HENIEPEBHUMU BEJIMUMHAMHY, Ta AJIS
(dhopMyBaHHS HOBUX XapaKTEepPUCTUK; 3) po3p00JIeHO HOBUM METO, opraHisalii pyHKLiOHYBaHHS YaCTKOBO
LIEHTPAJII30BAHUX PO3IOJiIEHUX CUCTEM, B IKOMY [IPOBEAEHO PO3IIOijl KOMIIOHEHT CUCTEMHU IO BiJHOIIEHHIO 10
LEHTPY IPUMHATTA PilleHb NI peasisallii 4aCcTKOBOI LieHTpaJlidalii, camoopranisaiii Ta aganTyuBHOCTI, 1O Aaj0
3MOTY 33[1aTH ME€XaHi3MU YCKJIaJIHEHHS PO3YMiHHS IPUHLUITY iX (PYHKLIOHYBaHHSI, CAMOCTIIHOTO IPUMHATTS
pilleHsp M00 NOoJaNbIINX KPOKIB, 1epebyA0oBY iX apXiTeKTypy Ta HAaIOBHEHHS CUCTEMU METOAMU BUSBJIEHHS
3JI0BMUCHOTO IIPOTPaMHOro 3ab6e31e4eHHs; 4) po3p006siIeHO HOBUI METOJ, BUSIBJIEHHS WOIM-BipyCiB, CYTb SIKOTO B
37iMiICHEHHI NOAiy iX Ha KJlacu 3a CIIiJILHUMU O3HaKaMU i BU3HaY€HMMU KPUTEPisIMU 3a 6araTbMma Kjacamu O3HaK Ta
MIPUMHSTTI pillIEeHHS 040 BilHECEHHS WOI'M-BipyCy 0 IEBHOTO KJIACy YaCTKOBO LIEHTPaJi30BaHOIO PO3MNOLiNEHOI0
CHCTEMOIO, 1110 TIOKPALIMJIO JOCTOBIPHICTh BUSBJIEHHS, 30KPEMA 3a PaXyHOK IPUXOBYBaHHS IIPUHLIUIIIB
(YHKLiOHYBaHHS cucTeMU. PO3po6iieHa 4aCTKOBO LIEHTPaJli30BaHa PO3IOJiNeHa CUCTEMA BUSBJIEHHS 3JI0BMUCHOTO
IIPOrPaMHOTO 3a6€3M1eY€eHHs], 30KpeMa WOIrm-BipyciB. Mae MOKJIMBICTb ii HATIOBHEHHS Pi3HUMU METOLAMU
nonepeyKeHHs, BUSBJIEHHS Ta IPOTUi 37T0BMMCHOTO IIPOrPaMHOTO 3a6€3M1e4YeHHS Ta KOMITIOTEPHUX aTakK, a TAKOXK
BOHa 3a0e3Ieuye HaJjleXKHY CTiMKICTb Ta CTabisibHICTb IpY (PYHKIIOHYBaHHI B KOMITIOTEPHUAX MepeXKax ii
KOMITOHEHTiB. OCO6IMBICTIO PO3p06JI€HO]I YACTKOBO LIEHTPaJi30BaHOI PO3MOIiJIeHOI CUCTEMH € CKIIATHICTh B
KOMIIOHEHTaMH B Npoueci PyHKI[iOHyBaHHS CUCTEMHU, aBTOMATUYHE NPUMHATTS PilllEHH IO0/0 NOJaIbIINX KPOKiB
Ta He NIOTPeOYIOTh IIPY LIbOMY 3aJTy4€HHS agMmiHicTpaTopa. Kpim Toro, peasnizoBaHnii MeTO, BUSIBJIEHHSI WOIT-
BipyciB 6a3yeTbcsl Ha 6araTokJIacoBill kiacu@ikallii 00'eKTiB i pe3ys1bTaTi Oro 3aCTOCYBAHHS 1J1s51 BUSBJIEHHS
IiATBEPAXYIOTh €(DEeKTHUBHICTb 3alIpOIIOHOBAHOrO pillleHHs. Y pe3yJbTaTi MPOBeJeHNUX eKCIIepUMEHTaIbHUX
IOCTiIKeHb 3 PO3pO6JIEHOI0 CUCTEMOIO OYJIO MigTBEPI)KEHE KOPEKTHE (PYHKLIOHYBAHHS YaCTKOBO LIEHTPaJli30BaHO]
PO3NOAINIEHO] CUCTEMU, MOKJIMBICTL 3aCTOCYBaHHA ii 0 BUABJIEHHS WOIM-BiPYCiB, a TAKOXK HaJIEKHI PiBHI
cTilikocTi Ta gerpaganii cucremu. Pe3ysipTaTi po60OTH BIIPOBAKEHi HA BUPOOHULTBI Ta B OCBITHBOMY ITpOLIEeCi
YHiBEpCUTETY.

2. The dissertation analyzes the methods of synthesis of the architecture of distributed systems, models of
indicators of the environment for distributed systems in corporate networks, methods of organizing the
functioning of distributed systems and methods of detecting malicious software, in particular worm viruses. The
work developed a method of synthesizing mathematical models of security levels of system components to obtain
new analytical expressions for a comprehensive description of the environment of corporate networks and
processes that will take place in partially centralized distributed systems, improved the model of partially
centralized distributed systems, developed a method of organizing the functioning of partially centralized
distributed systems, developed method of detecting worm viruses using their division into classes based on
common features and defined criteria for many classes, as well as developed a corresponding distributed system,
set up experiments and carried out experimental studies with the developed system. The object of the study is the



process of synthesis of partially centralized distributed systems for detecting malicious software. The subject of
research are methods and distributed systems with partial centralization for detecting malicious software in
computer networks. The aim of the dissertation research is to improve the effectiveness of distributed systems for
detecting malicious software in computer networks due to the synthesis of the principles of partial centralization,
self-organization and adaptability in their architecture. The scientific novelty of the obtained results is as follows:
1) the model of partially centralized distributed malware detection systems was improved, which synthesized the
principles of self-organization and adaptability in such a way that such a model made it possible to create malware
detection systems according to it, the functioning of which makes it difficult for attackers to understand them,
allows independent decision-making and flexible restructuring of the architecture, which improves their
resistance to malicious actions and detection of malicious software; 2) for the first time, a method of synthesizing
mathematical models of the security levels of system components was developed to obtain new analytical
expressions for a comprehensive description of the surrounding environment of corporate networks and
processes that will take place in distributed systems, which made it possible to reconcile the characteristic
indicators, which are set by discrete and continuous values, and for formation of new characteristics; 3) a new
method of organizing the functioning of partially centralized distributed systems was developed, in which the
distribution of system components in relation to the decision-making center was carried out for the
implementation of partial centralization, self-organization and adaptability, which made it possible to set
mechanisms for complicating the understanding of the principle of their functioning, independent decision-
making regarding further steps , rebuilding their architecture and filling the system with methods of detecting
malicious software; 4) a new method of detecting worm viruses was developed, the essence of which is to divide
them into classes based on common features and defined criteria according to many classes of features and to
make a decision to assign a worm virus to a certain class by a partially centralized distributed system, which
improved the reliability of detection, in particular due to hiding the principles of system functioning. A partially
centralized distributed system for detecting malicious software, in particular worm viruses, has been developed.
has the ability to fill it with various methods of prevention, detection and countermeasures against malicious
software and computer attacks, and it also ensures proper stability and stability when functioning in computer
networks of its components. The peculiarity of the developed partially centralized distributed system is the
difficulty in understanding its functioning by attackers, automatic and flexible provision of the transfer of the
center between components during the functioning of the system, automatic decision-making regarding further
steps and do not require the involvement of the administrator. In addition, the implemented method of detection
of worm viruses is based on a multi-class classification of objects, and the results of its application for detection
confirm the effectiveness of the proposed solution. As a result of the experimental studies with the developed
system, the correct functioning of the partially centralized distributed system, the possibility of its application to
the detection of worm viruses, as well as the appropriate levels of stability and degradation of the system were
confirmed. The results of the work are implemented in production and in the educational process of the university.
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