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2. Application of Machine Learning for Detection and Investigation of Threats in Computer Networks.

Pedepat/anoranis:

1. ¥ nuceprauiiiHiii po60Ti PO3B’s13aHO aKTyaJIbHE HayKOBE 3aBJaHHS MifBUIleHHS e(PeKTUBHOCTI QyHKIIOHyBaHHS
LeHTpiB npoTtugii kibep3arposam (CSOC) mssxoM po3pobseHHS METOLY (POPMYBAHHS KOPEJISILIMHUX [TPaBUJL Y
crucreMmax SIEM Ha OCHOBI MalIMHHOTO HaByaHHA. Ha BigMiHy Bij HagBHUX MigXO0iB, METO, 3ACTOCOBYETLCS HE [0
HU3bKOPIBHEBUX XXYPHAJIIB [10Aii1 i He 1J1 MOKPaIIeHHsI OKPEMOTO 3aCO0Y 3aXUCTY, A SIK aHAJliTUYHA Ha/I0yI0Ba HAL
rOTOBUMU CITPALIOBAaHHSIMU Pi3HOPITHNX KOHTPOJIIB KibepOesneKky: CUCTEM BUSIBJIEHHSI BTOPIHEHb, 3aCO0iB 3aXUCTy
KiHLIeBUX TOYOK, ITiicucTeM aBTeHTUdiKallii, IOITOBOrO Ta MEPEXXEBOTO MOHITOPUHTY, CJIy>KO KaTaJloTiB.
[IpoanamnizoBaHO Cy4acHUI CTaH CUCTEM BUABJIEHHS aHOMAaJIii i [IOKa3aHo, 10 JOCTYIIHI HA PUHKY PilleHHS
00Me>KeHi JOMEHOM KOHKPETHOTO BUPOOHMKA, 3aKpuUTi 1711 Moaudikalii Ta KOMWTOBHI y BosoiHHI. OGIPYHTOBAHO
apXxiTeKTypHi nifxonu 1o nobyn0BU CUCTEMU MOHITOPUHTY IO Kibepbe3neKky, 30upaHHs TeJleMeTpii 3 KiHLeBUX
IIPUCTPOIB, ii arperauii Ta Kopesnsuii; cpopMoBaHO MepesliK NapaMeTpiB, IPUIATHUX IJ1s1 BUSIBJIEHHS] aHOMaJTil;
3aIIpPONIOHOBAHO METOJUKY €KCIIEPTHOTO OLiHIOBAaHHS €(PEKTUBHOCTI apXiTEKTYPHOTO MigxoAy. 31iliICHEHO

xiacudikalilo aJropuTMiB MOIIYKY aHOMaJlill Ta 06rpyHTOBaHO Bubip DensityFunction sik 6azoBoro. Po3pobiieHo



II'SITUETAITHUM METO/I: TIOCTAaHOBKA 33/1a4i Ta 30MpaHHS IIOYAaTKOBOI CTATUCTUKY; BiTOKPEMJIEHHS MITAaTHOTO «IIYMY»
3 OTPALIOBAaHHSIM BUHSTKIB; PO3PaxyHOK JOAATKOBAX KOPMCHUX NIapaMETPiB, 30KpeMa rpaHyJspusallii 3a 4aCoOBUMU
MiTKaMM; HaBYaHHs 6a30BOr0 aJITOPUTMY Ha OUYMILEHiN BUOipLli; 3aCTOCYBaHHS HaBY€HOI MOJieJli 10 HOBUX JIaHUX. SIK
KOMIIEHCYIOYMI KOHTPOJIb Ha BUMA/IOK HECTIPALIIOBAHHSI OKPEMOT'0 KOPEJISILITHOrO [IPaBMJIa 3alIpOIIOHOBAHO
MexaHi3Mm risk-based alerting. Po3po6siene nporpamse 3a6e3rnedyeHHs BIPOBAIPKEHO Ta (PYHKIIOHYE HA PeaTbHUX
IAHUX y UeHTpi npoTtugii kibepsarposam Komradii SoftServe Inc., a TakoK BUKOPUCTOBYETbHCS B HAaBYaJIbLHOMY
npotuieci JIbBiBCbKOrO HallioHAJIbHOTO YHiBepCUTETY iMeHi IBana OpaHka. Pe3ynbTaTty BIpOBaIKEHHS
HiATBEPAXYIOTh 3HWKEHHS KiJIbKOCTi XMOHO-TIO3UTHUBHUX CIPALIOBaHb i KEPOBAHICTb IOKA3HUKIB 4aCy Ha Tpiax
(TTT) Ta yacy na 3akputts iHnuAeHTiB (TTC). Kino4oBi cioBa: aHOMaisl, pU3UK, XMOHO-TIO3UTUBHI CIIpalllOBaHHS,
MallMHHE HaB4yaHHS, PyHKUig ryctuHu, CSOC, SIEM, Kopessuiiizi npaBusia, MOZesb 1aHUX, OJAaTKOBi KOPUCHI

napameTpH.

2. The dissertation solves the relevant scientific task of improving the efficiency of Cybersecurity Operation
Centres (CSOC) by developing a method for creating correlation rules in SIEM systems based on machine learning.
Unlike existing approaches, the method is applied neither to low-level event logs nor to the improvement of an
individual security control, but as an analytical layer over ready-made alerts produced by heterogeneous
cybersecurity controls: intrusion detection systems, endpoint protection tools, authentication subsystems, mail
and network monitoring, and directory services. The current state of anomaly detection systems is analysed; it is
shown that market solutions are limited to a particular vendor’s domain, closed to modification and expensive to
own. Architectural approaches to building a cybersecurity event monitoring system, collecting telemetry from
endpoints, aggregating and correlating it are substantiated; a set of parameters suitable for anomaly detection is
formed, and a technique for expert evaluation of the architectural approach is proposed. Anomaly detection
algorithms are classified and the choice of DensityFunction as the base algorithm is justified. A five-stage method
is developed: problem statement and collection of initial statistics; separation of regular noise with exception
handling; calculation of additional useful parameters, including granularisation by timestamps; training of the base
algorithm on the cleaned sample; application of the trained model to new data. As a compensating control for
cases when an individual correlation rule fails, a risk-based alerting mechanism is proposed. The developed
software has been implemented and operates on real data in the Cybersecurity Operation Centre of SoftServe Inc.
and is used in the educational process of Ivan Franko National University of Lviv. The implementation results
confirm a reduction in false-positive alerts and manageability of Time To Triage (TTT) and Time To Closure (TTC).
Keywords: anomaly, risk, false positives, machine learning, density function, CSOC, SIEM, correlation rules, data
model, additional useful parameters.
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