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1. Incepraniiina po60Ta IpucBsIYeHa po3pooiii mozesiell i anroputmis iHpopMaLifiHOI B3aeMofii, siKi 3a6e311euyoTh

eeKTUBHICTb, HaMIHICTb i 6e311eKy OOMiHYy JaHUMU B MepeXax [HTepHeTy pedell 3 ypaxyBaHHIM ix
IeLIeHTPaJli30BaHOI CTPYKTYPH Ta 06Me>XXeHUX pecypciB. Crieundika iHpopmaliiiHoi B3aeMogii B InTepHeTi peuent
BU3HAYA€EThCSI KJIIOUOBUMU XapakTepuctukamu 0T, 30KkpeMa: 38’13aHiCTIO (MOXJIMBICTIO MiAKIIOYEHHS peyel 10
ry106aJIbHOI MEepeXXi), FeTEPOTeHHICTIO (I0eAHAHHSM Pi3HUX I171aTPOopM i Mepex), AMHAMIYHUMU 3MiHaMU CTaHy
IIPUCTPOIB, a TAKOX MACIITAOOM (ECATKU TPUJIbIOHIB peueit i mepex). 1li ocobmmBocTi 3a6e31euyoTh HalaHHS

nocyr ajs GpisnyHuX i BipTyanbHUX 06'€KTiB, 30KpeMa aBTOHOMHO. [lepesiyeHi 0CO6IMBOCTI He LO3BOJISIIOTh



3aCTOCOBYBaTU METOJM Ta aJITOPUTMU, HA OCHOBI SIKUX (PYHKLIOHYIOTh iHPPACTPYKTYPHi 064K CIII0OBAIbHI MEPEXi, 10
IHTepHeTy peueil. lle 3yMOBIIeHO KijlbKOMa IIPUYMHAMMU: 3B'SI3aHICTb i AMHAMIYHI 3MiHU POOJISATh TOIOJIOTII0 Mepexi
HEepEeryJsipHOI0, BUKOPUCTaHHS 6€3IpOTOBUX TEXHOJIOTI, «TYMaHHUX» i «XMapHUX» O0UMCJIEHb CIIPUYMHSIE KOJIi3ii
IpKepeJ JaHUX NpU JocTymi 7o pecypcis 10T, a reTeporeHHicTh i BUMOTH 10 €HeproeeKTUBHOCTI BILJIMBAIOTh Ha
MOBIipHiCHO-4YaCcOBi xapakTepucTrKy iHpopmaniitHoi B3aemoii B Mepexxax [HTepHeTy pedeil. OTke, BpaxOByIOUU
crienndiky mepex [oT sk 06'eKTa BOCHIIKeHHs Ta HEOOXiAHICTh Y HOBUX MOJEJISIX 1 airopuTMax, 6ysia
copMysIbOBaHa META JYCEPTALIMHOIO AOCIII)KEHHS: po3p0o6Ka MOJieJiell i arOprUTMiB, 10 CIIPUSIOTh BUOOPY
ONTUMAJIbHUX PEXUMIB iHPOpMaLiiHOi B3aeMogii B MepexXax IHTepHeTy pedel. BiiloBiHO 0 NOCTaBI€HOI METU B
poboTi 6ynu cpopMyIbOBaHi HACTYIIHI HAyKoBi 3aBHaHHs: 1. [lJocainutu opraHizauito Mepex IoT, BkioJaouu ix
apxiTeKTypy, BUAU Ta criocobu indpopmalliiHO B3aeMo[iii, Kjacudikaliilo IpoTOKOJIiB Iepeavi JaHuX, a TAKOX
acnexTu iHpopmaliiiHoi 6e3neku. 2. Po3pobutu imiTaniiny mogesns inpopMmaliiiHoi B3aemogii B mepexi loT. 3.
Po3po6uTy KOMIIJIEKC MaTEMAaTUYHUX MOJIEJIeN 111 OLiHKY MMOBIPHICHO-4aCOBUX XapaKTEPUCTUK iH(pOopMaliiiHOi
B3aemogii B mepexi [oT. 4. JlociguTu 3a1€5)KHOCTI IMOBIPHICHO-4YaCOBUX XapaKTEPUCTUK BiJl TapaMeTpPiB Mepexi
IoT. 5. Po3po6uTu IMOBipHIiCHI aIropuTMu camooprasisauii mepexi [oT, 30kpemMa reHeTU4YHi aITOPUTMHU 17151
ONTMMi3alii MapIIpyTU3alii Ta MOWYKY aJlbTEPHATUBHYX MapIIPYTiB. byl OTpUMaHi HaCTYIIHI HAYKOBi PE3yJIbTATU:
1. Bniepiie po3po6sieHO aiaTUBHY MaTeMaTUYHY MOJIEeJIb JOCTYIYy B TYMAaHHUX OOUKCJIEHHSIX, SIKa 32 PaXyHOK
KoediljieHTy 3aBaHTaK€HOCTi MepeXi J03BOJIsie BMEHIINTH CEPEeIHiil yac rnepepadi faHux B Mepexxax [oT. 2.
YIockoHasneHo HMOBIpHICHY Mozesb iHpopMaLiiHoi B3aeMo/lii B Mepexxi IoT 3 Tonosoriero mesh, sika Ha BinMiHy
BiJl iCHYIOYMX [103BOJISIE 3MEHIIMTY YaC BCTAHOBJIEHHS 3'€JHAHHS 33 PAxXyHOK BIUIMBY iHT€pBaJly BTpaTu poyrepa. 3.
Briepiie po3po6seHo MeTo[ camoopraHizaiiii mepeski IoT Ha OCHOBi IMOBIpHICHUX aJITOPUTMiB, 3aCHOBaHUX Ha
reHeTUYHUX MiIX0axX, IKMH 33 paxXyHOK Koe(illieHTy TOKPUTTSI TEPUTOPIi Ta 3HaXO)KEHHS HallKOPOTILIOTO

MapupyTy gO03BOJII€ SMEHIINTHU YacC r[epe,u,aqi JaHUX.

2. The dissertation is devoted to the development of models and algorithms for information interaction that ensure
the efficiency, reliability, and security of data exchange in Internet of Things (IoT) networks, taking into account
their decentralized structure and limited resources. The specifics of information interaction in the IoT are defined
by key IoT characteristics, including: connectivity (the ability of things to connect to the global network),
heterogeneity (the combination of various platforms and networks), dynamic changes in the states of devices, and
scale (tens of trillions of things and networks). These features support the provision of services to both physical
and virtual objects, including autonomous services. The listed features prevent the application of traditional
methods and algorithms used in infrastructure computing networks to the IoT. This is due to several reasons:
connectivity and dynamic changes make the network topology irregular; the use of wireless technologies, fog and
cloud computing causes data source collisions when accessing [oT resources; and heterogeneity along with energy
efficiency requirements affect the probabilistic and temporal characteristics of information interaction in IoT
networks. Therefore, considering the specifics of [oT networks as an object of study and the need for new models
and algorithms, the goal of this dissertation research was formulated: to develop models and algorithms that
facilitate the selection of optimal modes of information interaction in IoT networks. To achieve this goal, the
following scientific tasks were defined: To study the organization of IoT networks, including their architecture,
types and methods of information interaction, classification of data transmission protocols, and aspects of
information security. To develop a simulation model of information interaction in an IoT network. To develop a set
of mathematical models for assessing the probabilistic and temporal characteristics of information interaction in
an IoT network. To investigate the dependence of probabilistic and temporal characteristics on IoT network
parameters. To develop probabilistic algorithms for IoT network self-organization, including genetic algorithms for
optimizing routing and finding alternative routes. The following scientific results were obtained: An adaptive
mathematical model of access in fog computing was developed for the first time, which, by using a network load
coefficient, reduces the average data transmission time in [oT networks. A probabilistic model of information
interaction in an IoT mesh topology network was improved, which, unlike existing models, reduces connection
establishment time by accounting for router loss intervals. A method for IoT network self-organization based on
probabilistic algorithms using genetic approaches was developed for the first time. By considering the territory



coverage coefficient and identifying the shortest route, it allows reducing data transmission time.
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