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2. Information Technology for Environmental Monitoring Based on Internet of Thing Concept

Pedepar:

1. Inceprauiiina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaIbHOI I BAXKJIMBOI HAYKOBO-TEXHIUHOI 3a4a4i pOo3pO06JIeHH
CTOXACTUYHOI iH(pOpMaLiIIHOI TEXHOJIOTii MOHITOPUHIY NapaMeTPiB HABKOJIMIIHBOTO CEPEJOBULIA B Cy4aCHIN
koHuenuii IoT 3 ypaxyBaHHSIM anpiopHOi HEBU3HAYEHOCTI AxKepeJi iHdpopMallii Ta MOXKJIMBOCTI BUHUKHEHHS
KpU30BUX CUTYaLliil. ¥ po6OTi NpOBeNEeHO aHajli3 MPUHINIIIB TOOYI0BY, TEXHOJIOTIUHUX PillleHb i HaNpsMiB PO3BUTKY
CUCTEM MOHITOPUHIY B KOHUeMNLii [0T, y pe3ysbTaTi 40ro BUSBIEHO HENOJIIKY BilOMUX MIAXOMIB i TOBEIEHO
HEOOXiJIHICTh CTBOPEHHSI MaTeMAaTUYHUX MOJeJieil, METO/IiB, KOMyHIKal[iiHNX ITPOTOKOJIiB Mepexxk WSN 3
BUIIaJIKOBUM JOCTYIIOM i BiATIOBinHUX iHpOpMaLifHUX TEXHOJIOTIN MOHITOPUHTY 17151 3a6€e3I1e4eHHs] BUCOKOI
IIPOAYKTUBHOCTI, SIKOCTI i >KUBYYOCTI iX (PyHKIiOHYBaHHS. YIOCKOHaJIEHO CTOXaCTUYHi MOZeJli PyHKLIOHYBaHHS
6e37pOTOBHX CEHCOPHUX MEPEXK, IO 103BOJINJIO OLiHUTH MMOBIPHICTb KOJIi3ii curHasiB i 6inb11 epeKTUBHO

IIPOEKTYBaTU MPOTOKOJIM KOMyHiKawii [0T. YnocKkoHaneHo MeTo MOHITOPUHTY [TapaMeTpiB HAaBKOJIMIIHBOTO



CEpEeNOBUIIA, IO AATI0 MOKJIMBICTh 3a0€3MI€YMTH CBOEYACHE Ta ONl€paTUBHE HANXOIKeHHS iHdopmallii Bin
[IepBUHHUX [Kepesi indopMaliii i3 3a1aHMMH TOKa3HUKaMU SIKOCTI 11711 € PeKTUBHOTO MPUMHSTTS YIIPaBIiHCbKUX
pimeHs. OTpuMara Nojaabnil pO3BUTOK iHOpMalliliHa TEXHOJIOTiSI MOHITOPHUHIY, sIKa J03BOJIMJIA PO3pOOUTH
[IPOrpaMHO-TEXHIYHUI KOMILJIEKC MOHITOPMHIY [1apaMETPiB HAaBKOJIMIIHBOIO CEPEIOBHUIIA PEAJIbHOTO Yacy i3

BHUKOpHCTaHHIM edeKTHBHUX 3ac06iB Arduino, JavaScript, NodeJs, HTML Tta CSS.

2. Thesis is devoted to solving the urgent and important scientific and technical task of developing stochastic
information technology for monitoring environmental parameters in the modern Internet of Thing (IoT) concept,
taking into account the a priori uncertainty of the sources of information and the possibility of emerging crisis
situations. The analysis of principles of construction, technological decisions and directions of development of
monitoring systems in the IoT concept was carried out. As a result of this analysis shortcomings of known
approaches were identified and the necessity of creating mathematical models, methods, communication
protocols of WSN networks with random access and corresponding information monitoring technologies for
ensuring high productivity, quality and the vitality of their functioning was proved. It has been established that the
IoT concept has three interrelated basic issues: providing information security (IoT Security), scaling up the
growing volume of technical devices and data (IoT Scalability), and also IoT Technical Solutions and Low-Power
Consumption. Also, the analysis of protocols for solving IoT tasks was carried out: 1) MQTT: protocol for collecting
data of devices and transmitting their servers (D2S); 2) XMPP: protocol for connecting devices to humans, partial
case of D2S-schemes when people connect to servers; 3) DDS: fast bus for integrating smart devices (D2D); 4)
AMQP: The system organizes queues for connecting servers to each other (S2S). Stochastic models of the
functioning of wireless sensor networks that use randomized network parameters (with variable number of nodes
and random participation of nodes in separate groups of network nodes) have been improved. It allowed to
estimate the probability of collision of signals and to more effectively design communications protocols of the IoT.
These models allowed to estimate the probability of collision of signals: the maximum number of nodes that
provide the quality of transmission at the level of the probability of collision no higher than 10-2 is 50, with the
number of nodes involved in the collision is negligible in comparison with the average number of transmissions, in
particular the ratio of the average number involved in the collision of nodes to the average number of
transmissions is 10-7. The method of monitoring environmental parameters has been improved. It takes into
account the unsteady spatial and temporal localization of primary sources of measurement and optimization of the
dynamic monitoring process, which made it possible to ensure the timely and prompt receipt of information from
primary sources of information with specified quality indicators for effective management decision-making. The
development of information monitoring technology, which, due to the use of stochastic models of the operation of
wireless sensor networks and the advanced monitoring method, has allowed the software-technical complex
(using Arduino, JavaScript, Nodels, HTML and CSS) to monitor real-time environment parameters in the modern
IoT concept. The designated software-technical complex for monitoring of real-time environmental parameters
can be used as a prototype for monitoring organization in dynamically changing environments and in case of
emergencies of a different nature (in various spheres). The experimental research of proposed models, method and
information technology of monitoring was carried out. It has been found that when transmitting data at short
distances (for example, indoors - laboratory, office, home), devices can use the PAN provided by wireless
technologies such as BLE (Bluetooth Low Energy), ZigBee, 6LoOWPAN and the leading USB interface. When it comes
to transmitting data over long distances (for example, in an large office or in a large building), you can use a Local
Area Network. Wired LAN in most cases is based on Ethernet and fiber optic technology, and wireless one can be
based on Wi-Fi technology. Also can be used WiMAX, LTE, and LPWAN to organize global WAN. Measured
parameters are not limited to humidity and air temperature (as it was performed in experimental part of this
thesis). Any parameters can be used in view of available sensors, which are part of the software-technical complex.
Besides, specialized UML diagrams of simulation precedents and simulation sequences of the proposed
information technology have been developed. The results of the dissertation have been used and implemented at
the National Aviation University, the Central Ukrainian National Technical University and the telecommunication
company Local Students Networks (special implementation acts are attached to thesis).
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