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1. MeToposoris mo6ynoBu cucteMu 6e3rekn 6aHKiBCbKUX iHPOPMAaLiliHUX PECypCiB

2. Methodology for building a security system for banking information resources

Pedepar:

1. Y po60Ti 3anipOrIoHOBAaHO KOHIIENILiI0 [100y10BY CUHEPreTHYHOi MoAesi 3arpo3 6esneli BIP, 6asuc sikoi ckianae
TpUpPiBHEBA MOZEJb CTPATETIYHOTO YIIPABIIiHHS 6€3MeKO0I0 iHPpopMaLiliHuxX TexHosori B ABC. Po3pobieHa
CHMHEepreTU4YHa MojieJlb 3arpo3 6e3nexu BIP, mo 103B0111a yAOCKOHAIUTY BiIlOMy MOJIeJb 3JI0BMUCHMKA Ge3MeKn
BIP Ta Haziaso MOKJIMBOCTI BCTAHOBJIEHHS B3a€EMO3B'SI3KiB MixK esleMeHTamu iHppacTpyktypu ABC,
KOMVHiKaliliHuMHU KaHanamy, BIP Ta 3arpo3amu i1 JOCSITH CUHEPreTU4HOro edekry. Po3pobsieHo knacugikatop
3arpo3 6esneni BIP, skuil IpyHTyeTbCS HA CHHEPTETUYHIN MOJIEJi 3arpo3, 10 J03BOINUTb KIacu(iKyBaTH 3arpo3u 3a
CKJIaloBMMU Oe3IeKy, BUaMuy MOCIyT Ta piBHIMMU iepapxii inppacTpyktypu ABC. [I1s npoTtugii ribpugHum
3arpo3am BIP fouisnibHO 3aCTOCOBYBATH HOBI iHTErpOBaHi MeXaHi3Mu 3abe3nedeHHst nocyyr Ha ocHoBi 'KKK3K, mo
IO3BOJIMJIO FAPAHTYBATU [IOCIYTU O€3ME€KH 1 TOCTOBIPHICTb ITPY 33JaHUX iX MIMOBIPHICHUX ITOKA3HUKAX.
YnockoHaneHuit metop ABodakropHoi aBTeHTUdiKauii Ha ocHoBi 'KKK3K 103B0sIsIEe rapaHTyBaTH 6€3I1€eKy i

nocToBipHicTh nepenavi OTP-niaposiis. Po3pobiieHo MeTog, ouiHioBaHHS 6e3rexku BIP, sikuil BpaxoBye KOMIIJIEKCHUH



MOKa3HUK €(PEKTUBHOCTI iHBECTULLH, IO NO3BOJISIE ONTUMI3yBaTH BUTPATU KOUITIB Ha 3abe3ne4yeHHs 6e3nexku BIP.
Po3pobsena metonuka oliHoBaHHS QyHKIiOHANbHOI edekTuBHOCTI ABC BpaxoBye TexXHIYHi IOKa3HUKU Mepexi,
nokasHuku 6esnexku T331 Ta ekoHOMIUHI napameTpu. Po3pobsieHO METO0J10r 0 T06Y0BU cucTeMmu 6esneku BIP,
sKa J103BOJISIE B YMOBAX 3pOCTaHHS ri6pUAHMX 3arpo3 BiIKPUTH HOBUH 3 IO3ULiH 6€31eKU Ta €(PEKTUBHUMN 3 MO3ULIIN

BUTpavYeHUX KOIUTIB MifXxim 1o n1obynoBy crucTemMu 6e3neky KpuTuyHoi iHhopmManifiHoi iHppacTpyKTypy Aep>KaBu.

2. The paper proposes the concept of constructing a synergetic model of threats to the security of banking
information resources, the basis of which is a three-level model of strategic management of information
technology security in automated banking systems. A synergetic model of threats to the security of banking
information resources has been developed, which has made it possible to generalize a known model of a
cybercriminal and allows to establish interrelations between elements, communication channels, banking
information resources and achieve a synergistic effect. A classifier of threats to the security of banking information
resources was developed, based on a synergetic threat model, which allowed to classify threats by security
components, types of services and levels of the hierarchy of the ABS infrastructure. To counter the hybrid threats
of banking information resources, it is advisable to apply new integrated service provision mechanisms based on
hybrid crypto-code constructions on the defective codes. This approach allows us to provide security services and
reliability for given probabilistic indicators. The advanced method of two-factor authentication based on hybrid
crypto-code constructions on the defective codes makes it possible to ensure the security and reliability of OTP
password transmission. The developed method of assessing investments in building the security system of banking
information resources allows to optimize the costs of funds for the formation of a security system for banking
information resources. A methodology for evaluating the functional efficiency of automated banking systems is
developed, taking into account the technical indicators of the network, the safety indicators of technical means of
information protection, and economic parameters. A methodology for building a security system for banking
information resources was developed. The methodology allows, in conditions of growth of hybrid threats, to open
a new effective approach to building the security system of the critical information infrastructure of the state.
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