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1. MeTonu Ta 3acobu 3abe3neyeHHs Kibepoe3neKky ry106a1bHO-PO3INOiIEHUX PEIJIKOBaHUX CUCTEM 30€piraHHs

OaHUX 3 KOHTPOJIbOBAHOIO y3FO,U,>KeHiCTIO

2. Methods and tools of ensuring cyber security of globally dis-tributed replicated data storage systems with
controlled consistency

Pedepar:

1. luceprarniiina po6oTa npucBsyeHa 3abe3nedeHHI0 Kibepoesneku riao6aabHO-PO3NOAiIEHUX PErTiKOBaHUX
cucreM 30epiraHHs JaHMX 1 MiIBUIIEHHIO IXHbOI CTIIKOCTI 0 3arp03 NOPYIIEHHS TOTOBHOCTI Ta Y3TOJKEHOCTI B
YMOBax HasIBHOTO MIPOTUPIYYs MK MU BJIACTUBOCTSIMM 32 PaXyHOK BUKOPUCTAHHS BiATIOBIIHMX METO/IB Ta
3aco6iB. O6'€KTOM OCIiZIPKEHHS € IPOLeCH NOOYA0BU Ta 3a0e31eueHHs! 6e3I1eKU I7100aIbHO-PO3MOIiIEHUX CUCTEM

36epiraHHs JaHUX B yMOBax Kibep3arpos. Po3po6s1eHO KOMITJIEKC HOBUX Ta YAOCKOHAJIIEHUX MOAEeN 171



r7106aJIbHO-PO3IOiJIEHNX CUCTEM 30epiraHHs OaHuX, sKi 3abe3nedyioTs: 1) geTtanizaniio 3arpos kibep6esnexku I'PPC;
2) dopmasizauito onucy natepHis posroptaHHs [PPC y xMapHOMY cepenoBullli 3 YypaXyBaHHSIM JOMEHIB FTOTOBHOCTI
3a JOIIOMOT0I0 arapary TEOPETUKO-MHOXKUHHOTO IIPeJiCTaBI€HHS]; 3) OL[iHIOBaHHSI TOTOBHOCTI Ta 3MEHIIEHHS Yacy
00CJIyrOByBaHHS B yMOBax KibepaTak 3aBsSIKi BUKOPUCTAaHHIO ME€XaHi3My HAJJIMIIKOBUAX YUTAHb 32 IOIIOMOTOI0
ribpuiHOro iMiTalliiHOrO MiAX0o4y. Briepiie 3anpornoHOBaHO METOJ, JUHAMIYHOTO KePYBaHHS PiBHEM y3TOIKEHOCTI
I'PPC, axuii, Ha BinMiHy Bif, BioMux, 6a3yeThCsl Ha IOOYLOBI JOMEHIB 3MillIaHOr0 pO6OYOro HaBaHTaKEHHS Ta
IIO3BOJISIE MiABUILMTH TOTOBHICTh CUCTEMHU, FAPAHTYIOUH IIPU LIbOMY CTPOTY Y3TOJKEHICTh JAHUX JJIs1 ITiABUILLIEHHS
cTikocTi 1o DDoS aTak. YI0CKOHaJIeHO METOM, HaAJIMIIKOBUX YnTaHb 'PPC, gkuil IpyHTYeTbCS Ha BUKOPUCTAaHHI
HaJIJINIIKOBOCTI I[OJ0 BCTAHOBJIEHOTO PiBHS Y3TOI)KEHOCTI ONepalliil YUTaHHS Ta NO3BOJISIE 3MEHIIUTU
€KCTPeMaJIbHi YaCoBi 3aTPUMKH I MiBULIUTYU FOTOBHICTb IPU BCTAHOBJIEHOMY OOMEXXEHHI Ha 4ac 006CIyrOBYBaHHS

abo LiiCHICTL B yMOBaxX Kibep3arpo3 NopymeHHs JaHKX Ta BiZlMOB B 06CJIyTOBYBaHHi.

2. The thesis is devoted to ensuring the cyber security of globally distributed repli-cated data storage systems and
increasing their resistance to threats of availability and consistency in the conditions of the existing contradiction
between these properties due to the use of appropriate methods and means. The object of research is the
processes of building and ensuring the security of globally distributed data storage systems under conditions of
cyber threats. A complex of new and improved models for globally distributed data storage systems has been
developed, which provide: 1) detailing of threats to the cyber security of globally distributed replicated data
storage systems; 2) formalization of the descrip-tion of the deployment patterns of the globally distributed
replicated data storage sys-tems in the cloud environment, taking into account the domains of readiness using the
apparatus of the theoretical-multiple representation; 3) assessment of readiness and re-duction of service time in
the conditions of cyber attacks due to the use of the mecha-nism of redundant readings with the help of a hybrid
simulation approach. For the first time, a method of dynamic control of the consistency level of glob-ally
distributed replicated data storage systems was proposed, which, unlike the known ones, is based on the
construction of mixed workload domains and allows to increase the system readiness, while guaranteeing strict
data consistency to increase resistance to DDoS attacks. The method of redundant reads of globally distributed
replicated data storage systems has been improved, which is based on the use of redundancy with respect to the
set level of consistency of read operations and allows to reduce extreme time delays and increase readiness with
the set limit on service time or integrity in the conditions of cyber threats of data breaches and denials of service.
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