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2. Methods and tools of ensuring cyber security of globally dis-tributed replicated data storage systems with
controlled consistency

Pedepar:

1. lucepranifina po6oTa npucBsYeHa 3ab6e3rnedeHHI0 Kibepbe3neku ria06aabHO-PO3NOAiIEHUX PErTiKOBaHUX
CHCTEM 30€epiraHHs JaHuX U MiJBUIIEHHIO iXHbOI CTIMKOCTI 40 3arpo3 NOpYyLIEHHs TOTOBHOCTI Ta y3rOJ)KEHOCTI B
YMOBax HasIBHOTO MIPOTUPIYYsl MK UMM BJIACTUBOCTSIMU 332 PaXyHOK BUKOPUCTAHHS BiATIOBIIHMX METO/IIB Ta
3aco6iB. O6'€KTOM IOCIIIIPKEHHS € IIPoLiecH oOyA0BY Ta 3abe3redyeHHs 6e31eKy r100aJIbHO-PO3IOLIIEHNX CUCTEM
30epiraHHs JaHUX B YMOBax Kibep3arpos. Po3po6yieHO KOMILJIEKC HOBUX Ta Y OCKOHAJIEHUX Mo eseil 1J1st
ry106aJ1IbHO-PO3INOIiIEHUX CUCTEM 30€piraHHs JaHuX, sKi 3abe3nedyloTs: 1) gertanisaniio 3arpos kibepoesnexku I'PPC;
2) popmannizauiio onucy narepHis posropranHsa 'PPC y xMapHOMy cepeoBULIi 3 ypaxyBaHHSIM IOMEHIB FOTOBHOCTI

3a JOIIOMOTOI0 arapary TeOPeTUKO-MHOXKUHHOTO IIPeJiCTaBIeHHS]; 3) OL[iHIOBaHHSI TOTOBHOCTI Ta 3MEHILIEHHS 4acy



00CJIyrOBYBaHHS B yMOBax KibepaTak 3aBJSIKM BUKOPUCTAHHIO MeXaHi3My HaJIMIIKOBUX YUTAHb 32 IOITIOMOTOI0
ribpyuHOro iMiTalifiHOro migxony. Briepiie 3arrporioHOBaHO METO, IMHAMIYHOTO KEPYBaHHS PiBHEM y3TO/I>KEHOCTI
I'PPC, axuii, Ha BinMiHy Bif, BioMux, 6a3yeThbCsl Ha IOOYAO0BI JOMEHIB 3MillIaHOr0 pO6OYOro HaBaHTaKEHHS Ta
IO3BOJISIE€ MiABUILMTY TOTOBHICTb CUCTEMHU, FAPAHTYIOUU IIPU LIbOMY CTPOTY Y3TOJKEHICTh JAHUX [JIs1 ITiABUILLIEHHS
crikocTi 1o DDoS aTak. YI0CKOHaIeHO METOM, HaAJIMIIKOBUX YnuTaHb 'PPC, akuil rpyHTYeTbCS Ha BUKOPUCTAaHHI
HaJIJINIIKOBOCTI OO0 BCTAHOBJIEHOTO PiBHS Y3TOIPKEHOCTI ONepallil YUTAHHS Ta NO3BOJISIE 3MEHIINUTU
€KCTPEeMaJIbHi YaCOBi 3aTPUMKU I MiIBULIUTYU FOTOBHICTb IPU BCTAHOBJIEHOMY OOMEXXEHHI Ha 4ac 00CIyrOBYBaHHS

a6o LiiCHICTh B yMOBax Kibep3arpo3 nopyueHHs JaHUX Ta BiZlMOB B 0OCJIyTOBYBaHHi.

2. The thesis is devoted to ensuring the cyber security of globally distributed repli-cated data storage systems and
increasing their resistance to threats of availability and consistency in the conditions of the existing contradiction
between these properties due to the use of appropriate methods and means. The object of research is the
processes of building and ensuring the security of globally distributed data storage systems under conditions of
cyber threats. A complex of new and improved models for globally distributed data storage systems has been
developed, which provide: 1) detailing of threats to the cyber security of globally distributed replicated data
storage systems; 2) formalization of the descrip-tion of the deployment patterns of the globally distributed
replicated data storage sys-tems in the cloud environment, taking into account the domains of readiness using the
apparatus of the theoretical-multiple representation; 3) assessment of readiness and re-duction of service time in
the conditions of cyber attacks due to the use of the mecha-nism of redundant readings with the help of a hybrid
simulation approach. For the first time, a method of dynamic control of the consistency level of glob-ally
distributed replicated data storage systems was proposed, which, unlike the known ones, is based on the
construction of mixed workload domains and allows to increase the system readiness, while guaranteeing strict
data consistency to increase resistance to DDoS attacks. The method of redundant reads of globally distributed
replicated data storage systems has been improved, which is based on the use of redundancy with respect to the
set level of consistency of read operations and allows to reduce extreme time delays and increase readiness with
the set limit on service time or integrity in the conditions of cyber threats of data breaches and denials of service.
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