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Pedepar:

1. Incepranifina po60Ta IpUCBIYeHa MiHiMi3allii MOKJIMBOCTEN IJ151 HECAHKLIIOHOBAHOTO OCTYIy 10 iH(popmarii
LIJISIXOM PO3PO06JIEHHS HOBITHIX KOHCTPYKILil Ta aJIFOPUTMiB POOGOTH arapaTHUX 3aco6iB ineHTHdikawii
KOPHMCTYBauiB, 1110 € 6a30BMM Ta HaMOiIbII Bifi[IOBiAAJIbHUM €TalloM IIpOLeCy aBTOpHU3allii B KOMII'IOTEPHUX
cucremax (KC). CyuacHi 6iomeTpuuHi cuctemu igeHTUdikalii Ta aBTopusalii XapakTepusyloTbCs 3HAUHUM
PI3HOMaHITTSIM, ajleé MalOTh Pi3Hy €(PEKTUBHICTb Ta PiBEHb 3aXUIIEHOCTI. TpaanLiiiHi METOOY, TaKi sIK CKAaHyBaHHS
BiZIOUTKIB NaJIbLiB Y1 PO3Mi3HABAHHS 00JINYYSl, JEMOHCTPYIOTh BPA3JIMBOCTi 4O CY4aCHUX aTaK 3 BUKOPUCTAHHSIM
TEXHOJIOTI! IMOoKux Qerikis Ta 3D-MozesnoBaHHs. Y Lill poOOTi LOCiAKYIOTbCS [IEPCIEKTUBHI METOAM Ha OCHOBI
aHaJli3y CyIMHHOI MepeXi OKa, SIKi I0€IHYIOTh BUCOKY YHIKaJIbHICTb, CKJIQIHICTb iIPOOKU Ta 3PY4HICTb
0E3KOHTAaKTHOTO BUKOPHUCTaHHS. [locTaBjieHi moCaigHUIbKI 3a1a4i 6e31ocepeiHbOo 0B sI3aHi 3 ray33io

KOMIT'IOTEPHOTr0 30py Ta WTy4yHoro iHTesexTy (LII), sKi € ckiamoBrMu YacTUHAMU Cy4acHOi iHpopmaTuku. JIys ix



BUpilIEHHS HEOOXiAHO 3aCTOCOBYBATU KOMIUIEKCHUM MifXif, 0 BKJIIOYAE: 3aCTOCYBAaHHS METOIiB IM(PPOBO]
00p0o6KY 300pakeHb Ta pattern recognition; BUKOPHUCTaHHS Cy4aCHUX iHCTPYMEHTIB MAIIMHHOTO HaBYaHHS,
30KpEMa 3rOPTKOBUX HEMPOHHUX MEPEX; PO3POOKY aJrOpPUTMIB I1epeBipKY, Y1 BUKOPUCTOBYIOTHCS JIaHi )KUBOI
JonuHy (aHriL. Liveness Detection) niis 3ano6iraHHs cryQiHr-aTakam; ONTHAMI3alilo 00YMCIIIOBAIbHUX aJITOPUTMIB
1151 po60TH B PEXXUMIi peasibHOro yacy; iHTerpallilo anapaTHUX Ta IPOrpaMHUX PillleHb Y €IMHY QYHKLiIOHAIbHY
crucreMy. 3a3HaueHUI KOMIIJIEKCHU MiJXif, BUMarae oeJHaHHS JOCiIKeHb 3 TUTaHb Kibepbeaexku, 6iomeTpii,
06pO6KU 300pakeHb Ta MAIMHHOrO HaB4aHHs. CyyaCcHUI PUHOK TEXHOJIOTIH 6e3IeKU JeMOHCTPYE 3pOCTal0YUi
IIONMT HA HaJiliHi 6i0MEeTPUYHI pillleHHs, MO NiATBepIKye aKTyaJIbHICTh Ta IPAKTUYHY 3HAYYLIICTh JAHOTO
ocrinkeHHs. Po3po6ieHi anroputMmu Ta anapartHi pilleHHs 3a6e31edyoTh 3HauHe MiIBUIIeHHS HaJilHOCTi
aBTOpU3allii OPiBHSHO 3 TPAAULIHUMU 6iOMETPUYHUMU METO/IaMHU Ha OCHOBI CTATUYHUX TapaMeTPiB, 3IaTHICTh
IPOTUAISITU crydiHr-aTakaM Ta MOKJIMBICTb 6€3KOHTAKTHOI pOGOTH. BUKOpUCTaHHS 3aITPOIIOHOBAHOrO MiXOLy
I03BOJIsI€ 3206€311eYnTH 6e3nepepBHy ayTeHTUPiKaLlilo, 3SMEHIIUTHA HMOBIpHICTh HECAHKILIOHOBAHOTO OCTYIIY Ta
aBTOMAaTU3yBaTH Mpoliec ineHTudikanii KoprucTysauiB. 3alIpoIOHOBaHUM ifXiz 3abe3nedye He JUIIe BUCOKOTOYHY
ineHTHikaliio KoprucTyBaua, ajne i GopMye HNiAIPyHTs 4J1s1 Oro NoAasIbLIOl aBTOpU3allii B KOMII'IOTEPHIN cUCTEMI
IIJISXOM 3iCTaBJIE€HHS OTPUMAHOrO ifeHTudikaTopa 3 BiANIOBIAHMMU ITIpaBaMU JOCTYILY.

2. The dissertation work is devoted to minimizing the possibilities for unauthorized access to information by
developing the latest designs and algorithms of hardware user identification, which is the basic and most
responsible stage of the authorization process in computer systems (CS). Modern biometric identification and
authorization systems are characterized by significant diversity, but have different efficiency and level of security.
Traditional methods, such as fingerprint scanning or facial recognition, demonstrate vulnerabilities to modern
attacks using deep fakes and 3D modeling technologies. This work investigates promising methods based on the
analysis of the vascular network of the eye, which combine high uniqueness, difficulty of counterfeiting and
convenience of contactless use. The research tasks set are directly related to the field of computer vision and
artificial intelligence (Al), which are components of modern computer science. To solve them, it is necessary to
apply an integrated approach, which includes: the use of digital image processing methods and pattern
recognition; use of modern machine learning tools, in particular convolutional neural networks; development of
algorithms for checking whether the data of a living person is being used (Liveness Detection) to prevent spoofing
attacks; optimization of computational algorithms for real-time operation; integration of hardware and software
solutions into a single functional system. This comprehensive approach requires a combination of research on
cybersecurity, biometrics, image processing, and machine learning. The modern market of security technologies
demonstrates a growing demand for reliable biometric solutions, which confirms the relevance and practical
significance of this research. The developed algorithms and hardware solutions provide a significant increase in
the reliability of authorization compared to traditional biometric methods based on static parameters, the ability
to counteract spoofing attacks, and the possibility of contactless operation. The use of the proposed approach
allows for continuous authentication, reducing the likelihood of unauthorized access, and automating the user
identification process. The proposed approach provides not only highly accurate user identification, but also forms
the basis for his subsequent authorization in the computer system by comparing the received identifier with the
corresponding access rights.
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