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Mepexi
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computer network

Pedepar:

1. Incepraniiiny po60Ty IIPUCBSIYE€HO BUPIIIEHHIO aKTyaJbHOI0 HAYKOBO-TEXHIYHOTO 3aBJIaHHS — IiIBUILIEHHIO
IIOCTOBIPHOCTI imeHTHdiKalii HeCaHKITIOHOBaHUX [Iili i aTak B KOMITIOTEPHiM Mepexxi. ] edbekTruBHOI, HAiMHOI Ta
BMCOKOMIBUJIKICHOI ieHTU(iKalii HECAaHKIIIOHOBAaHUX Jill i aTak B KOMITIOTEPHIN MepeXXi IOTPi6HO BIPOBAIHKYBATH i
BUKOPUCTOBYBAaTU METOJM, OCHOBAHI SIK HAa IITYYHUX IMyHHUX CUCTEMAX, TAK 1 HA MOXKJIMBOCTI AiarHOCTYBAHHS
BTOPrHeHb. Takui mifIxin 703BONUTD MigBUIUTU €(DEeKTUBHICTD imeHTudikallii HeCaHKIiOHOBaHUX il i JaCThb
MOXJIMBICTb @BTOHOMHO BUSIBJISITU Ii103Pisly aKTMBHICTb. Y pOOOTi BUBHAYE€HO METOAU BUSIBIIEHHS

HECaHKI[iOHOBAHMX [Iill i aTaK B KOMITIOTEPHIM MePEXi 32 paXyHOK BUKOPUCTAHHS 3aCO0iB INTYYHUX iIMYHHUX CUCTEM



Ta JiarHOCTYBaHHs Ha OCHOBI Teopii Jlemncrepa-Illadepa, KOTpi Jal0Th MOKIMBOCTI €(pEKTUBHO MPOTULISITU
BTOPTHEHHSIM. [JOCIiIKeHO MOKIIMBOCTI BUKOPHCTAHHS OIIePaTOPiB iMyHHUX CUCTEM JIJIsSl MOZ,EJII0BaHHS POOOTU
3aIPOIIOHOBAHMX METOiB. Ha OCHOBI IUX B/1aCTUBOCTEN 3alIPOIIOHOBAHO NIPOLEAYPH ineHTUdiKalii
HECaHKIiOHOBAHMX [Ii}l i aTaK B KOMITIOTEPHiN Mepexi. CPopMyIbOBAHO HEOOXiHI KPUTEPIi Ta BUMOTH 11715
3a6€311eYeHHs] CBOEYACHOTO BUSIBJIEHHS BTOPTHEHb Y KOMITIOTEPHI MepeXi. Bu3Ha4eHO OCHOBHI HaNpSIMU PO3BUTKY
Cy4aCHHUX METOJIIB aHaJli3y BTOPTHEHD i MOXKJIMBOCTI aBTOHOMHOTO BUsBJIeHHS H/I. AHai3 Cy4acHUX BTOPrHEHb
[10Ka3aB JIOLi/IbHICTb PO3PO6JIEHHS METO/IiB, KOTPi JaAyTh 3MOTY BUSIBJISTHU SK BifioMi, Tak i HOBi H]I. IIpoBeneHo
NOPIiBHSAJIbHUI aHAJI3 MOJesiel i METOIiB, SIKi MOXJIMBO BUKOPHMCTOBYBATU IIPU po3mi3HaBaHHi H/l B KOMITIOTEPHIl
Mepeski. [IopiBHSIHO XapaKTePUCTUKU METOIB i BKA3aHO Ha iX CUJIbHI Ta cJ1abki ctopoHu. C(popMOBaHO BUMOTH 10
BUOPaHUX METOiB HAa OCHOBI 30€peskeHHs MBUAKOIl Ta MOXIMBOCTI aBTOHOMHOTO BusiByieHHs H]J (6e3
BMKOPHMCTAHHS i 3BEPHEHHS JJO CUTHATYPHUX 0633 1aHUX). PO3rJIsIHyTO METOAM ITYYHUX IMYHHUX CUCTEM, KOTPi
IAI0Th 3MOTY MiITPUMYyBaTU aBTOHOMHE BUSIBJIEHHS] HOBUX H]I py BUCOKIi BUIKOCTI 06po6ku indopmauii Ta
aJanTUBHOCTI. BusiBnenHsa HJJ 3a 10nOMOrolo [iarHOCTyBaHHS 4,Aa€ MOXJIMBICTb PO3LIMPUTH CIIEKTP MOTEHIIATIBHUX
BTOPTHEHb 32 JOIIOMOr0I0 BUKopucTaHHs oneparopis TAII. [1pu noegHaHHI pisHUX TEXHOJIOTIH 1P BUKOPUCTaHHI
meTogiB TJII MOXINBO JOCSATHYTU BUCOKOI IIBUIKOCTI Ta HALIMHOCTI BUusBieHHS H]l B KOMITIOTEPHUX MEpesKax.
TIpoBeeHO AOCTIIKEHHS e(DEKTUBHOCTI METO/Y BUsABIEHHS H]| B KOMITIOTEPHIN MEPEXi HA OCHOBI IITYYHUX
iMyHHMX cucTeM i fiarHocTyBaHHs. Ha ocHOBI aHani3y oTpumMaHoi iHpopmaliii 3pobsieHui HaCTyIIHUI BUCHOBOK:
IIpU KOPEKTHil HaByasbHil BUOIpLi Ta BIpHOMY BUOOpi NapameTpiB HaBuaHHS MeTof, IIIIM Mae 0JHaKOBO BUCOKY
IOCTOBIipHiCTb BUSIBJIEHHS HOBUX H/I gk i meTog niarHoctyBanHs. [IIIM notpebye 10JaTKOBOTO Yacy Ha YTBOPEHHS
HaBYaJIbHOI BUOIPKHY, ajie 1ie J03BOJIsie CUCTeMI MBUlIe pearyBaTy Ha HOBi Buayu H]J i BHU3UTH KibKIiCTb
IIOMUJIKOBUX CIIpalloBaHb. MeTO, 1iarHOCTyBaHHSI MEHIIE HaBaHTaKye CUCTEMY KOPUCTYBaya, ajie yacriie
BM3HA4ae€ Mifgo3piny akTusHICTb K H]I. Pe3ynbraTtu nopiBHsIbHOrO aHasnizy HJl MOKasyloTh, 0 3alIPOINIOHOBAaHI
METOM NEPEBEPUIYIOTh BiIOMi aHTUBIPYCHI IPOAYKTHU, BUKOPUCTAaHI B IOPiBHSJIBHOMY TECTi Ta 3[JaTHi BUSIBUTHU
HesinoMi HJI. TeopeTnyHO Ta eKCIIepUMEHTAIbHO [10BELIeHO e(PeKTUBHICTb 3alIPOIIOHOBAaHMX METOiB. PedysnbraTu

TEOPETUYHUX Tad EKCIIEPMMEHTAJIBHUX ,ELOC]Ii,H)KCHb YIIPOBAIIPKEHO Y BI/IpO6HI/ILLTBO Ta HaBYAJIbHU nponec.

2. The thesis is devoted to solving the actual scientific and technical problem - increasing the reliability of
identification of unauthorized actions and attacks in the computer network. For effective, reliable and high-speed
identification of unauthorized actions and attacks in a computer network, methods should be implemented and
used based on both artificial immune systems and the ability to diagnose intrusions. Such an approach will
increase the effectiveness of identifying unauthorized actions and will provide an opportunity to autonomously
detect suspicious activity. The work defines methods for detecting unauthorized actions and attacks in a computer
network through the use of artificial immune systems and diagnostics based on the Dempster-Shafer theory,
which makes it possible to effectively detect intrusions. The possibilities of using the operators of immune systems
for modeling the work of the proposed methods are explored. Based on these properties, procedures are proposed
for identifying unauthorized actions and attacks in a computer network. The necessary criteria and requirements
are formulated for ensuring timely detection of intrusions in computer networks. The basic directions of
development of modern methods of analysis of intrusions and possibilities of autonomous detection of intrusions
are determined. An analysis of modern intrusions has shown the feasibility of developing methods that will be able
to detect both known and new intrusions. A comparative analysis of models and methods that can be used for
intrusion recognition in a computer network is carried out. The comparative characteristics of the methods are
indicated on their strengths and weaknesses. The requirements for the selected methods are formed on the basis
of maintaining the speed and the ability to independently identify the intrusion (without the use and access to
signature databases). Detection of intrusions by means of diagnostics enables to expand the spectrum of potential
intrusions by using Dempster-Shafer operators. When combining different technologies with the use of Dempster-
Shafer methods it is possible to achieve high speed and reliability of detection of intrusions in computer networks.
The research of the effectiveness of the method of detection of intrusions in a computer network on the basis of
AIS and diagnostics was carried out. On the basis of the analysis of the information obtained, the following
conclusion was made: with a correct training sample and a correct choice of learning parameters, the AIS method



has the same high reliability as the diagnostic method. AIS requires additional time to create a training sample, but
this allows the system to respond more quickly to new types of intrusions and reduce the number of false
positives. The diagnostic method is less burdensome for the user system, but more often it identifies suspicious
activity as intrusion. The results of the comparative analysis of intrusions show that the proposed methods
outperform the known antiviral products used in the comparative test and are capable of detecting unknown
intrusions. Proved the effectiveness of proposed methods. The results of theoretical and experimental research are
introduced into the production and educational process.
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