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Pedepar:

1. Inceprauiiiny po60Ty IPUCBSIYE€HO BUPIIEHHIO aKTyaJbHOTO HAYKOBO-TEXHIYHOIO 3aBJIaHHS — MiJBUIIEHHIO
IOCTOBIpHOCTI ineHTndikalii HeCaHKLIOHOBAHUX [iil i aTak B KOMITIOTEPHil Mepexi. [y epeKTuBHOi, HafiliHOI Ta
BHCOKOIIBU/IKICHOI ineHTUdiKalii HeCaHKIIOHOBaHUX Jill i aTak B KOMITIOTEPHIN MepesKi IOTpi6HO BIIPOBAIKyBaTH i
BHMKOPHCTOBYBAaT/ METOJM, OCHOBAHI SIK Ha IITYYHUX IMyHHUX CUCTEMAX, TaK i HA MOKJIMBOCTI JIiaTHOCTyBaHHSI
BTOPrHEHb. Takui Nifxin 703BOAUTD MiTBUIUTU €(EKTHUBHICTD ifeHTUdiKallii HeCaHKIIOHOBaHUX Aill i JacTb
MOYKJIMBICTh aBTOHOMHO BUSIBJISITY IiIO3Pisly aKTHUBHICTb. Y pOoOOTi BUBHAYEHO METOAU BUSIBIIEHHS
HECaHKI[iOHOBAHMX [Iil i aTak B KOMITIOTEPHIil MepexXi 32 paXyHOK BUKOPUCTaHHS 32CO0iB IITYYHUX iIMyHHUX CUCTEM
Ta JiarHOCTYyBaHHs Ha OCHOBI Teopii Jlemncrepa-Illadepa, KOTpi Jal0Th MOKIMBOCTI €(PeKTUBHO NPOTULISITU
BTOPTHEHHSIM. JIOCIIiIKEHO MOKIMBOCTI BUKOPUCTAHHS ONEPATOPiB IMyHHUX CUCTEM [IJIs1 MOZEJIIOBAHHS POOOTU

3aIPOIIOHOBAHMX METOiB. Ha OCHOBI IMX B1aCTUBOCTEN 3aMIPOIIOHOBAHO IIPOLeAypH ineHTudiKalii



HECAHKLIOHOBAHUX JIill i aTak B KOMITIOTEPHil Mepexi. CpopMyibOBaHO HEOOXinHI KpuTepii Ta BUMOTH 17151
3a0€e31e4eHHs CBOEYaCHOI0 BUSIBJIEHHSI BTOPIHEHb Y KOMITIOTEepHI Mepexki. Bu3HaueHO OCHOBHI HallpsiIMU PO3BUTKY
Cy4aCHHUX METOJIB aHaJli3y BTOPTHEHD i MOKJIMBOCTI aBTOHOMHOTO BUsBJIeHHS HJI. AHali3 Cy4acHUX BTOPIHEHb
[I0Ka3aB JIOLi/NbHICTb PO3POOJIEHHS METOiB, KOTPi JaAyTbh 3MOTY BUSIBJIITU $IK BifloMi, Tak i HOBi H]I. IIpoBeneHo
NOPIiBHSAJIBHUI aHAJI3 MOJesIel i METOIiB, SIKi MOXJIMBO BUKOPMCTOBYBATU IIPU po3mi3HaBaHHi HJl B KOMITIOTEPHIl
Mepexi. [TopiBHSIHO XapaKTEepUCTUKY METOIIB i BKa3aHO Ha iX CHJIbHI Ta ciadki cropoHu. CHOpMOBaHO BUMOTH [10
BUOPaHUX METOJiB HAa OCHOBI 30€peskeHHs MBUAKOIl Ta MOXIMBOCTI aBTOHOMHOTO BusiByieHHs H]J (6e3
BUKOPUCTaHHS i 3BEPHEHHS O CUTHATYPHUX 6a3 1aHux). PO3rJIgHYyTO METOAY ITyYHUX IMyHHUX CUCTEM, KOTPi
IAIOTh 3MOTY IiATPUMYBATH aBTOHOMHE BUsIBJIeHHS HOBUX H]I 11py BUCOKI mBHUIKOCTI 06po6ku iHpopmariii Ta
ajanTUuBHOCTI. BussnenHsd HJJ 3a 10nOMOrolo [iarHoCTyBaHHS 4Aa€ MOXKJIMBICTb PO3LIMPUTH CIIEKTP MTOTEHILIATIbHUX
BTOPTHEHb 32 JIONIOMOr0I0 BUKOpUcTaHHs onepatopis T/ TIpy noenHaHHi pisHUX TEXHOJIOTIN TPYU BUKOPUCTAHHI
meToziB TIII MOXINBO JOCSATHYTU BUCOKOI IIBUIKOCTI Ta HAZIMHOCTI BusBieHHS H]l B KOMITIOTEPHUX MepesKax.
TIpoBeieHO HOCTiIKEHHS e(DEKTUBHOCTI METO/Y BUsABIEHHS H]| B KOMITIOTEPHIN MEPEXKi HA OCHOBI IITYYHUX
iMyHHMX cucTeM i fiarHocTyBaHHs. Ha ocHOBI aHani3y oTpuMaHoi iHpopmaliii 3po6ieHui HaCTYIIHUI BUCHOBOK:
IIpY KOPEKTHil HaB4asbHil BUGipLi Ta BipHOMY BUOOPi NapameTpiB HaByaHHs MeTo, IIIIM mae 0gHAaKOBO BUCOKY
IOCTOBIpHICTb BUsBJIEHHSI HOBUX H]J 5K i MeTop, niarHocTyBaHHS. IIIM notpebye 00IaTKOBOrO Yacy Ha YyTBOPEHHS
HaBYaJIbHOI BUOIPKHY, ajie 1ie J03BOoJIsle CUCTeMI MBUIlIE pearyBaTy Ha HOBi Buau H]J i BHU3UTH KiIbKIiCTb
[IOMUJIKOBUX CIIpall0BaHb. MeTOJ, 1iarHOCTYBaHHSI MEHIIE HABaHTaKye CUCTEMY KOPUCTYBaya, ajie yacriie
BU3HAYae Mif03piny akTuBHICTb K H]I. Pe3ynbTaTi nopiBHANLHOTrO aHanidy HJI mokasyioTs, 1110 3aIpONIOHOBaHI
METOJIU NIE€PEBEPILYIOTh BilOMi aHTUBIPYCHI IPOAYKTH, BUKOPUCTAHI B [IOPiBHAJILHOMY TECTi Ta 30aTHi BUSIBUTHU
Hesinomi H]I. TeopeTU4YHO Ta €KCIIEPUMEHTAJIBHO [I0BEJIEHO €(PEKTUBHICTb 3alIPOIIOHOBAaHMX METOiB. PedynbraTu

TEOPETUYHUX Tad EKCIIEPUMMEHTAJIBHUX ,I[OCJIiIL)KeHb YIIPOBAPKEHO Y BI/IpO6HI/II_LTBO Ta HaBYaJIbHUU nponec.

2. The thesis is devoted to solving the actual scientific and technical problem - increasing the reliability of
identification of unauthorized actions and attacks in the computer network. For effective, reliable and high-speed
identification of unauthorized actions and attacks in a computer network, methods should be implemented and
used based on both artificial immune systems and the ability to diagnose intrusions. Such an approach will
increase the effectiveness of identifying unauthorized actions and will provide an opportunity to autonomously
detect suspicious activity. The work defines methods for detecting unauthorized actions and attacks in a computer
network through the use of artificial immune systems and diagnostics based on the Dempster-Shafer theory,
which makes it possible to effectively detect intrusions. The possibilities of using the operators of immune systems
for modeling the work of the proposed methods are explored. Based on these properties, procedures are proposed
for identifying unauthorized actions and attacks in a computer network. The necessary criteria and requirements
are formulated for ensuring timely detection of intrusions in computer networks. The basic directions of
development of modern methods of analysis of intrusions and possibilities of autonomous detection of intrusions
are determined. An analysis of modern intrusions has shown the feasibility of developing methods that will be able
to detect both known and new intrusions. A comparative analysis of models and methods that can be used for
intrusion recognition in a computer network is carried out. The comparative characteristics of the methods are
indicated on their strengths and weaknesses. The requirements for the selected methods are formed on the basis
of maintaining the speed and the ability to independently identify the intrusion (without the use and access to
signature databases). Detection of intrusions by means of diagnostics enables to expand the spectrum of potential
intrusions by using Dempster-Shafer operators. When combining different technologies with the use of Dempster-
Shafer methods it is possible to achieve high speed and reliability of detection of intrusions in computer networks.
The research of the effectiveness of the method of detection of intrusions in a computer network on the basis of
AIS and diagnostics was carried out. On the basis of the analysis of the information obtained, the following
conclusion was made: with a correct training sample and a correct choice of learning parameters, the AIS method
has the same high reliability as the diagnostic method. AIS requires additional time to create a training sample, but
this allows the system to respond more quickly to new types of intrusions and reduce the number of false
positives. The diagnostic method is less burdensome for the user system, but more often it identifies suspicious



activity as intrusion. The results of the comparative analysis of intrusions show that the proposed methods
outperform the known antiviral products used in the comparative test and are capable of detecting unknown
intrusions. Proved the effectiveness of proposed methods. The results of theoretical and experimental research are
introduced into the production and educational process.
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