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Pedepar:

1. Y npuceprauii Briepiie TEOPeTUYHO y3araJbHEHO Ta 3alIPONIOHOBAHO HAYKOBE PO3B'SI3aHHS IpobieMu
npodinakTuky iHGOpMaLifHOro HaCKUJIbCTBA B OCBITHbOMY CEPEIOBUII MTeJIaroriYyHMX 3aKJIajliB BUIOI OCBITH.
BuokpemiieHO 0co6sIMBOCTI TPOinakTUKK iHPOPMALiIiHOTO HACUIIBCTBA B OCBITHBOMY CE€PeOBUIL I1eJaroriyHux
3aKJIafliB BUAIIOI OCBITH, 30KpEMa B KOHTEKCTi (POPMYBaHHS KOMIIETEHTHOCTI 3 IPOTULii iHpopManiiHOMy
HACUJbCTBY 3[100yBayiB BUIOi OCBiTH. [IpoaHanizoBaHO CEKTP PyHAAMEHTAIBHUX /1711 OCMUCJIEHHS IPO6IeMHU
npodinakTuky iHQopMaLifiHOro HaCKUJIbCTBA B OCBITHbOMY CEpPEIOBHUIIi [TeJlaroriYyHMX 3aKJIajliB BUILOI OCBITH
HAyKOBUX MigxoniB. CUHepreTUyHe NoeJHaHHS TaKUX IiIXO0/iB YMOXKJIUBIIIOE 3a6e3Ie4eHHs TPoQiIakTUKU

iHpopMaliiiHOTO HaCUJIbCTBA Ha eTalax Moro NosBY, BUABIB, ifeHTudiKallii, 3arobiraHHs Ta NOL0JIaHHS HACITKIB, a



TaKOXX BUKOHAHHS BCiX 3aBJaHb NPOQiIaKTUKY iHPOPMaLiHOrO HAaCHUJIbCTBA Ha Pi3HUX i eTanax, sK-oT:
oprasizauiiHOMy, METOAUYHOMY, IPUKJIAHOMY, AiarHOCTYBaJIbHOMY, pedieKCUBHOMY. YTOYHEHO 3MiCTOBE
HaIlOBHEHHSI IIOHATb «iH(popMalliliHe HaCHUJIbCTBO B OCBITHPOMY CEPEeJOBUILI I1earoriyHyx 3aKkjaziB BUILLOi OCBITUY,
«rnpodisakTrKa iH(pOpMaLiIHOrO HACUJIbCTBA B OCBITHBOMY CEPELOBUIL] [1€1aroriyHMX 3aKjIa/iiB BUIIOI OCBITUY.
YcTaHoBIeHO, 1o «6e3levHe OCBITHE CepeloBHUIIe [1eIaroTivyHOro 3aKiiany BUIIOI OCBITH» — Lie IeBHUI KOMILJIEKC
YMOB i 3aX07iB, 5IKi 326€311e4yI0Th 3aXUCT yYaCHUKIB OCBITHBOTO [IPOLECY Bif] pi3HOMaHITHUX 3arpo3 y LUPpOBOMY
cepenoBulli. 3 orasny Ha cnenu@iky iHpopmaliliHOro HaCUIbCTBA B OCBITHBOMY CEPEJOBUIL N1eAaroriyHux
3aKJIaJIiB BUIIOI OCBITU HalifieBimMM H0ro 3ac060M BU3HAHO iHpopmMauiitHuil BIiMB. HalinomupeHimmm i Hai6inbm
IIMPOKO 3ralyBaHUM 3ac000M iHpopMaLifiHOTrO BIUVIMBY (HACUJIBCTBA) € iHPopMaliiliHa aTaka. 3ajexxHo Bif, mxepesa
po3I0BCIoIKeHH iH(opmalii Ta knacudikallii 3a BUPaKEeHICTIO, TPUBAJIICTIO 11 peryJIsIpHiCTIO iHpopMaliiline
HAaCWJIbCTBO B YMOBAX OCBITHBOTO CEPENIOBHUINA NE€JArOriYHMX 3aKJIa/liB BUILOI OCBITH MOXXe HaOyBaTH BUSIBY B
pisHOBUI GOPM, 1O iX BUBHAYEHO Ta CXAPAKTEPU30BAHO, SIK: KiOepOyJIiHT, TPOJIHT, KiGEPMOOIHT, TOKCHHT, XEIT-
CIIiY, nomypeHHs GeNKOBMX HOBUH | MaHINy/IITUBHUX TEXHIK MiZMiHU KOHTEKCTY Tollo. [IpeacTaBieHo aJroputm
IIO/I0JIaHHY iH(pOpMaliIHOrO HAaCUJIbCTBA (BUSIBJIEHHS HIKiJJIMBOTO YMHHUKA — ileHTUdiKallis rpyn pusuky —
opraHizalifiHO-TIeJ]JaroriYHUi BIJIMB — CTBOPEHHS 6e311eYyHOro iHPOopMaliliHO-0CBITHPOTO CEPENOBUILA ~
pedeKcisi Ta BUCHOBKU). 3MiCTOBY CTPYKTYpPYy (peHOMEHY «KOMIIETEeHTHICTb i3 npoTuzii indopmauiiHomy
HaCWUJIbCTBY 3/100yBayiB BUILIOI OCBITH B OCBITHbOMY CE€pEIOBUIII II€JaroriYHuX 3aKJajiB BUIOI OCBITH»
IIPeJCTaBJIEHO Ha OCHOBI ii B3a€MOIOB'I3aHUX i B3a€MO3YMOBJIEHUX KOMIIOHEHT, a Came: KOTHITUBHOI, eMOLIIHO-
L[iHHICHO{, TOBeiHKOBO-isIbHICHOI. BU3HaYeHO cucTeMy KpuTepiiB (KOTHITUBHUMN, 0COOMUCTiICHO-I[iHHICHNU,
LisiTIbHICHUI), @ TAaKOXK [TOKA3HUKIB Ta PiBHIB 117151 OLiHIOBaHHS SIKICHUX i KiJIbKICHMX XapaKTepUCTUK CHOPMOBAHOCTI
KOMIIETEHTHOCTI 3 IPOTUAii iHpopMalLiiHOMY HACUJIbCTBY 3[100yBayiB BUILOI OCBITH B OCBITHbOMY CE€PEIOBHUII]
NeJaroriYyHuX 3aKJajliB BUILOI OCBITH. PO3p06JI€HO NiarHOCTUYHNI iHCTPYMEHTAapill BUSIBJIEHHS PiBHIB
cpOpMOBAHOCTI KOMIIETEHTHOCTI 3 TPOTUIil iHPOpMaLiTHOMY HACUJIBCTBY 37100yBayiB OCBITH I€JarorivHux
3aKJIa/liB BUILIOI OCBITU. 32 pe3yabTaTaMU €MIIIPUYHOIO AOCIiIPKEHHS 3'1COBAaHO Cy4YaCHU CTaH NPoQinakTUKU
iHpopMaLifiHOro HaCKJIbCTBA B OCBITHBOMY CE€PEIOBHUIILI NI€JarOriYHMX 3aKJIaliB BUILOI OCBITH, 1110 BUMarae
c(POpPMOBAHOCTi KOMIIETEHTHOCTI 3 NPOTUii iHYOpMalLiiiHOMy HACUJIbCTBY 3[100yBayiB OCBITH [1€JarOTiYHUX
3aKJaZiB BUIIOI OCBiTU. Y AucepTallii po3po6eHo, TEOPETUYHO OOIPYHTOBAHO I €KCIIEPUMEHTAJILHO I1E€PEBIPEHO
CTPYKTYpPHO-(YHKIiOHaIbHY MOJ€Jb TPoQisakTUKY iHPOpMaLiflHOrO HaCKUJIbCTBA B OCBITHBOMY CE€pPEIOBUIIL
NeJaroriYHrx 3aKkjajiB BUILOI OCBITU B LiJIICHOCTI OpraHi3aniiiHO-LiJIbOBOTO, 3MiCTOBO-TEXHOJIOTIYHOIO Ta
IiarHOCTYBaJIbHO-aHAJITUYHOTO GJIOKIB, IO Bilo6paskae B3aEMO3B'SI30K 1iJli OCIIIIPKEHHS. YBUPa3HEHO OCOOINBE
3HAUYEHHS BUOKPEMJIEHHSI IPIOPUTETHUX NE€JJaroriyHuX yMOB NpodinakTuky iHpopMaLiliHOro HaCUIbCTBA B
OCBITHbOMY CEPEIOBUIL| NIearorivyHyx 3aKjaliB BALIOi OCBITH SIK OCHOBHOTIO 3aC0O0y peasizallii Buie3a3HauyeHoi
MOJeJIi, a came: CTBOPEHHS! 6e31e9Horo iHhopMalifiHO-OCBITHROIO CepeloBUIIA [1eIaroriyHrX 3aKa/liB BUIIOI
OCBITH Ta CHCTeMaTU4He [IiarHOCTYBaHHS 1J0/10 BUBHAYEHHS NIOTEHLIMHUX BUSIBIB iHPOPMALiliHOTO HACUJIbCTBA;
TEOPETUKO-NIPaKTUYHa MiJrOTOBKa 3700yBayiB BUIIOi OCBITU 3 IUTaHb NIPEBEHIIii Ta IPOdiNakTUKK iHPOpMaLiITHOTO
HaCWJIbCTBA; KOOPAVHALS OisZIbHOCTI CIIyXX0, IepCOHaIy 3aKjay BULIOI OCBITU 33151 €(DEKTUBHOI MPOTUAii
iHopmaniitHOMy HaCUIIBCTBY; MiATOTOBKA BUKJIaAAUiB 10 npodinakTuky iHpopMaLiliHOro HaCKUJIbCTBA B
OCBITHbOMY CEpeJOBUIL NefaroriyHyx 3aKkjaziB BULIOi OCBITU. Y X0 [1e1aroriyHoro eKCriepuMeHTY OO PYHTOBAaHO
e(EeKTUBHICTb IibpaHuX Y JOCJiIPKEHH] [1e1aroriYyHrMX YMOB, IO CTBOPIOE MiJiCTaBU CTBEPKyBaTH PO
CIIPaBeJIMBICTh IPUIYIIEHHS, 32 SKUM CPOPMOBAHICTb KOMIIETEHTHOCTI 3 IPOTUi] iHpOpMaLiIHOMY HACUJILCTBY
37100yBayiB BUIIOI OCBITH iCTOTHO MiBUIIUTHCS 32 YMOBY peasisallii nefaroriyHux yMOB YIIPOBaI>)KEHHS
CTPYKTYpHO-(QYHKIiOHAIBbHOI MOieJli TPodinakTKY iHpOopMalLliflHOro HAaCKUJIbCTBA B OCBITHBOMY CE€pPEeIOBULI
MenarorivHuX 3aKJajiB BUIOI OCBITH.

2. This thesis presents, for the first time, a theoretical generalization and a proposed scholarly solution to the
problem of preventing information violence in the educational environment of pedagogical institutions of higher
education. The study identifies the specific features of such prevention, particularly in the context of developing
students’ competence in countering information violence. A range of fundamental scientific approaches essential
for understanding the problem of preventing information violence in the educational environment of pedagogical



institutions of higher education has been analyzed. The synergistic integration of these approaches enables
effective prevention of information violence at various stages — emergence, manifestation, identification,
prevention, and mitigation of consequences. It also facilitates the implementation of all preventive tasks across
different levels, including organizational, methodological, applied, diagnostic, and reflective stages. The conceptual
content of the terms “information violence in the educational environment of pedagogical institutions of higher
education” and “prevention of information violence in the educational environment of pedagogical institutions of
higher education” has been clarified. It has been established that a “safe educational environment in a pedagogical
institution of higher education” refers to a set of conditions and measures that ensure the protection of
participants in the educational process from various threats in the digital space. Given the specific nature of
information violence in the educational environment of pedagogical institutions of higher education, the most
effective means of such violence is recognized as informational influence. The most common and widely cited
means of informational influence (violence) is the information attack. Depending on the source of information
dissemination and classification by intensity, duration, and frequency, information violence in the educational
environment of pedagogical institutions of higher education may manifest in various forms, which have been
defined and characterized as cyberbullying, trolling, cybermobbing, doxxing, hate speech, the spread of fake news,
and manipulative techniques of context substitution, among others. An algorithm for combating information
violence is presented, which includes the following steps: detection of the harmful factor - identification of at-risk
groups - organizational and pedagogical influence - creation of a safe educational environment - reflection and
conclusions. The content structure of the phenomenon of “competence in countering information violence among
higher education students in the educational environment of pedagogical institutions of higher education” is
presented based on its interrelated and interdependent components, namely: cognitive component, emotional-
value component, behavioral-activity component. A system of criteria (cognitive, personal-value, and activity-
based), as well as indicators and levels, has been designed for assessing the qualitative and quantitative
characteristics of the formation of competence in countering information violence among higher education
students in the educational environment of pedagogical institutions of higher education. The results of the
empirical study revealed the current state of information violence prevention in the educational environment of
pedagogical institutions of higher education, which necessitates the development of competence in countering
information violence among students in these institutions. The thesis has developed, theoretically substantiated,
and experimentally tested a structural-functional model for preventing information violence in the educational
environment of pedagogical institutions of higher education. This model encompasses the organizational-targeted,
content-technological, and diagnostic-analytical blocks, reflecting the connection between the goal of the study.
The thesis emphasizes the importance of identifying priority pedagogical conditions for preventing information
violence in the educational environment of pedagogical institutions of higher education as the main tool for
implementing the above-mentioned model. These conditions include: creating a safe educational environment in
pedagogical institutions of higher education and systematically diagnosing potential instances of information
violence; theoretical and practical training for students in issues of information violence prevention and
counteraction; coordinating the activities of institutional staff to effectively counter information violence; and
preparing teachers to prevent information violence in the educational environment of pedagogical institutions of
higher education. Throughout the pedagogical experiment, the effectiveness of the pedagogical conditions
selected for the study was substantiated.
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Bi,ZIHOBi,ZIaJIbHHfI 3a ninrOTOBKy FyﬂOBceK Okcana AHaToJiiBHa

00JIIKOBHX JOKYMEHTIB

Peectparop VYkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZAIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

IisiIbHOCTI




