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Education

Pedepar:

1. Y puceprauii Briepiie TEOpETUYHO y3araJbHEHO Ta 3alIPOIIOHOBAHO HAyKOBE PO3B'SI3aHHS NPO6IEeMNU
npodinakTUKy iHQOpPMaLiHOrO HACUJIbCTBA B OCBITHbOMY CEPEIOBHUII NI€JarOriYHMX 3aKJIaliB BUILOI OCBITH.
BuokpemiieHo 0co61MBOCTI TPOodinakTUKY iHPOPMALIITHOTO HACUJIbCTBA B OCBITHBOMY CE€PEIOBUII IeAAroriYHUX
3aKJIa/liB BUIIOI OCBiTH, 30KpeMa B KOHTEKCTi GOPMYyBaHHS KOMIIETEHTHOCTI 3 IPOTULii iHpopmauiiHoOMy
HaCWUJIbCTBY 3/100yBadiB BUIOi OCBiTH. [IpoaHanizoBaHO CleKTp PyHAAMEHTAJIbHUX JJ1s1 OCMMUCIIEHHS IIPO6IeMU
npo@inakTyuky iHGOpMaliliHOro0 HAaCUIbCTBA B OCBITHbOMY CE€PEIOBUIL IeJaroriyHuX 3aKkjafiB BUILOi OCBITH
HAYKOBUX MiAxoiB. CUHepreTUyHe NO€eJHAHHS TAKUX MMiIX0iB YMOXKJIMBIIIOE 3a6€311e4eHHs TPOPiakTUKU
iHpopMalliiiHOTO HACUJIbCTBA Ha eTalax Moro MosiBY, BUSBIB, ineHTudiKallii, 3arobiraHHs Ta No0IaHHS HACITKIB, a
TaKOXX BUKOHAHHS BCiX 3aBJaHb NPOQiakTUKY iHPOpMaLiHOrO HaCHUJIbCTBA Ha Pi3HUX i eTanax, sK-oT:
OpratizauiiHOMy, METOAUYHOMY, IPUKJIAIHOMY, JiarHOCTYBaJIbHOMY, PE(PIEKCUBHOMY. YTOYHEHO 3MiCTOBE

HAIlOBHEHHSI IOHSTD «iHpopMalliliHe HaCUJIbCTBO B OCBITHPOMY CEpeJOBUILI I1eJaroridyHyx 3aKjaziB BULIOi OCBITUY,



«npo@inakTrka iHPOPMaLiTHOrO HACUJILCTBA B OCBITHBOMY CEPEIOBUILI I1€4aroriYHyX 3aKJIaziB BUILOi OCBITU».
YcTaHoBIIeHO, 10 «6e3leyHe OCBITHE CepeloBUlIe [1eJaroriyHOro 3aKJlany BUILOI OCBITHY — Lie IeBHUI KOMILJIEKC
YMOB i 3aX07iB, 5IKi 320€311e4yI0Th 3aXUCT yYaCHUKIB OCBITHBOTO IIPOLIECY Bif] pi3BHOMaHITHUX 3arpo3 y LU(PpOBOMY
cepepoBuli. 3 orsiny Ha cnenu@iky iHpopmaliliHOro HaCUJIbCTBA B OCBITHBOMY CEPELOBUIL eAaroriyHux
3aKJIa/iB BUIIOI OCBITH HaiieBiM HOro 3aco60M BU3HAHO iH(popmaniitHuil BiuB. HalinomupeHinmm i Hai6inbim
IIMPOKO 3raflyBaHUM 3ac000M iHpopMalliffHOrO BIUVIMBY (HACUJIBCTBA) € iHpopMaliiliHa aTaka. 3anexxHo Bif, Ixepesa
PO3I0BCIOIKEHH iH(popMmalii Ta knacudikallii 3a BUPaKEHICTIO, TPUBAJIICTIO 11 PETYJISIPHICTIO iHpopMaliiiine
HaCUJIbCTBO B YMOBAX OCBITHbOT'O CE€pEIOBUINA ME€JaroriyHMX 3aKJIajliB BUIIOI OCBITHM MO>Ke HabyBaTH BUSIBY B
pizHOBuUi GOPM, 110 iX BU3HAUEHO Ta CXapaKTepU30BaHO, SIK: KibepOyJIiHT, TPOJIIHT, KibepMOOIHT, JOKCUHT, XEUT-
CIIiY4, nomypeHHs GEeNKOBMX HOBUH | MaHIIyIITUBHUX TEXHIK MiZIMiHU KOHTEKCTY To1lo. [IpeacTaBieHo aJroputm
NOJI0JIaHHY iH(pOPMAaLiIHOTO HACUJILCTBA (BUSIBJIEHHS LIKiJJIMBOTO YMHHUKA — ileHTUdiKalis rpyn pusuky —
opraHizauifiHO-TIeJJaroriYHUi BIJIMB — CTBOPEHHS 6e311eYHOro iHPOpMaliliHO-0CBITHPOTO CEPEIOBUILA ~
pedeKcisi Ta BUCHOBKU). 3MiCTOBY CTPYKTYpPY (peHOMEHY «KOMIIETEHTHICTb i3 npoTuzii inpopmauiiHoMy
HaCWJIbCTBY 3/100yBayiB BUILIOI OCBITH B OCBITHbOMY CE€PEIOBUII NI€JAaroriYHUX 3aKJlajiB BUILOI OCBITU»
IIpeCTaBJIeHO Ha OCHOBI ii B3a€MOTIOB'I3aHUX | B3a€MO3YMOBJIEHUX KOMIIOHEHT, a CamMe: KOTHITUBHOI, eMOLIiHO-
L[iHHiCHO{, TOBeiHKOBO-isbHICHOI. BU3HaYeHO cucTeMy KpuTepiiB (KOTHITUBHUMN, 0COOUCTICHO-I[iHHICHNU,
Lisi7IbHICHUMI), @ TAKOXK [TOKA3HUKIB Ta PiBHIB 117151 OLiHIOBaHHSI SIKICHUX i KiJIbKICHMX XapaKTepUCTUK CHOPMOBAHOCTI
KOMIIETEHTHOCTI 3 NPOTUAii iHpOpMaLiiHOMY HACUJIBCTBY 3[100yBayiB BUILOI OCBITH B OCBITHbOMY CE€PEIOBHUII]
nefarorivyHux 3akjaiB BULLOi OCBiTH. PO3p0o6seHOo niarHOCTUYHMI iHCTPYMEHTAapiil BUSIBJIEHHS PiBHIB
cpOpMOBAHOCTI KOMIIETEHTHOCTI 3 TPOTUIii iHPOpMaliliTHOMY HACUJILCTBY 37100yBayiB OCBITH I€JaroriYHUx
3aKJIafliB BUIIOI OCBITU. 32 pe3yabTaTaMU €MIIIPUYHOrO AOCIIIPKEHHS 3'1COBAaHO Cy4aCHU CTaH NPoQinakTUKU
iH(popMaLiIHOTO HACUJILCTBA B OCBITHBOMY CEPELOBULL] [1€1aroriYHMX 3aKjIa/liB BUIIOI OCBITH, L0 BUMAarae
cpOpMOBAHOCTI KOMIIETEHTHOCTI 3 TPOTUIil iHPOpMaLiTHOMY HACUJIBCTBY 37100yBayiB OCBITH I€JarorivHux
3aKJa/iB BUIIOI OCBiTU. Y AucepTallii po3p0o6sieHO, TEOPETUYHO OOIPYHTOBAHO I €KCIIEPUMEHTAJIBHO I1IE€PEBIPEHO
CTPYKTYpPHO-(YHKIiOHaIbHY MOJ€Jb TPOQiakTUKU iHPOPMaLIifHOrO HACHUJIbCTBA B OCBITHbOMY CE€PEIOBHUII]
NefaroriYHrx 3aKkjajiB BUILOI OCBITU B LiJIICHOCTI OpraHi3aniiiHO-LiJIbOBOTO, 3MiCTOBO-TEXHOJIOTIYHOIO Ta
IiarHOCTYBaJIbHO-aHAJITUYHOTO GJIOKIB, 110 BijoOpaskae B3a€MO3B'I30K 11iJli LOCiIKeHHs. YBUPa3HEHO 0CO0IMBe
3HAUY€HHS] BUOKPEMJIEHHSI IPIOPUTETHUX NE€JaroriYyHNX YMOB NPOoPiNakTUKY iHPOpMalLiliHOro HACUJIbCTBA B
OCBITHbOMY CEpeIOBHILi eJaroriyHyx 3aKJIaZiB BULIOi OCBITU SIK OCHOBHOTI'O 3aCc00y pearizanii Buie3a3HauyeHoi
MO[IeJTi, a caMe: CTBOPEHHs 6e31eYHOT0 iHhOPMAaIiiHO-0CBITHBOTO CEPEIOBUIIA MeJJarOTiYHIX 3aKIa/iB BUIIOI
OCBITH Ta CUCTeMaTHYHE JIiarHOCTYBaHHSI 1J0/10 BUBHAUEHHSI NIOTEHLIMHUX BUSBIB iHPOPMaLiliHOTO HACUJIbCTBA;
TE€OPETUKO-MIPaKTUYHA MiJroTOBKA 37,00yBayiB BUIIOi OCBITU 3 IUTaHb NIPEBEHIIii Ta NPOPiNaKTUKK iHPOPMaLiITHOTO
HACUJbCTBA; KOOPAMHALS AisSJIbHOCTI CJIyK0, IEPCOHAITY 3aKJIaZly BUIIOI OCBITU 3317151 €(EeKTUBHOI IPOTU
iHopmaliiiHOMy HaCUIbCTBY; MiArOTOBKA BUKJIaAauiB 10 NpodinakTuky iHpopMalLiliHOro HaCUJIbCTBA B
OCBITHbOMY CEPEJOBUIL NeAaroriyHyx 3aKjaziB BULOi OCBITU. Y X0 [1e1aroriyHoro eKClepuMeHTY OO PYHTOBAaHO
e(EeKTUBHICTb IibpaHuX Y JOCJIiIPKEHH] [Ie1aroriYyHMX YMOB, IO CTBOPIOE MiJiCTaBU CTBEPKyBaTU PO
CIIpaBeJINBiCTh IPUIYIIEHHS, 32 SKUM C(POPMOBaHICTb KOMIIETEHTHOCTI 3 TPOTU il iHPOpMaIiliHOMY HACUIIBCTBY
37100yBayiB BUIIOi OCBITH iCTOTHO MiJBUIIUTHCS 32 YMOBY peasisallii nefaroriyHux yMoB YIIPOBa/I>)KE€HHSI
CTPYKTYpHO-(YHKIiOHAIBHOI MOeJli TPoginakTKy iHpOpMaLiflHOro HACKUJIbCTBA B OCBITHBOMY CE€pPEOBUIIi

regarorivHuX 3aKJajiB BUIOi OCBITH.

2. This thesis presents, for the first time, a theoretical generalization and a proposed scholarly solution to the
problem of preventing information violence in the educational environment of pedagogical institutions of higher
education. The study identifies the specific features of such prevention, particularly in the context of developing
students’ competence in countering information violence. A range of fundamental scientific approaches essential
for understanding the problem of preventing information violence in the educational environment of pedagogical
institutions of higher education has been analyzed. The synergistic integration of these approaches enables
effective prevention of information violence at various stages — emergence, manifestation, identification,

prevention, and mitigation of consequences. It also facilitates the implementation of all preventive tasks across



different levels, including organizational, methodological, applied, diagnostic, and reflective stages. The conceptual
content of the terms “information violence in the educational environment of pedagogical institutions of higher
education” and “prevention of information violence in the educational environment of pedagogical institutions of
higher education” has been clarified. It has been established that a “safe educational environment in a pedagogical
institution of higher education” refers to a set of conditions and measures that ensure the protection of
participants in the educational process from various threats in the digital space. Given the specific nature of
information violence in the educational environment of pedagogical institutions of higher education, the most
effective means of such violence is recognized as informational influence. The most common and widely cited
means of informational influence (violence) is the information attack. Depending on the source of information
dissemination and classification by intensity, duration, and frequency, information violence in the educational
environment of pedagogical institutions of higher education may manifest in various forms, which have been
defined and characterized as cyberbullying, trolling, cybermobbing, doxxing, hate speech, the spread of fake news,
and manipulative techniques of context substitution, among others. An algorithm for combating information
violence is presented, which includes the following steps: detection of the harmful factor - identification of at-risk
groups - organizational and pedagogical influence - creation of a safe educational environment - reflection and
conclusions. The content structure of the phenomenon of “competence in countering information violence among
higher education students in the educational environment of pedagogical institutions of higher education” is
presented based on its interrelated and interdependent components, namely: cognitive component, emotional-
value component, behavioral-activity component. A system of criteria (cognitive, personal-value, and activity-
based), as well as indicators and levels, has been designed for assessing the qualitative and quantitative
characteristics of the formation of competence in countering information violence among higher education
students in the educational environment of pedagogical institutions of higher education. The results of the
empirical study revealed the current state of information violence prevention in the educational environment of
pedagogical institutions of higher education, which necessitates the development of competence in countering
information violence among students in these institutions. The thesis has developed, theoretically substantiated,
and experimentally tested a structural-functional model for preventing information violence in the educational
environment of pedagogical institutions of higher education. This model encompasses the organizational-targeted,
content-technological, and diagnostic-analytical blocks, reflecting the connection between the goal of the study.
The thesis emphasizes the importance of identifying priority pedagogical conditions for preventing information
violence in the educational environment of pedagogical institutions of higher education as the main tool for
implementing the above-mentioned model. These conditions include: creating a safe educational environment in
pedagogical institutions of higher education and systematically diagnosing potential instances of information
violence; theoretical and practical training for students in issues of information violence prevention and
counteraction; coordinating the activities of institutional staff to effectively counter information violence; and
preparing teachers to prevent information violence in the educational environment of pedagogical institutions of
higher education. Throughout the pedagogical experiment, the effectiveness of the pedagogical conditions
selected for the study was substantiated.
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