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Pedepar:

1. Y nuceprauii po3B’si3aHi HOBI akTyaJbHi 3aJla4yi CTBOPEHHS, JOCJIiIPKEHHS], OL[iHIOBAaHHSI Ta 3a06e3le4yeHHs
rapaHTO3[laTHOCTi KOMITIOTEpPHUX cucTeM. PO6OTa CKJIaaeThCs i3 BCTYIy, YOTUPbOX PO37iliB, BUCHOBKIB, CIIUCKY
BUKOPHUCTaHUX JIKEpeJI Ta ITATU JoJaTKiB. [IpencTaBieHa poboTa BifHOCUTHCS 10 061acTi Teopii HagiitHOCTi i
rapaHTO3[laTHOCTI KOMITIOTEPHUX CUCTEM. Y IIepIIoMy po3zini «Po3pobdka aTpubyTHBHOI MOJieJli TapaHTO30aTHOCTI
KOMITIOTEPHHUX CUCTEM» PO3IJISAal0ThCS CYyYaCHi IPO6IEMU CTBOPEHHS rapaHTO3laTHUX KOMITIOTEPHUX CUCTEM i
IIPUBOASITHCSI BUCHOBKU [P0 HEOOXiAHICTh 3aCTOCYBAHHS KOMILJIEKCHOTO MiTX0Ay [0 ix BUpIlIeHHs Ha MJIaT(POpMi
HOBOI BiZIMOBOCTIKOI JBOKaHaJIbHOI CTPYKTYpU. PO31ia MiCTUTL PO3rOPHYTHIA aHAJIi3 OCHOBHUX XapaKTEPUCTUK

(aTpubyTiB) rapaHTO3aTHUX KOMITI0TepHUX cucteM (KC), a came: 6€3BiIMOBHICTb, TOTOBHICTb, 0OCIYyTOBYBAHICTB,



JKUBYYiCTb, JOCTOBIPHICTb, (PYHKIiOHA/IbHA O6€3I1eKa, KOH(PiIeHiHICTb, LiTiCHICTb i3 IeTaJbHAM OIIMCOM IX METPUK
Ta METOJiB KiJIbKicHOI o1jiHKU. Ha 0cHOBI ynockoHaneHoi aTpubyTuBHOI Mopesi rapanTo3natHocTi KC,
BHMKOPHCTOBYIOYM METPUYHUI MTiIXiMl, pO3pO6JIEHO [1Ba aHATITUYHNX METOJU Ki/IbKiCHOI OLiHKM BaroBux
KoedinienTiB rapanto3garHoi KC, mo 6a3yroTbCsl Ha B3a€MOBiJHOIEHHI METPYK FapaHTO3aTHOI cucteMu. Jlys
aHaJIITUYHOTO OLiHIOBAHHS PiBHS rapaHTO3[AaTHOCTI KOMITIOTEPHUX CHUCTEM, Y 1IiJIOMY, 3a[IPOTIOHOBAHO
MaTeMaTUYHy MOZeJib y BUIJISA] PyHKLiOHAy OOIPYHTOBAHOTO BUY. 3aBIsIKU PO3IJsiLy aTpUOYTUBHOI MOJei
rapaHTO3[]aTHOCTI, SIK CyKYITHOCTi METPUYHUX [TOKA3HUKIB PO3P0O0JIEHO METO]], IIOPiBHSJIBHOI OLIHKY KOMITIOTEPHUX
CHCTEM i3 O0KY IOCATHYTOT'O PiBHSI FApAHTO3JATHOCTI Pi3HUX BapPiaHTIB iX BUKOHAHHS Y IPOLEC] TPOEKTYBAHHSL.
Po3pob6sieHo cKajsipHy MaTeMaTU4Hy MOJeJib KiIbKiCHOTO OIIiHIOBaHHS 3arajbHOro piBHSA rapaHTosnaTHocTi KC.
OnucaHo OCHOBHI MeTOJU 3a0e3l1e4eHHs rapaHTO3aTHOCTI. Y Apyromy po3zini «Po3pobka Ta aHami3
BiZIMOBOCTIMKOi KOMITIOTEPHOI CHCTEMMU 3 KBa3iMiCTKOBOIO CTPYKTYPOIO» IPOBEIEHO NOCIiIKEHHS BIACTUBOCTEN
BiZIMOBOCTIMIKUX CHUCTEM, 10 103BOJINJIO BUKOPUCTOBYBATH CTPATETiI0 BiIMOBOOE3IEKU SIK aJIbTEPHATUBY 1OPOrOi
CTparerii NOBHOI BiIMOBOCTIMKOCTI IIPU IPOEKTYBaHHI rapanTo3gatHux KC. B po3aisi onucano migxiz, momno
PO3POOKU BiIMOBOCTIMKMX KOMITIOTEPHUX CUCTEM [1JIs1 BUNIAJKY, KOJIA CTBOPIOBaHA CUCTEMA SBJISIE COOOI0
KPUTWYHY iHPPACTPYKTYyPY Ta Ma€ MOXKJIUBICTb TP BUHUKHEHHI 6y/Ab-5IKOi OIMHOYHOI BiMOBY NPU3YyNIMHEHHS
BHMKOHaHHS cBO€i PyHKLI (TOBHICTIO 200 YaCTKOBO) 6€3 repexony y KpUTUIHUH cTaH. TaKM YMHOM, MTOBHA
BiZIMOBOCTI/KiCTb 3MiHIOETHCSI HA YACTKOBY BiZIMOBOCTIKiCTb, 2 CaMe BiIMOBOOE3IIEKY, 1110 Ha/la€ 3MOTY
IIPOEKTYBATH 6isblll €(PEKTUBHI CUCTEMU KPUTUYHOTO NNPpU3HAYEHHS. PO3p006JI€HO OCHOBHI BUMOTH [10 IPOIPaMHOTO
3a6e31e4eHHs BilMOBOCTIMKMX KOMITIOTEPHUX CUCTEM i 1OBEIEHO MOXKJIUBICTb JOCSTHEHHS BUCOKOTO CTYIIEHS
3aXUIEHOCTI KepyIounX IIPorpam 1oi0 NporpaMHUX IIOMUJIOK i BiMOB anlapaTHUX 3aC00iB 3aBMSIKY BUKOPUCTAaHHIO
METO/iB IOoTNepeKeHHs, BUSBJIEHHS Ta 3a0€3Me4YeHHsI CTiMIKOCTi 10 MOMUJIOK. Y OCKOHAaNIEeHOo Kiacudikaiiito
IIBOKAHAJIbHUX BiTMOBOCTIMKMX CTPYKTYP KOMITIOTEPHUX CUCTEM, II0Ka3aHO TIepeBary i HeJJ0JIiKu KOKHOI 3
POBIJISIHYTUX CTPYKTYP 3 JIOTiYHOIO (PYHKIIi€I0 BiiHOBIIIOI0YOr0 opraHa "I". 3 MeTolo MiABUILEHHS eKCIITyaTallifiHO1
TOTOBHOCTI iCHYIOUMX CTPYKTYP pPO3p00JiIeHO HOBY KBa3iMiCTKOBY CaMOBiJJHOBJIIOIOUY JBOKAHAJIbHY CTPYKTYPY 3
peKoHirypaltlielo Ipy BiIMOBAaX CKJIAIOBUX YACTUH, 10 CKJIAAETHC i3 pIBHOHALIHUX Ay0JIbOBAaHUX BY3JIiB 3
BiJHOBJIIOIOYMMU OpraHaMuy, siki MaioTh pyHKLio "l /ABO". [loBenieHO, 10 3aBASKY AeKOMIT03uLii GyHKIIIOHATbHAX
0J10KiB Ha piBHOHAi}Hi YaCTUHU Ta JOJABaHHSIM CXeM KOHTPOJIIO i peKOHpirypauii MoXxJinBo niaBUIMTH
3arajibHU PiBEHb IMOBIPHOCTI 6€3BiIMOBHOI POOOTU CUCTEMH Y LIIJIOMY. Y rajy3i CTBOPEHHS KOMITIOTEPHUX
CHCTEM i3 MiJBUIIEHOIO KMUBYUiCTIO, TPOJAEMOHCTPOBAHO 3aCTOCYBaHHS IPUHLIUITY iHPPACTPYKTYPHOTO
pe3epByBaHHS Ta TOIIOJIOTIYHOI ONITUMI3alil Ha IPUKJIaZi BUKOPHUCTAHHS KBa3iMiCTKOBOI CTPYKTYPH IIpU 10Oy 10BI
CUCTEMU NIPOTHABAPIMHOI aBTOMATUKMU TiZlpOEIEKTPOCTAHLIN. Y PO31iJii IPOJEMOHCTPOBAHO, IO IPUHINII
IVXOTOMIi, NOK/IaieHnii B OCHOBY po3pooku KMC, serko macimrabyeTbCs Mif, pisHi yMOBY i Ma€ BUCOKMI IIOTEHLiall
3aCTOCYBaHHS I1pY OOy OBi 6€3BiIMOBHUX i BITMOBOCTIMKUX CUCTEM MiJBUIIEHO] 6€3BiIMOBHOCTI, TOTOBHOCTI i
6esmnexu. Y TpeTboMy po37isi «3adesneyeHHs 6€3BiIMOBHOCTI BilMOBOCTIIKUX KOMITIOTEPHUX CUCTEM» IIPOBELEHO
IOCJIiIKeHHS HaJlilHOCTI i JOCTOBIPHOCTI (PYHKLIIOHYBAaHHS KBa3iMiCTKOBOI CTPYKTYpH, I0Ka3aHo ii nepesaru nepeq,
iHIIMMU JBOKaHAJbHUMU CTPYKTypaMu. lle minTBepAKeHO NPOBEIEHHSIM aHAMITUYHUX PO3PAxyHKIB JeKiIbKoMa
METOJAMH Ta IIJIIXOM CTaTUCTUYHOIO MOJMEJIOBAHHS. Y YETBEPTOMY PO31isi « MiKpornpouecopHa KOHTPOJIBHO-
iHpopMaliiiHa cucteMa 115 3a1i3HUYHUX nepei3fiB «biarosicT»» po3risganTbcs IPobIeMu aBapiHOCTI Ha
3a7i3HUYHUX Nepeiznax. [IpuBoasaThC iX pilleHHs 3aBASKU BIPOBAIKEHHIO KOHTPOJIbHO-iHMOPMaliliHUX CUCTEM
HOBOTO 3pa3Ka, 10 6a3ylThCs Ha iHGOpMaLiiHOMY HiAXOIi, SKUH 103BOJISE MiABUIIATA 6€3I1EKY PyXy

aBTOMOOIZIBHOTO TPAHCIIOPTY Yepes 3aJli3HUYHi repeizny.

2. The dissertation addresses the new current tasks of creating, maintaining and evaluating the computer systems'
security. The work consists of an introduction, four sections, conclusions, a list of sources used and three
applications. The work presented relates to the field of computer systems warranty theory. The first section,
"Developing an Attribution Model for Computer Systems Warranty," discusses the current problems of creating a
computer-based computer security system and concludes that a comprehensive approach is needed to address
them on the platform of a new fault-tolerant structure. The section provides an in-depth analysis of the main
characteristics (attributes) of a CS, namely: uptime, availability, serviceability, survivability, reliability, functional



security, confidentiality, integrity with a detailed description of their metrics and methods for quantifying them.
Based on the attributive model of the CS (AMGCS), using the metric approach, a methodology for quantifying the
level of implementation of attributes, metrics and criteria for evaluating the level of implementation has been
developed. In order to analytically evaluate the security level of computer systems, in general, a mathematical
model in the form of functional type is proposed. By considering the attribution model of the guarantee as a set of
metric indicators, a methodology for the comparative assessment of computer systems by the achieved level of
guarantee of different variants of their implementation has been developed. The basic methods of guaranteeing
are described. The second section, “Designing and Analyzing a Faulty Computer System with a Quasi-Content
Structure,” first describes the approach to developing a fault-tolerant computer system for the case where the
system created is a critical infrastructure and has the potential for any single failure to suspend execution. its
function (in whole or in part) without going into a critical state. Thus, complete fault tolerance is transformed into
partial fault tolerance, namely fault tolerance, which enables the design of more efficient systems of critical
application. Basic software requirements for fault-tolerant computer systems have been developed and the ability
to achieve a high degree of security for management programs, software bugs and hardware failures has been
demonstrated through the use of error prevention, detection, and fault tolerance techniques. The classification of
two-channel fault-tolerant structures of computer systems has been improved, the advantages and disadvantages
of each of the structures considered with the logical function of the restoring body "I" are shown. In order to
improve the operational readiness of the existing structures, a new quasi-self-repairing two-channel structure
was developed with reconfiguration of component parts, consisting of equally reliable duplicate units with
restoring bodies having the "AND / OR" function. It is proved that by decomposition of functional blocks into
equally reliable parts and addition of control and reconfiguration circuits it is possible to increase the overall
probability of trouble-free operation of the system as a whole. The quasi-content structure easily scales in the
direction of increasing the number of duplicate nodes and has a high potential for use in the construction of
trouble-free systems of high availability. In the field of creation of computer systems with high survivability, the
application of the principle of infrastructure redundancy and topological optimization is demonstrated, using the
example of a quasi-capacitive structure in the construction of a hydroelectric power station automatic safety
system. A high survivability cluster structure has been developed, which has significant prospects for the
development of endurance critical cluster systems. In the third section, "Ensuring the failover of fault-tolerant
computer systems", we investigated the reliability and reliability of a Quasi-Bridge Structure (QBS), and its
advantages over other dual-channel structures. This is confirmed by analytical calculations by several methods
and by statistical modeling. The reliability of the QBS functioning was evaluated using the original
phenomenological model, which demonstrated its advantages over other two-channel redundant structures.
Section 4, Microprocessor Control and Information System for Blagovest Railroad Crossings, discusses the
problems of accident at railroad crossings, and addresses their solutions through the introduction of a new model-
based control and information system that enhances traffic through railroad crossings. Within the framework of
competition of scientific and technical projects of scientific institutions of NAS of Ukraine in IPMMS of NAS of
Ukraine. Keywords: dependability, fault-tolerance, fail safety, attributive model of dependability, quasi-bridge
structure, quantitative assessment of the level of dependability.
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