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1. HaykoBa mpatisi mprcBsiieHa BUBYEHHIO iHPOpMaliliHUX BiliH Ta 3aco6iB iHpopmawiitHOi 6e3neKy 3 03Ul
Cy4aCHUX TEOPETHMKO-KOHUENTYaJIbHUX HANpPaLIOBaHb. AKTYaJIbHICTD 11i€i TEMU 3yMOBJIIOETLCS TUM, 1J0 Ha
CbOTOZHILIHIN leHb MP06JIeMY BUHUKHEHHS Ta PO3BUTKY iH(OpMaLifHUX BillH Ta (GOPMYBaHHS Iep>KaBaMU
e(eKTUBHUX MeXaHi3MiB 010 3anobiraHHs ix 3ry6HOMyY BILJIMBY Ha MaCOBY CBiZJOMiCTb Ta IICUXiYHUI CTaH
IPOMaJsiH € HEJOCTAaTHHO PO3POOJIEHNMHU B Cy4YacCHIl MOJIITHYHIN Haylli. ABTOPKOIO 37ilICHEHO KDUTUYHUM aHali3
HAyKOBUX IIpallb 3 IUTaHb iHGOpMaLiliHO] 6e31eKy, BUKOPUCTAHHS TepPMiHy iHpopmaliliHoi BiliHM, Ha OCHOBI SIKOTO
BM3HAYEHO PiBEHb TOTOBHOCTI CY4aCHOT'O YKPAiHCBKOTO CYCIIiIbCTBA 3aXMIIATH cebe Ta OyTU CIIPOMOXKHUM
IpOTUAiATY OyIb-SIKUM CIIPOGAM MaHIMyJIIOBaHHS MOro CBimoMicTio. [lucepTaHTkomo 6yJ10 3'1COBaHoO, 0 Yy
Cy4aCHOMY CYCIIiJIbCTBI TEPMiH «iHQopMaliiliHa BiliHa» IOCTYIOBO E€PENIIOB 3 II03ULIiNl 3HAKOBO-CHMBOJIIYHO]
OJVHML] My6JIiLICTUYHOI Ta MOJITUYHOI JIEKCUKU 10 CAMOCTIITHOI KaTeropii HAayKoBOro JUCKYpCY, a iHdpopMaliiiHa
BiliHa € 6araToIJIaHOBUM i CKJIaJIHUM (PEHOMEHOM CY4aCHOTO CBiTy Ta Ma€ COLiaJbHO-KOMYHIKaTUBHNI,

IICUXOJIOTIYHUM Ta TeONOITUYHUHN IiAX0nU 40 MOro BU3HayeHHs. Y poOoTi onucaHo ABi rpynu iHpopmMauiiHux



BiliH, 110 iCHYIOTb Y Cy4aCHOMY CYyCIIiJIbCTBI: 'PYIIa, sIKa [IOB'I3aHa 3 KOHCL[iEHTaJIbHUM XapaKTepoM iH(popMaliiiHoi
BiliHU Ta IpyIa, sIKka 30pieHTOBaHa Ha HiBeJIsL0 BIIMBY iHpopMauii Ta iHpopMalifiHO-KepyIOUnuX CUCTEM
CYIIpOTUBHUKA. Buzineno Buagyu ingpopmaniiiHuX BiliH: ICUXOJIOTIYHY BiliHY; MEpPEKeBY BillHY; KibepHETUYHY BiliHY;
iZIeosnoriyny AUBEPCilo; pafioeeKTPOHHY 60pOThOY. AHAJI3YIOUM TEXHOJIOTI] BefleHHs iHpopMaLiliHO]i BiliHN
aBTOpPKA MOJisie iX Ha: IPOrpaMHO-KOMITIOTE€PHI Ta TEXHOJIOTII I aIrOPUTMY, [1isl SIKUX CIIPSIMOBYETLCS HA T€, 100
yPa3uUTH KOMITIOTEPHi CUCTeMH BiliCbKOBOTO Ta JepP>KaBHOTO yIIpaBJliHHS CyIPOTMBHUKA. BusHaueHo TepMiH
«inpopmariiiHa 6e3nexa», IKA riepefbdaydae nepul 3a Bce, 3aXMCT KOHCTUTYLIMHOTO JIafly, CyBEpPEHITEeTy Ta
TePUTOPialbHOI LiNiCHOCTI AepKaByu 3 BUKOPUCTaHHSIM iHpopMaliiiHux 3aco6iB. [TogaHo knacudikalilo cucrem
iHdopmaniitHoi 6e3neKy, IKy aBTOpKa YMOBHO MOZiJse iX Ha YOTUPU TUIIU: €BPOIIEHCHKY; aMEepPUKAHCHKY;
pocilicbKy; KuTanchbKy. [IpoanasnizoBaHo npolec eBoJioLii yKpaiHChKoi cucTemu iHpopmaliiiiHoi 6e3exu 3a nepiof,
HEe3aJIeXXHOCTI AEeP>KaBU Ta BUIiNE€HI OCHOBHI BUAM iH(POpMaLiIHUX 3arpo3 IJIs1 Cy4acHoi YKpainu: indpopMauiniHi
BiliHM; KibEpPHETUYHI aTaKy 3 METOI0 HAaHECEHHS IKOAU iHdopMaLiliHill Ta MaTepiasnbHiil iHdpacTpyKTypi
IIPOTUJIESKHOI CTOPOHU; KibepHETUYHUI IIIIIOHAX 3 METOI0 BUKPaZeHHs iHdopmaliii, sika He IOMNPIOETHCS Y
BiIKDUTOMY JOCTYIIi. AHaJIi3 HOPMaTUBHUX JOKYMEHTIB, SIKi CTOCYIOTbCS [IPABOBOTO PETYJIIOBAHHS IIOJIITUKU
iHpopmaLiitHoi 6e3neku B YKpaiHi, JO3BOJINB JOCiIHUL 3p0OUTH BUCHOBOK IIPO Te, 10 32 POKM HE3aJ1€KHOCTI
37ilfiCHEHa 3HayHa pob0Ta Ha JIep>KaBHOMY PiBHi, 1[0 cTocyeTbCsl iHGOpMaLLiiiHOI 6e3I1eKky, a caMe yXBaJleHHS
3akoHy Ykpainu «IIpo ocHOBHI 3acany 3abe3nedeHHs Kibepbesneky YKpaiHuy, sIKUii J03BOJIUB BIPOBAKEHHS
Cy4aCHHUX €BPOIENChKUX ITPAKTUK Y CUCTEMY iHPOpMaLiliHOi 6e3neKu: yIpasiiHHs iHpOopMaLiliHOIO 6€3MEeKOI0 Ta ii
ayJuT, 3aCTOCYBaHHS raJly3€BUX CTAHIAPTU30BAHUX BUMOT /10 KiGEPHETUYHOTO 3aXUCTy 00'€KTiB KPUTUYHOI
iHdpacTpykTypu. V nociigkeHHi 00rpyHTOBYETbCS NOLIIbHICTb Ta CBOEYACHICTb IIPOBEI€HHS YIIOPSIKYBaHHS
iHdopmaliitHOro 3aKOHOZABCTBA, Or0 CUCTeMaTH3allii, 30Kpema MIISIXOM NPUNHATTS [HdopMaliitHOro Kogekey. ¥
po6OTi MOAAHO aBTOPChKE OAaYEHHS UIJISIXIB YIOCKOHAJIEHHS iHPOpMaLiiiHOi 6e3MeKu CydacHoi YKpainy, sike
noJisirae y KOHKypeH1ii iHdopMarLiiiHOro pocTopy Ta IpaBOBOMY PETYJIIOBaHHI, a caMe (POpMyBaHHI 3aKOHO,ABYOI
6a3u ep>kaBy LUISIXOM CTBOPEHHS HACTYITHUX 3aKOHiB: 3aKOHY ITPO iHO3EMHUX areHTiB Ta JKOPCTKOTO KOHTPOJIIO
HAaJ, IisJIbHICTIO iHOAreHTiB 3 60Ky IPaBOOXOPOHHMX OPraHiB; 3aKOHY Ipo nuddamaliiio, sikuii 61 yoesnedns
indopmatiiiHe nosie Bif HerpaBAUBOi Ta GpeiikoBoi iHpopMmallii; 3aKOHy PO 3a60POHY BTPy4YaHHS B AisyIbHICTb 3MI
Oy[b-sIKMX OpPraHiB BJIaf|, KPiM CYJ0BUX; 3aKOHY IIPO MOPaTOpill Ha IpumMycoBe 3akputTs 3MI Too.

2. The research is devoted to analyzing information wars and means of information security from the point of
modern theoretical and conceptual trends. The significance of this article is due to the fact that, Today the
problems of the emergence and development of information wars and the formation of effective mechanisms by
states to prevent their deleterious effect on the mass awareness and mental state of the people are not sufficiently
developed in modern political science. The author has made a critical analysis of scientific works on the issues of
information security, the use of the term information warfare, based on which the level of readiness of the modern
Ukrainian society to protect itself to be able to oppose any attempts to manipulate its information. The disertant
has found out that in the modern society the term "information warfare" has gradually moved from the position of
sign and symbolic unit of the publicistic and political vocabulary to a self-sustaining category of scientific
discourse, and information warfare is a complex and complex phenomenon of the modern world and has social
and communicative, psychological and geopolitical approaches to its definition. The work describes two groups of
information wars that exist in the modern society: the group that is associated with the contentious nature of
information warfare and the group that is focused on the non-violation of the influence of information and
information control systems of the enemy. The following types of information warfare have been identified:
psychological warfare; measure warfare; cybernetic warfare; ideological sabotage; radio-electronic warfare. The
author analyzes the technologies of information warfare and divides them into software and computer
technologies and algorithms, the action of which is focused on how to identify computer systems of military and
state control of the enemy. The term "information security" is defined, which means, first and foremost, protection
of constitutional order, sovereignty and territorial integrity of the state through the use of information resources.
The author has submitted a classification of information security systems, which she conditionally divides into four
types: European; American; Russian and Chinese. The process of evolution of the Ukrainian information security



system during the period of independence was analyzed and the main types of information threats to present-day
Ukraine were identified: information wars; cybernetic attacks aimed at damaging the information and material
infrastructure of the opposite side; cybernetic espionage aimed at stealing information that is not publicly
available. The analysis of normative documents related to the legal regulation of information security policy in
Ukraine allowed the researcher to conclude that during the years of independence significant work has been done
at the state level, concerning information security, namely the adoption of the Law of Ukraine "On the Basic
Principles of Ukraine's Information Security" that allowed for the implementation of the modern European
practices in the system of information security: information security management and audit, application of
industry standardized requirements for cybernetic protection of critical infrastructure objects. The research is
aimed at the feasibility and timeliness of the ordering of information legislation, its systematization, in particular
through the adoption of the Information Code. The work presents the author's vision of the ways to improve
information security in Ukraine, which consists in competition of the information space and legal regulation,
namely the formation of the legislative framework of the state through the creation of the following laws: The law
on foreign agents and strict control over the activities of foreign agents on the part of law enforcement agencies;
the law on defamation, which would protect the information field from untruthful and fake information; the law on
the prohibition of intrusion into the activities of mass media by any authorities, except the courts; the law on the
moratorium on the forced closure of mass media, etc.
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