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Pedepar:

1. B po6oTi BupileHO aKTyajbHe HayKOBE 3aBJaHHS 3 PO3POOKY MOJieJIel Ta METO/IiB BUSIBJIEHHS T IIPOrHO3yBAaHHS
3arpo3 7151 KOPIOpaTUBHUX KOMITIOTEDHUX MEPEXK 3aC00aMU €KCIIEPTHUX CUCTEM J1JIsl TiIBUILIEHHS TOYHOCTI
BUSBJIEHD TA OIIEPATUBHOCTI IPUMHSTTS pillleHb 0[O pearyBaHHs Ha HasIBHI Ta MOXKJIMBI 3arpo3u. O6’eKTOM
IOCJIiIPKEeHH € iHpopMalliliHi mpoliecy 3axUCTy KOPIIOPAaTUBHUX KOMITIOTEPHUX MepeX Bifl Kibep3arpos.
[IpegMeTOM MOCIIKEHHS] € METOIU, MOZeJli Ta efleMeHT! iH(popMalifiHOi TeXHOJIOTii BUSIBJIEHHS Ta
IIPOTHO3YBaHHSI Kibep3arpos /111 KOPIIOPaTUBHUX KOMITIOTEPHUX MEPEX 3aC00aMu €KCIIEPTHUX CUCTEM. METOI0
IVCEePTaLifHOrO AOCJIIIPKEHHS € MiIBUILIEHHS ONI€PAaTMBHOCTI BUSIBJIEHHS 3arpo3 Ta 3a0€3Me4YeHHs MifTPUMKU
IPUIHATTS pillleHb MIO/I0 pearyBaHHs Ha HasIBHI Ta MOJKJIMBI BPA3JIMBOCTi KOPIOPATMBHUX KOMITIOTEPHUX MEPEX.
3aBJjaHHs JOCIIKEHHS [10JISITa€ Y CTBOPEHHI METO/IIB BUSIBJIEHHS Ta IIPOrHO3YBaHHS 3arpo3 JIJIsi KOPIIOPAaTUBHUX
KOMIT'IOTEPHUX MEPEX, a TAKOK CTBOPEHHS MOAEJ iH(popMaLifiHOI TEXHOJIOTI, 1[0 BpaxOBye KOMILJIEKCHE
BUKOPUCTAHHS 3alIPONIOHOBAHUX METOIB Ta 3aCO0iB €KCIIEPTHUX CUCTEM [1JIs1 MiITPUMKU IIPUIAHSTTS pillleHb. Y

IepIIOMY PO37isli IPOBEeAEeHO aHali3 OCHOBHUX THUIIIB 3arpo3 iHdopmalliiiHiiil 6e3reli KOpropaTuBHUX



KOMITIOTEPHUX MEPEX, LIJISIXiB X MOTPAIJISIHHS 10 KOPIIOPATUBHOI Mepexi Ta MexaHi3MiB ix fii. Bysio Bu3HaueHo
MOJeJIb 3arPO3HU [IJ1s1 KOPIIOPaTUBHOI KOMITIOTEPHOI MepesKi Ta 3MOJ1eJIbOBAHO IPOLLEeC BUSIBJIEHHS 3arpo3.
[IpencraBieHO NOPIBHAILHUM aHAali3 iCHYIOUMX CUCTEM Ta MiIXOMIB BUSBJIEHHS 3arp03 [1JI1 KOPIIOPATUBHUX MEPEXK.
Y npyromy po3ziji 3aliponoHOBaHO MOZEJb KOMIIIEKCHOI iHPOPMaLiliHOI TEXHOJIOTiI BUSIBJIEHHS 3arpo3 3
BUKOPUCTAaHHSM €KCIIEPTHUX OLIHOK [J14 [T0JaJIbIIOrO IIPOrHO3yBaHHA MMOBIPHOCTI peasizalii Bu3HaYeHUX
BEKTOPIB Bpa3juBoCTeil Ta GOPMYyBaHHS peKOMeHIallill 3 NpoTuii 3arpo3aM Ha ocHOBi Teopii Irop. Takosxx
PO3p06JIEHO METOAY BUSIBJIEHHS 3arPO3, Pe3YJIbTaTH SIKMX BUKOPHUCTOBYIOTHCS [IJ1s1 HAalIOBHEHHS 0a3y 3HaHb
exkcrepTHoi cuctemu. Cepef, METOiB BUSBJIEHHS 3arpo3 3alIPOIIOHOBAHO METOJ, BU3HAaYeHHS Ta Kinacudikariii cexuii
Linux ELF ¢aitny nis inentudikauii mkinmrsoro I13 Ta 06rpyHTOBaHO aKTyalbHICTh BUSIBJIEHHS 3arpo3 aJ1st UNIX-
NOAIiGHUX CUCTEM. B ITOPiBHSIHHI 3 iCHYI0UMM [OCTiI>KEeHUM MeTooM inenTudikauii mkigausoro I13 s UNIX-
NOJiOHMX CHUCTEM, 3alIPOIIOHOBAHMI METOJ, [T0Ka3aB CTATUCTUYHO 3HAYyllle OKpalleHHs TOYHOCTI Ta F1-Mipu.
JocrigKeHo 3acTocyBaHHsa Mogenen NLP 1o BuaBeHHs 3arpo3, B pe3yJibTaTi 4Oro 3arporIOHOBAHO METO/
inentudikanii mkigmueux Windows PE ¢aiini 3 Bukopuctanasm mogeni word2vec. JI71st BUSIBJIEHHSI MEPESKEBUX
aHOMaJIifl 3alIpONIOHOBAHO METOJ, 110 37aTHUI BUsABAITU DDOS aTaku 3 ypaxyBaHHSIM YaCOBOIO KOHTEKCTY PsiIiB
CIIOCTEPEXEHb MEPEKEBUX NIapaMeTpiB. Y SIKOCTi METOy IPOTHO3YBaHHS 3arp03 3allpOIIOHOBAHO BUKOPUCTAHHS
mepex baeca nyis GopMyBaHHS HMOBIPHOCTI HACTaHHS 3arpo3u Ha OCHOBI aHasi3y MepeskeBoro Tpadiky. Takox
OyJi10 IpoaHasi30BaHO CUCTeMY KiJIbKiCHOI oLiHKM 3arpo3 CVSS, sika cTaja OCHOBOIO 17151 IOOY0BY PY1Lisi BUCHOBKIB
iHpopMaLiitHOi TEXHOJIOTi MiATPYMKY NPUIHATTS PillleHb U010 3aXUCTy KOPINOPAaTUBHUX KOMITIOTEPHUX MEpPEX. Y
TPETbOMY PO3/1iJli IPEeACTABIEHO 3arajabHy (PYyHKIiOHAIBbHY MOAEJb iHPOPMAaLIIIHOI CCTEMNU BUSIBJIEHHS Ta
IIPOTHO3YBaHHS Kibep3arpos /st KOPIIOPaTUBHUX KOMITIOTEPHUX MEPEX, 110 BU3HAYa€ OCHOBHI BXiJIHi Ta BUXiTHI
napaMeTpu, OOMEeXXEHHS Ta MEXaHi3MU BUKOHAHHS 3 TPbOMa PiBHIMU AeTaidauii. [IpoBeieHO MOJIe/II0BaHHS
iHopmauiitHoi cuctemu 3 BUKopuctaHHsim UML giarpam, o [103BOJIMJIO BUAIIMTY OCHOBHI BapiaHTH
BHUKOpHUCTaHHS iHpopMaliiiHoi TexHosorii. YeTBepTuil po3nis MicTUTh po3pobeHi Monyi iHdopMaliiiHoi cucTeMu
BUSIBJIEHHSI Ta IPOTHO3YBaHHS 3arpo3 [1J11 KOPIIOPaTUBHUX KOMITIOTEPHUX Mepesx. HaBeneHi pe3yibraTtu
€KCIIEPMMEHTIB, SIKi MiITBEPIPKYIOTh €(PEKTUBHICTb 3aIIPONIOHOBAHUX METOiB Ta Mogesiei. OCHOBHI pe3yJIbTaTu
IOCJIiIKeHHS Ta HAyKOBa HOBM3HA POOOTH MOJIATal0Th B PO3POOIIi Ta YLOCKOHATIEHHI METO/IIiB Ta MOJeJiel
BUSIBJIEHHSI Ta IPOTHO3YBaHHS 3arpo3 /111 KOPIIOPAaTUBHUX KOMITIOTEPHUX MEPEK 3 BUKOPUCTAHHSIM CTaTUCTUYHUX
MoJeJsieil, METO/iB MalIMHHOTO HaBYaHHS Ta 3aC00iB €KCIIEPTHUX CUCTEM. BU3Hau€HO OCHOBHI CYTHOCTI, 110 B
CYKYIIHOCTI SIBJISIIOTh COOO0I0 MOJIEJIb Kibep3arpo3y Ta aHai3yl0TbCs B IpoLeci ii BUSIBIEHHS], 110 JO3BOJIUIIO
copmyBaTu Habip MEeTOIB 171 3a6e31eYeHHs 3aX1CTy KOPIIOPAaTUBHUX KOMITIOTEpHUX Mepex. [IpencrapieHi
METOJY NifABUILYIOTh €(PEKTUBHICTD NIPOLIECY BUSIBJIEHHS 3arP03 32 PaXyHOK 3MEHIIEHHS Yacy Ha ix ifeHTudikallito
Ta MiJBUIIEHHS TOYHOCTI. B po6OTi 3anIpONIOHOBAHO NOE€IHAHHS 3aC00iB €KCIIEPTHUX CHUCTEM 3 3alIPOIIOHOBAaHUMU
METO/IAMU BUSIBJIEHHS Ta [IPOTHO3YBaHHS 3arpo3, 110 3a6e3nevye NpoLec NigTPUMKU IPUIAHSTTS pillleHb 010
pearyBaHHs Ha icHyI04i Ta IporHo3oBaHi BpasiusocTi. CTBopeHa QyHKIioOHasbHa MoZesb iHpopmalliiiHOi cucTeMu
BUSBJIEHHSI Ta IPOTHO3YyBaHHS Kibep3arpo3 17151 KOPIIOPAaTUBHUX KOMITIOTEPHUX MEPEX, 10 MICTUTh iHpOpMalilo
PO OCHOBHI BXiJHi Ta BUXifHi MapaMeTpu, OOMEXEHHS, pECYpPCH, JeTai3allilo IPOLeCiB BUSBIEHHS Ta
IIPOTHO3YBAHHS 3arpPO3 Ta MOKe OYTU OCHOBOIO [1JIs1 TPOEKTYBAaHHS CUCTEM 3aXHMCTY KOPIIOPATHBHUX KOMITIOTEPHUX

Mepex.

2. The thesis solves a current scientific task of developing models and methods for detecting and predicting
threats to corporate computer networks using expert systems to increase the accuracy of detection and the
efficiency of decision-making regarding response to existing and potential threats. The object of the research is
the information processes for protecting corporate computer networks from cyber threats. The subject of the
research is methods, models, and elements of information technology for detecting and predicting cyber threats
for corporate computer networks using expert systems. The purpose of the research is to increase the efficiency
of threat detection and provide decision support for responding to existing and potential vulnerabilities in
corporate computer networks. The research objective is to create methods for detecting and predicting threats to
corporate computer networks, as well as to create an information technology model that takes into account the
comprehensive use of the proposed methods and tools of expert systems to support decision-making. The first



chapter analyzes the main types of threats to information security for corporate computer networks, the ways
they enter the corporate network and the mechanisms of their action. The threat model for the corporate
computer network was defined and the threat detection process was simulated. A comparative analysis of
approaches and existing threat detection systems for corporate networks is presented. The second chapter
proposes a model of comprehensive information technology for threat detection using expert assessments for
further prediction of the probability of implementation of certain vulnerability vectors and generation of
recommendations for countering threats using Game Theory. Threat detection methods are also developed, the
results of which are used to fill the expert system's knowledge base. Among the threat detection methods, a
method for determining and classifying the Linux ELF file section for identifying malicious software is proposed
and the relevance of threat detection for UNIX-like systems is substantiated. Compared with the existing
researched method for identifying malicious software for UNIX-like systems, the proposed method showed a
statistically significant improvement in accuracy and Fl-measure. The application of NLP models to threat
detection is investigated, as a result of which a method for identifying malicious Windows PE files using the
word2vec model is proposed. To detect network anomalies, a method is proposed that is capable of detecting
DDoS attacks taking into account the time context of series of observations of network parameters. As a threat
prediction method, the use of Bayesian networks is proposed to form the probability of a threat based on network
traffic analysis. The CVSS threat quantification system was also analyzed, which became the basis for building an
information technology inference engine to support decision-making in protecting corporate computer networks.
The third chapter presents a general functional model of an information system for detecting and predicting cyber
threats for corporate computer networks, which defines the main input and output parameters, constraints, and
execution mechanisms with three levels of detail. Modeling of the information system was carried out using UML
diagrams, which allowed us to identify the main options for using information technology. The fourth chapter
contains the developed modules of the information system for detecting and predicting threats to corporate
computer networks. The results of experiments are presented, which confirm the effectiveness of the proposed
methods and models. The main results of the research and the scientific novelty of the work consist in improving
the methods and models of detecting and predicting threats to corporate computer networks using statistical
models, machine learning methods, and expert systems. The main entities that collectively constitute a
cyberthreat model and are analyzed in the process of its detection have been identified, which has allowed the
formation of a set of methods for ensuring the protection of corporate computer networks. The presented
methods increase the efficiency of the threat detection process by reducing the time for their identification and
increasing accuracy. The work proposes a combination of expert system tools with the proposed methods of
detecting and predicting threats, which, due to expert assessments and the driver of conclusions, provides a
decision-making support process for responding to existing and predicted vulnerabilities.
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