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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOHM: XapKiBChbKUIl HALIOHAJIBHMIT YHIBEDCUTET PaliOEIEKTPOHIKH
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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemMaTHYyHHX PyOPHK: 20.51.19

Tema gucepranii:
1. MeTonu aHasi3y BlaCTUBOCTEH BUCOKOPIBHEBUX KOHCTPYKLil Ta cxeM (POPMYBaHHS LIUKJIOBUX KJIOUiB 6JI0KOBUX

CUMETPUYHUX KUPIB

2. Methods for analyzing properties of high-level constructions and key-expansion schemes of block symmetric
ciphers

Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA aHAJIi3y BJIACTMBOCTEN Cy4YaCHUX GJIOKOBUX CUMETPUYHUX MUPPIB, 30KpemMa
IIPOBOJUTLCS OLiHKA €(PEKTUBHOCTI OCHOBHMX BUCOKOPiBHEBUX KOHCTPYKIill 6JI0KOBUX MUPPIB, a TAKOXK
aHasizyeTbCsl CTiliKicTh 6710k0Boro mWndpy KanuHa 1o aTak Ha 3B'13aHUX KJII0o4ax. Y poOOTi OTPUMAHO OL[iHKU
e(eKTUBHOCTI TPbOX BUCOKOPiBHEBUX KOHCTPYKIil 6;10k0BUX mUGpiB: naHuora Geiicress, cxemu Jleii-Meci Ta
SPN cTpykTypu. BcTaHOBEeHO, 110 SPN-CTpyKTypa € Hail6inbil epeKTUBHOIO KOHCTPYKLI€IO 32 KpUTEPiEM
PO3pi3HIOBaHHS i3 BUIIQAKOBOIO (PYHKIIi€I0/ TIEPECTAaHOBKOIO. 3alIpOIIOHOBAHUI MEeTO/, OL[iHKY CTIKOCTi 6JI0KOBUX
mr@piB Ha ocHOBi SPN-KOHCTPYKLi 10 aTak Ha 3B's13aHUX KJIl0Yax (MPaKTUYHUI KpUTePill). 3acToCyBaHHS METOLY

IMOKa3aJjio SaXI/IU_LCHiCTb LbOr'o IMIEPETBOPEHHA [0 PO3TJIAHYTOIO KJIACY aTaK.

2. The thesis is devoted to the analysis of properties of modern block symmetric ciphers. In particular the
efficiency of basic high-level constructions for block ciphers is being analyzed. Security of block SPN-structure



against related-key attacks has also been researched. The thesis represents a complex of researches with the main
three high-level constructions: Feistel scheme, Lai-Massey scheme and SPN-structure. Research results confirm
that the SPN-structure is the most efficient high-level construction according to the criteria of distinguishing with
the random function. Research on security analysis of the block ciphers on the base of SPN-structure against
related-key attacks was also made (practical criteria). The developed method proved that this cipher is secure
against such attacks.
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