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1. MeToauKa MiIBUIEHHS 3aXUIIEHOCTi TIepCOHAIbHUX JaHUX KOPUCTYBAYiB CUCTEMU AUCTAHIIHOTO HABYaHHS
36poitHux Cun Ykpainu
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Pedepat/anoranis:

1. Tlpu BupiumeHHi npo6yemu Kibepbesrneku CUCTEMU NUCTaHLiIMHOro HaByaHHs 3akiafiB 3C YKpaiHy, akTyaJbHUM €
HAyKOBE 3aBIaHHs Y 0CKOHAJIEHHS iCHYIOUMX Ta PO3POOKU HOBUX MOJieJiell Ta MeTO/iB MiABUILEHHS 3aXUIEeHOCT]
II€PCOHANIBHUX JAHUX KOPUCTYBA4YiB CUCTEMU NUCTAHLIMHOrO HaB4aHHs 3C YKpaiHU Ha OCHOBI ITYYHOTO
iHTesexTy. BupimeHHIo 1bOro 3aBAaHHS i IPUCBSIYEHA JJaHa AucepTaliiiHa po6oTa. HaykoBa HOBM3HA OZjep>KaHUX
PE3yJIbTATIB 10JIAra€e B TOMY, LIO: BIIEPIIE 3aIIPOIIOHOBAHA METOAMKA MiJBULIEHHS 3aXUIIEHOCTI IEPCOHATIbBHUX
IAHMUX KOPUCTYBayiB CUCTEMHU JUCTAHLIMHOIO HaBYaHHs 36poiiHux Cui YKpaiHy, sika 3abe3nevyye cBoeyacHe
pearyBaHHS Ha IIOTiK 3arpo3 Ta 6a3yeTbCs Ha OCHOBI BIIPOBAIKEHHS MOZeJiell Ta METOIiB HeJiTKOi JIOTiKU Ta

riopugHUX Mepexx. MeTosiMKa [oegHy€e MoJiesli Ta METOMMU, SIKi CIIPSIMOBaHi Ha KOMIIJIEKCHE BUPILIEHHSI HACTYITHUX



3aBfaHb: 1) ineHTH(iKallis 3arpo3n Ta BUSHAYEHHS CTaHy CUCTEMHU 3aXUCTY IIEPCOHAJIbHUX JAHUX, a CaMe, CUCTeMa
3abe3medye 3axXUCT B IOBHOMY 00cCs13i 260 He 3abe3Ieyuye 3aXUCT Ta BUMarae 3aCTOCYBaHHS CIIOCO6iB Ta 3aC06iB, SIKi
paHille He 6y BUKOPUCTaHi; 2) pOopMyBaHHs BiflIOBIIHOI IPOTUIi Ha 3arpo3y 3 apCceHasy iCHYIOUUX METO[B,
CII0CO00iB, 3aC06iB Ta mpoueayp abo, y BUNAKY iXx HENPUIATHOCTI, POPMyBaHHS CTPATETii iX yJOCKOHAJIEHHS Ta
PO3POOKM HOBUX; 3) IPOTHO3YBAHHS CTAHY CUCTEMU 3aXUCTY B MAallGyTHbOMY 3 METOIO NTOIIE€PEIPKEHHS LIKiJIMBOTO
BILJIMBY 3arpo3. [IpakTuyHa peanisaliis MeTOAUKY [03BOJIsIE 3a0€31eUNTH IIOCTIMHUI 3aXUCT [NePCOHAIBHUX JAHUX
KOPHMCTYBauiB CUCTEMHU [VCTAHLIMHOro HaB4aHHs 36poitHux Cui YKpaiHu; yA0CKOHAIEHO MOJEJIb OLiHKY CTaHy
CHACTEMHU 3aXUCTy IEPCOHAJIbHUX IAHUX, SIKA HA BiIMiHY BiJ] iCHyI0UMX 6a3y€eTbCSl HA HEUITKOMY JIOTIYHOMY
BUBeNleHHi (asiroputMm MampaHi). B mozesni 3a6e3nedeHo onTumanbHuil Mmeto, nedasudikauii, parionanbHa Bara ta
KiJIBKiCTb IIpaBuJl, ONITUMaJIbHI apaMeTpy QYHKIiN Hale>XKHOCTI. 3aCTOCYBaHHS METOAUKY 103BOJISIE OTPUMYBATU
KiJIbKiCHY OLIiHKY €(DEKTMBHOCTI CUCTEMHY, SIKA HEOOXiIHA OJ1s1 IPUMHATTS PillleHHS IO0A0 NOAIIIOrO ii
YIOCKOHAJIEHHS; BIIEPLIE 3alIPOIIOHOBAHO METOJ, IPOTHO3YBAaHHS CTaHy CUCTEMH 3aXUCTY IEPCOHAIbHUX JAHUX 3
METOI0 IoTlepePKeHHS KiAJIMBOTrO BILJIMBY 3arpo3, SIKUI 100yA0BaHUI Ha OCHOBI TeXHOJIOTI afalTUBHOI
HEePOHHOI HeuiTKoi MepexxeBoi cucremu BuBenieHHs1 ANFIS (Adaptive Neuro-Fuzzy Inference System).
BukopucTaHHs METOMY [O3BOJISIE IPOTHO3YBATY €(EKTUBHICTb CUCTEMH 3aXUCTY Ta MJIAHYBATU 3aXOIX MIOL0
3abe3nedyeHHs MiABUILEHHS 3aXUIIEeHOCT] IePCOHAIbHUX JJAHMX. 32 pe3yJIbTaTaMu IIepPeBipKU cepeHs [10X1oKa
nporHosy 0,006 : 0,26 %. [IpakTryHe 3HAaYEHHS OJlEP>KaHUX PE3YJIbTATIB [0JIArae B TOMY, 1O iX peasnisalis gouiabHa
B MaTEMaTUYHOMY Ta IPOTPaMHOMY 3a6€3I€4YEHHi, SIK CKJIa[I0BOI CUCTEMU YIIPABJIiHHS 3aXUCTOM [1€PCOHATBHUX
IaHWX. BipoBasKeHHs pe3ysbTaTiB AUCepPTaLiiHOIO NOCiIKeHHS JO3BOIWIIO HiIBUIUTH e(EeKTUBHICTh 3aXUCTy
MepCOHaJIbHUX NAaHUX B CUCTEMi AUCTAHI[iIHHOTrO HaB4yaHHs 36poiiHux Cui YKpaiHy, a caMme, 3aXUIIeHiCTh Mif, yac
KPU30BUX I1€PioAiB NOKpaluiack Ha 26-28%, a yac pearyBaHHs Ha 3arpo3u 3axUILEHOCTI JaHUX 3MEHIINBCS Ha 28-
30%. PesynbpTaTy gucepTaliiHUX OOCIIKEHb peali3oBaHi B OCBITHbOMY NpoLeci HaljioHalbHOro yHiBEpCUTETY
ob6opoHu YKpaiHu. Peasnisaliieo OTpUMaHuX pe3ysbTaTiB € po3po6sieHi MeTOnUYHI peKoMeHallii oo MigBUILeHHS
ePeKTUBHOCTI QYHKIiOHYBaHHS CUCTEMU AUCTAHLiIIHOTO HaBYaHHS B 30poiiHux Cusnax Ykpainu, MeToAu4Hi
peKoMeHpauii mono peanizauii OHIaNH-KypCy PO3BUTKY LM(POBOi KOMIIETEHTHOCTI KOPUCTYBAUiB CUCTEMHU
IVCTaHLiMHOTrO HaBYaHHS 36porHMX Cul YKpaiHy Ta OKpeMi HaB4yasbHi MUTaHHS METOIUYHOI po3pobku “Kypcy
nifgBUIEeHHS KBasiidikalii HayKOBUX i HAYKOBO-TI€JaroriYHUX NpaliBHUKIB BULMX BiliICbKOBMX HaBYaJIbHUX 3aKJIaTiB
Ta BiICbKOBMX HaBUAJIbHUX [IiPO3/iJIiB 3aKjIaJliB BUILLOi OCBITU 3 IUTaHb OPraHisallii Ta BUKOPHUCTAHHS TEXHOJIOTIN
IYCTaHLiMHOTrO HaBYaHHS B 36poitHux Cunax YKpainu”, aktu peadnizanii N¢ 609 /10 /268 Bin 26.09.2023 p. Ta N2
609,/10 /269 Bin 26.09.2023 p. HaBegeHi HOBi HAYyKOBO-OOI'PYHTOBAHI IPaKTUYHI peKOMEeHallii o0 MigBUIIEHHS
3aXUIIEHOCTi IEPCOHAJIPHUX JaHUX KOPUCTYBayiB CUCTEMH AMCTAHLIHOTO HaBYaHHs 36poiiHux Cui YKpainu
IO3BOJISIIOTh PO3TJISIHYTA MOXKJIMBICTh BUKOPYCTAHHS JAHUX MiIXOMiB 5K y iHIIMX CHCTeMaX AUCTaHLiITHOrO
HaBYaHHS, TaK i y pi3HOMaHITHUX KOMITIOTEPHUX cucTeMax. HayKkoBi npatli, B IKUX OIy6J1iKOBaHi OCHOBHi HayKOBi
pesyabratu puceprauii: 1. llanpan O.0., Kpasuenko 10.B., Tumenko M.I'., Maxno €.I1. Mozesb iHTeneKryanisanii
IIJIaHYBaHHSI Yacy Ha BUKOHAHHS HaBYaJIbHOTIO 3aBAAHHS Y CUCTEMI AMCTaHLiHOro HaByaHHs. CydacHi
indopmauiiizi Texnosorii y cdepi 6e3nexu Ta o6oponu. N2 1(40), 2021, c. 143-152. 2. Shapran O., Gawliczek, P.,
Krykun, V., Tarasenko, N., Tyshchenko, M. Computer Adaptive language testing according to NATO Stanag 6001
requirements. Advanced Education, Vol. §(17), 2021, pp. 19-26. (Web of Science) 3. Illanpan O. Mogexni nigBuIiLeHHs
3aXMIIEHOCTI IEPCOHAJIbHUX JAaHUX KOPUCTYBayiB CUCTEMHU AMCTAHLIHOIO HaBYaHHs 36poiHux Cuil YKpaiHu.
TenexkomyHikauiiiHi Ta indopmaiiini TexHosorii. N2 2 (45), 2023, c. 33-45.

2. When solving the problem of cyber security of the distance learning system of the Armed Forces of Ukraine, the
scientific task of improving existing and developing new models and methods of increasing the security of personal
data of users of the distance learning system of the Armed Forces of Ukraine based on artificial intelligence is
relevant. This dissertation is dedicated to solving this problem. The scientific novelty of the obtained results is
that: for the first time, a method of increasing the security of personal data of users of the distance learning
system of the Armed Forces of Ukraine was proposed, which provides an effective response to the flow of threats
and is based on the implementation of models and methods of fuzzy logic and hybrid networks. The methodology
combines models and methods aimed at comprehensively solving the following tasks: 1) identification of the threat



and determination of the state of the personal data protection system, namely, whether the system provides full
protection or does not provide protection and requires the use of methods and means that were not previously
used; 2) formation of an appropriate response to the threat from the arsenal of existing methods, methods, means
and procedures or, in the case of their low efficiency, formation of a strategy for improvement and development of
new ones; 3) forecasting the state of the protection system in the future in order to prevent the harmful effects of
threats. The practical implementation of the methodology allows for permanent protection of personal data of
users of the distance learning system of the Armed Forces of Ukraine; the model of the personal data protection
system has been improved, which, unlike the existing ones, is based on fuzzy logical deduction (Mamdani
algorithm). The model provides an optimal defuzzification method, rational weight and number of rules, optimal
parameters of membership functions. The application of the model allows obtaining a clear quantitative
assessment of the system’s effectiveness, which is necessary for making a decision for further improvement; for
the first time, a method of predicting the state of the personal data protection system with the aim of preventing
the harmful influence of threats was proposed, which is built on the basis of the technology of the adaptive neural
fuzzy network system of ANFIS (Adaptive Neuro-Fuzzy Inference System). Using the method allows you to predict
the effectiveness of the protection system and plan measures to ensure the improvement of the security of
personal data. According to the test results, the average forecast error is 0,006 : 0,26 %. The practical significance
of the obtained results is that their implementation is expedient in mathematical and software as a component of
the personal data protection management system. The implementation of the results of the dissertation research
made it possible to increase the effectiveness of personal data protection in the distance learning system of the
Armed Forces of Ukraine, namely, security during crisis periods improved by 26-28%, and response time to data
security threats - by 28-30%. The results of dissertation research are implemented in the educational process of
the Distance Learning Scientific Center of the National Defense University of Ukraine during the organization and
conduct of the training course for scientific and pedagogical workers, acts of implementation are No. 609 /10,/268
dated 26.09.2023 and No. 609 /10/269 dated 26.09.2023. The new scientifically based practical recommendations
for increasing the security of personal data of users of the distance learning system of the Armed Forces of
Ukraine allow us to consider the possibility of using these approaches both in other distance learning systems and
in various computer systems. Scientific papers, in which the main scientific results of the dissertation are
published: 1. Shapran O.0O., Kravchenko Yu.V., Tyshchenko M.G., Makhno E.P. A model of intellectualization of
planning time for the completion of an educational task in the distance learning system. Modern information
technologies in the field of security and defense. No. 1(40), 2021, pp. 143-152. 2. Shapran O., Gawliczek, P., Krykun,
V., Tarasenko, N., Tyshchenko, M. Computer Adaptive language testing according to NATO Stanag 6001
requirements. Advanced Education, Vol. 8(17), 2021, pp. 19-26. (Web of Science) 3. Shapran O. Methodology for
increasing the security of personal data of users of the distance learning system of the Armed Forces of Ukraine.
Modern information technologies in the field of security and defense. No. 2 (45), 2023, pp. 33-45.
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1. TypoBcekuit Onekcangp JleoHizosuy

2. OLEKSANDR TUROVSKYI

KBasigikamis: 1. 1. n., npodecop, 05.12.13
Inentudgikarop ORCID ID: 0000-0002-4961-0876
JoparkoBa iHdpopmamuist:

IloBHE HaliIMEHYBaHHS IOPUAHNYHOI 0COOH: JlepkaBHUI yHiBEpPCUTET iHPOPMALiIHO-KOMYHIKALIHIX

TEXHOJIOTIN



Kopg 3a €IPIIOY: 38855349

Micue3HaxoaKeHH: ByJ1. CosioM'stHCBKA, 6yA. 7, Kuis, 03680, Ykpaina
dopma ByacHOCTI: Jlepxkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIl04Hi BiZOMOCTi

BaacHe IlpizBume Im'st Ilo-6aTbKOBI laipyp 'anuna IBaHiBHA
TOJIOBH pagu

BiiacHe IIpizBuine Im'sa I1o-6aTbKOBI l'aiimyp lanuna IBaniBHa

rOJIOBYIOYOTO Ha 3aciJaHHi
BiamoBiganbHHUH 32 MiZITOTOBKY BuniHiBchKuii B.B.
00JIIKOBHX JOKYMEHTIB

Peectpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 32 peecTpallilo HayKOBOIi IOpuenko TeTsHa AHaTosiiBHA

OisIIBHOCTI




