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Pedepar:

1. TIpu BupileHHi npo6yemu Kibep6esneku CUCTEMU JUCTAHLIMHOrO HaBYaHH: 3akiafliB 3C YKpaiHy, akTyalbHUM €

HayKOBe€ 3aBJaHHS YIOCKOHAJIEHHS iCHYIOUMX Ta PO3POOKU HOBUX MOJI€JIEN Ta METOIiB MiABUIIEHHS 3aXUIIEHOCTI
[IepPCOHAJIBHUX NAaHUX KOPUCTYBa4iB CUCTEMHU JUCTAHLIMHOrO HaB4YaHHA 3C YKpaiHu Ha OCHOBI ITY4HOTO
iHTesekTy. BupileHH!o 11bOro 3aBAaHHs i IPUCBSIYEHa JaHa AucepraliiiHa po6ota. HaykoBa HOBU3HA Ofep>KaHUX

peSy.HBTaTiB IoJjiAra€ B TOMY, I10: BIIEPIIE 3alIPOIIOHOBAHA METOJNKa I'[i,[[BI/IHLCHHH SaXI/IH_LeHOCTi NNEPCOHAJIBHUX



IAaHWX KOPUCTYBayiB CUCTEMU OUCTAaHLIMHOTO HaBYaHHS 36poitHux Cui YKpaiHuy, ska 3abesnevyye cBoe4acHe
pearyBaHHS Ha IIOTiK 3arpo3 Ta 6a3yeThCsl HA OCHOBI BIIPOBAIKEHHS MOZeJiel Ta MeTOIiB HeJiTKOI JIOTiKY Ta
riopugHAX Mepexx. MeTollMKa [oeHy€e MoJesli Ta METOU, SIKi CIIPSIMOBaHI Ha KOMIIJIEKCHE BUPillleHHSI HACTYITHUX
3aBfaHb: 1) ineHTH(iKallis 3arpo3y Ta BUBHAYEHHS CTaHy CUCTEMU 3aXUCTY IIEPCOHAJIbHUX AAHUX, & CaMe, CUCTeMa
3abe3medye 3axX1UCT B IOBHOMY 00cCs3i a60 He 3abe3edye 3aXUCT Ta BUMAarae 3aCTOCYBaHHS CIIOCO6iB Ta 3ac06iB, sIKi
paHile He 6y BUKOpPUCTaHi; 2) popMyBaHHS BiflIOBiIHOI IPOTUIi Ha 3arpo3y 3 apceHasy iCHYIOUNX METO[B,
CII0CO06iB, 3aC006iB Ta mpoueayp abo, y BUNAAKYy ix HENpUIAaTHOCTI, GOPMyBaHHS CTpaTerii iX yJ0CKOHAJIeHHS Ta
PO3pOOKU HOBUX; 3) IPOrHO3YBaHHS CTaHY CUCTEMHU 3aXUCTY B MAalOyTHbOMY 3 METOIO TIOTIePeIPKEeHHS IIKiAJIMBOTO
BILJIMBY 3arpo3. [IpakTryHa peaisaliis MeTOAUKY A03BOJISIE 3a0€31eYNTH IIOCTIHUI 3aXUCT NePCOHANbHUX JaHNUX
KOPHCTYBauiB CUCTEMHU [MCTaHLIMHOro HaB4aHHs 36poiiHux Cus YKpaiHu; yAIO0CKOHAIEHO MOJEJIb OLIiHKY CTaHy
CHACTEMHU 3aXUCTy IEPCOHAJIbHUX IAHUX, SIKA HA BiIMiHY BiJ] iCHyI0UMX 6a3yeTbCsl HA HEUITKOMY JIOTIYHOMY
BUBenieHHi (asiroputm MampaHi). B mozeni 3a6e3nedyeHo onTuManbHui meton, nedasudikauii, parjionanbpHa Bara ta
KiJIBKiCTb IPaBuJl, ONITUMaJIbHI apaMeTpy QYHKIN Hale>XXHOCTI. 3aCTOCYBaHHSI METOAUKY 103BOJISIE OTPUMYBATU
KiJIbKiCHY OILiHKY €(PEKTMBHOCTI CUCTEMH, SIKa HEOOXiIHa OJ1s1 IPUMHATTS PillleHHS IOA0 NOAAIbIIOrO i
YAOCKOHAJIEHHS; BIIeplle 3alIPOIIOHOBAHO METO/] TPOrHO3yBaHHS CTaHY CUCTEMU 3aXUCTY IEPCOHATIbHUX JTAHUX 3
METOIO IoTlepeIyKeHHs WKiJIMBOTO BIUIMBY 3arpo3, SKUi o6yJ0BaHMI Ha OCHOBI TEXHOJIOTi afaTUBHO]
HePOHHOI HeuiTKoi MepexxeBoi cucremu BuBeneHHst ANFIS (Adaptive Neuro-Fuzzy Inference System).
BukopurcTaHHs METOMY J03BOJIsI€ IPOTHO3YBAaTY €(PEKTUBHICTb CUCTEMH 3aXUCTY Ta MJIAHYBATU 3aXOAX MI0H0
3a6e3reyeHHs MiBUIIEHHS 3aXUIeHOCTi IePCOHANIbHUX JaHuX. 3a pe3ysbTaTaMu [1epeBipKy CepeHs I0XUOKa
nporaosy 0,006 : 0,26 %. [IpakTryHe 3HAaYEHHS OJIEP>KaHUX PE3YyJIbTATIB MOJIArae B TOMY, 1O iX peasnisauis gouijgbHa
B MaTEMaTUYHOMY Ta [IPOTPaMHOMY 3a6€3I€4YEHHI, SIK CKJIa[I0BOI CUCTEMU YIIPaBJIiHHS 3aXUCTOM [1€PCOHAIBHUX
IaHuX. BipoBa>)KeHHS pe3ysbTaTiB IUCEPTaLiHOTO NOCiIKEeHHS JO3BOJINIIO MiABUIIUTH €(PEKTUBHICTb 3aXUCTY
MepCOHaJIbHUX NAHUX B CUCTEMi AUCTAHI[iIHHOTrO HaBYaHHS 30poiiHuX Cui YKpaiHy, a caMme, 3aXUIIeHiCTh Mif, yac
KPU30BUX I€PioAiB MOKpaluiack Ha 26-28%, a yac pearyBaHHs Ha 3arpo3M 3axUILIEHOCTI JaHUX 3MEHIINBCS Ha 28-
30%. PesynbpTaTy ucepTaLiiHuX OOCIIIKEHb peali3oBaHi B OCBITHbOMY IpoLeci HallioHanbHOro yHiBEpCUTETY
oboponu YkpaiHu. Peasnizaljieo OTpUMaHuX pe3yJbTaTiB € PO3pO6IeHi MEeTOINYHI peKOMeHallil o0 MigBUILEHHS
ePeKTUBHOCTI QYHKIiOHYBaHHS CUCTEMU AUCTAHIiIIHOTO HaBYaHHS B 30poiiHux Cusnax YkpaiHu, MeTOAu4Hi
pexkoMeHpalii moxno peasnizauii OHIaNH-KypCYy PO3BUTKY LIM(PPOBOI KOMIIETEHTHOCTI KOPUCTYBAUiB CUCTEMU
IUCTaHLiMHOrO HaBYaHHS 30poiiHux Cui YKpaiHu Ta OKpeMi HaB4asbHi MUTAaHHS METOOUYHOI po3pobku “Kypcy
nipBuIEeHHS KBamidikanii HayKOBUX i HAYKOBO-TI€JAroriYHUX MPAaLiBHUKIB BULIMX BilICPKOBMX HAaBYaJIbHUX 3aKJIaTiB
Ta BilICbKOBMX HaBUaJIbHUX MiAPO3/iJiB 3aK/Ia]1iB BUILLOi OCBITU 3 IATaHb OPraHisallii Ta BUKOPHCTAHHS TEXHOJIOTIN
IUCTaHLiMHOrO HaBYaHHS B 36poiiHux Cunax Ykpainu', aktu peasnizauii N2 609 /10 /268 Big 26.09.2023 p. Ta N2
609 /10 /269 Bin 26.09.2023 p. HaBeneHi HOBi HAYyKOBO-OOI'PYHTOBaHI IPaKTUYHI peKOMEeHIallii o0 MigBUIIeHHS
3aXUIIEHOCTi IEPCOHAJIbHUX JaHUX KOPUCTYBayiB CUCTEMH AMCTAHLIHOTO HaBYaHHs 36poiiHux Cui YKpainu
IO3BOJISIIOTh PO3TJISIHYTA MOXKJIMBICTh BUKOPHCTAHHS IAaHUX iIXOMB 5K y iHIIMX CUCTeMaX AUCTAHLiITHOrO
HaBYaHHS, TaK i y pi3HOMaHITHUX KOMITIOTEpHUX cucTeMax. HayKkoBi npatii, B IKUX OIy6J1ikOBaHi OCHOBHI HayKOBi
pesyabtatu guceprauii: 1. llanpan O.0., Kpasuenko 10.B., Tumenko M.I'., Maxno €.I1. Mogenb iHTeneKTyamnisanii
IIJIaHYBaHHSI Yacy Ha BUKOHAHHS HaBYaJIbHOTIO 3aBAAHHS Y CUCTEMI AUCTaHLiliHOro HaByaHHs. CydacHi
inpopmauiiixi rexnosorii y cepi 6e3nexu Ta o6oponu. N2 1(40), 2021, c. 143-152. 2. Shapran O., Gawliczek, P.,
Krykun, V., Tarasenko, N., Tyshchenko, M. Computer Adaptive language testing according to NATO Stanag 6001
requirements. Advanced Education, Vol. §(17), 2021, pp. 19-26. (Web of Science) 3. lllannpan O. Mogeni nigBuIiLeHHs
3aXUIIEHOCTI IEPCOHAJIbPHUX JAaHUX KOPUCTYBayiB CUCTEMH AMCTAHLiHOTO HaBYaHHs 36poiHux Cuil YKpaiHu.
TenexkomyHikauiiiHi Ta indpopmariiizi TexHosorii. N2 2 (45), 2023, c. 33-45.

2. When solving the problem of cyber security of the distance learning system of the Armed Forces of Ukraine, the
scientific task of improving existing and developing new models and methods of increasing the security of personal
data of users of the distance learning system of the Armed Forces of Ukraine based on artificial intelligence is
relevant. This dissertation is dedicated to solving this problem. The scientific novelty of the obtained results is
that: for the first time, a method of increasing the security of personal data of users of the distance learning



system of the Armed Forces of Ukraine was proposed, which provides an effective response to the flow of threats
and is based on the implementation of models and methods of fuzzy logic and hybrid networks. The methodology
combines models and methods aimed at comprehensively solving the following tasks: 1) identification of the threat
and determination of the state of the personal data protection system, namely, whether the system provides full
protection or does not provide protection and requires the use of methods and means that were not previously
used; 2) formation of an appropriate response to the threat from the arsenal of existing methods, methods, means
and procedures or, in the case of their low efficiency, formation of a strategy for improvement and development of
new ones; 3) forecasting the state of the protection system in the future in order to prevent the harmful effects of
threats. The practical implementation of the methodology allows for permanent protection of personal data of
users of the distance learning system of the Armed Forces of Ukraine; the model of the personal data protection
system has been improved, which, unlike the existing ones, is based on fuzzy logical deduction (Mamdani
algorithm). The model provides an optimal defuzzification method, rational weight and number of rules, optimal
parameters of membership functions. The application of the model allows obtaining a clear quantitative
assessment of the system’s effectiveness, which is necessary for making a decision for further improvement; for
the first time, a method of predicting the state of the personal data protection system with the aim of preventing
the harmful influence of threats was proposed, which is built on the basis of the technology of the adaptive neural
fuzzy network system of ANFIS (Adaptive Neuro-Fuzzy Inference System). Using the method allows you to predict
the effectiveness of the protection system and plan measures to ensure the improvement of the security of
personal data. According to the test results, the average forecast error is 0,006 : 0,26 %. The practical significance
of the obtained results is that their implementation is expedient in mathematical and software as a component of
the personal data protection management system. The implementation of the results of the dissertation research
made it possible to increase the effectiveness of personal data protection in the distance learning system of the
Armed Forces of Ukraine, namely, security during crisis periods improved by 26-28%, and response time to data
security threats - by 28-30%. The results of dissertation research are implemented in the educational process of
the Distance Learning Scientific Center of the National Defense University of Ukraine during the organization and
conduct of the training course for scientific and pedagogical workers, acts of implementation are No. 609 /10,/268
dated 26.09.2023 and No. 609 /10/269 dated 26.09.2023. The new scientifically based practical recommendations
for increasing the security of personal data of users of the distance learning system of the Armed Forces of
Ukraine allow us to consider the possibility of using these approaches both in other distance learning systems and
in various computer systems. Scientific papers, in which the main scientific results of the dissertation are
published: 1. Shapran O.0O., Kravchenko Yu.V., Tyshchenko M.G., Makhno E.P. A model of intellectualization of
planning time for the completion of an educational task in the distance learning system. Modern information
technologies in the field of security and defense. No. 1(40), 2021, pp. 143-152. 2. Shapran O., Gawliczek, P., Krykun,
V., Tarasenko, N., Tyshchenko, M. Computer Adaptive language testing according to NATO Stanag 6001
requirements. Advanced Education, Vol. 8(17), 2021, pp. 19-26. (Web of Science) 3. Shapran O. Methodology for
increasing the security of personal data of users of the distance learning system of the Armed Forces of Ukraine.
Modern information technologies in the field of security and defense. No. 2 (45), 2023, pp. 33-45.
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TEXHOJIOTIN

Kopg 3a €IPIIOY: 38855349

Micue3HaxoaKeHHS: ByJ1. CosioM'stHCBKa, 6yx. 7, Kuis, 03680, Vkpaina
dopma BiracHOCTI: /lepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepCcTBO OCBiTH i HayKU YKpaiHu
InenTudikarop ROR:

CeKTop HayKH: YHIBepCUTETCHKUIT



BiacHe IIpizBuie Im'sa I1o-6aThKOBI:
1. Typoscekumt Osnekcanup JleoHigosud
2. OLEKSANDR TUROVSKYI

KBasigikamis: x. 1. 1., npodecop, 05.12.13

ImenTudikarop ORCHID ID: 0000-0002-4961-0876

JonaTkoBa iHdopmanist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0CO0H: JlepkaBHMII yHiBepCUTET iHPOPMAIiIHO-KOMYHIKaI[HUX

TEeXHOJIOTIN

Kopg 3a €IPIIOY: 38855349

MicneSHaXO;DKeHHﬂ: ByJ1. CosloM'stHCBKa, 6yz. 7, Kuis, 03680, Ykpaina

dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHiBEepCHTETChKUI

VIII. 3aKkJII04Hi BiZoMOCTi

BiiacHe IIpizBuine Im'sa I1o-6aTbKOBI

TOJIOBH pagu

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3aCilaHHi

BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

Peectpartop

KepiBHuk Bigginy YKpIHTEI, mpo €

BiZITIOBiZaJIbHUM 32 PEECTpalLilo HayKOBO1

OisIIBHOCTI

laipyp I'anuna IBaHiBHA

l'aiipyp 'anvna IBaHiBHA

BumniBcekuii B.B.

VKpIHTEI

FOpuenko TetsHa AHaTosiiBHA



