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Pedepar:

1. Incepraniiina po60Ta CIIpsiIMOBaHa Ha BUPILIEHHS aKTyaJbHOI HAyKOBO-TEXHIUHOI IIpO6IeMU CTBOPEHHS
MeToJ010rii 3axucTy iHpopmalii Ha OCHOBI (PaKTOPiasIbHOTO KOJyBaHHS AaHUX 3 HEOOXiTHUMHU aHCaMOJIEeBUMU,
CTaTUCTUYHUMU, CTPYKTYPHUMH BJIACTMBOCTSIMU KOJIOBMX IIOCJIIOBHOCTEMN 1J1s1 IOOYLOBU CUCTEM 3aXUCTY
indopmanii Bii mOMUIIOK KaHay 3B'13KY, HeCaHKL[iOHOBaHOi Moaudikauii Ta/a60 HeCaHKI[iIOHOBAaHOIO AOCTYIY. Y
pOOOTi BHOCKOHAIEHO METO/, (POpMYBaHHS BUIIaJIKOBOI [10CJIiJOBHOCTI [I€pPECTAaHOBOK, SIKUY JO3BOJIUB YHUKHYTHU
[IOPYLIEHHS PiBHOMIPHOCTI iX pO3MOAiNy, 3MEHIIUTH PO3PAIHICTb fHogaTtkosoro ['TIBY Ta migBUIMUTY MWBUAKICT
pob6oTu reHepaTopa. Po3pobyeHo MeTony po3aiibHOrO (paKkTopiabHOrO KOLyBaHHS iHpopMallii, sIKi JO3BOJISIOTh
3abe3nevyunTH ii 3aXuCT Big Mogudikalii BHacaimoK BUNAAKOBUX i YMUCHHUX AECTPYKTHUBHUX [Iil, 3a6€3MeYnTH
BJIACTMBICTh CAMOCHHXPOHI3allii Ta MiABUIIATH IOKA3HUKY JOCTOBIPHOCTI B yMOBaX 06MeKeHb ITPOIYCKHOI
3aTHOCTI KaHaJIiB 3B513Ky. PO3p006s1€HO METOU HEPO3AiNbHOrO (aKTOpiasbHOrO KOAYBaHHS iH(popmallii, gKi
IO3BOJISIIOTH 3a0€3I1eYnTH ii 3aXMCT BiJi HECAaHKI[IOHOBAHOTO YNTAHHS Ta IOMUJIOK KaHaJy 3B'5I13KY, 3a6€31eYnTH

BJIACTHMBICTh CAMOCHHXPOHI3alii Ta MiABUIIATH TOKA3HUKY JOCTOBIPHOCTI B yMOBaX 0OMe>KEHb ITPOITYCKHOI



3[aTHOCTI KaHaJliB 3B'13Ky. PO3p06s1€HO MaTeMaTU4Hy MOJIeJIb IPOLECY AEKOIYBaHHS (PAKTOPialbHUX KOJiB, sIKa
IO3BOJISIE€ OLIHUTH iX IIOKA3HUKU NOCTOBIPHOCTI. PO3p0o6sieHO Mofesib y3arajbHeHoro rpada CTaHiB JiiHilHOTOo
KOHI'PYEHTHOTO reHepaTopa, sIKa J03B0JIsl€ BUKOHATHU KilacuQiKallilo TUIiB KOMIIOHEHT 3B’I3HOCTI rpada i
IOCJIIATY BILJIMB IIapaMeTPiB Ha MOro TOMOJIOTiI0. YI0CKOHaNeHO MeTo, ¢opmyBaHHs [1BI1 Ha OCHOBI JiHIITHOTO
KOHTPYEHTHOTO METO[y, KU1 03BoJisge (popmysatu [1BI1 piBHOMIpHO pO3MOAiEHNX YMCeI HE3aJIEXKHO Bif,
tonoJiorii rpada cTaHiB reHepaTopa, MiHiMi3yBaTu YacoBi BUTpaTy Ha Bubip napameTpis JIKI' Ta 36inb1MTH po3mip
IIPOCTOPY iX NOMYCTUMUX 3HAY€Hb [1JIs1 JOCSATHEHHS! MAKCUMAaJbHOTO Nepiofly. YI0CKOHAJIEHO METO, CHUMETPUYHOTO
KpUNnTorpa@iyHoro 3axucty iHpopmalii, SKU JO3BOJISIE BUKIIOUATHA MOXJIMBICTb BUHECEHHS FaMU Ta MiABUILINATH
CTIiMKICTb 1O CTaTUCTUYHOTO KPUIITOAHAJi3y. TeopeTuyHO O6IPYHTOBAHO IIPUHLIMIIHN T0OYA0BY KOMOIHALITHOTO
reHepaTopa Ha OCHOBI IiICyMOBYBaHHS 32 MOJyJIEM, IO 103BOJINJIO COPMYJIIOBATH 3arajbHi BAMOTH [0
nnapameTpiB reHepatopa. Po3po6eHo METO, KpUTEPii Ta METOIMKY OIiHIOBaHHS MOCIiJOBHOCTEN BUIIaIKOBUX
qucesi. Po3po6eHo MeTono10riio 3aXucTy iHpopmarii Ha 0ocHOBI (pakTOpiaTbHOrO KOAYBaHHS JIAHUX, SIKA A€
MO>XUJIMBICTb BUKOPHUCTOBYBAaTH PO3p00JI€HI METOIU Ta MOJIEJIi B €4UHil cTpaTerii focigKeHb B ranysi
iHTerpoBaHOro 3axUCTy iHPopMallii B TeJIEKOMYHIKaliIMHUX CUCTEMAX i Mepekax Ta e(peKTUBHO OyAyBaTH
Bi/INOBiIHI CUCTEMU 3aXUCTY 3 3aJaHUMU BJIACTUBOCTSIMU.

2. The thesis is devoted to the actual scientific and technical problem of creating the methodology of information
security in telecommunication systems and networks based on factorial data coding with necessary ensemble,
statistical, and structural properties of code sequences for building systems of information security against
communication channels errors, unauthorized modifications and /or unauthorized access. It is shown that to date,
the developed methods of integrating channel coding and encryption exist only for broadband telecommunication
systems. However, these methods do not allow controlling data integrity. The solution of the problem of providing
a complex information security provides related problems associated with the improvement of existing and
development of new methods of cryptographic transformation and methods of generating and estimating
sequences of random and pseudorandom numbers. The methodology of information security based on factorial
data coding has been developed. It allows supporting the processes of creation of information security systems
that implement the joint data protection from communication channel errors, unauthorized modifications and /or
unauthorized access. Application of the methodology makes it possible to use the developed methods and models
in a united research strategy in the field of integrated information security in telecommunication systems and
networks and to effectively build appropriate security systems with given properties.
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