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Pedepar:

1. BupimeHHs 3aa4i MigBUIIEHHS TOYHOCT] BUSIBJIEHHS BPa3JIMBOCTEN y IPOrpaMHOMY 3a0e31eYeHHi KOMITIOTEPHUX
CHCTEM € OJHi€l0 3 aKTyaJIbHUX IpobsieM iHpopmaliiiHoi 6e3nexku. Cepeq, HalbibI HEO6E3MMeYHNX TIOMUJIOK MOB
C/C++ 3a1u11aloThCs IEPENIOBHEHHS Oy(epa, 10 NPU3BOAATh 10 HEKOHTPOJILOBAHOTO II€PEe3aucy namM'siTi Ta
MOJKJIMBOCTI BUKOHAHHS JOBUILHOIO KOAY. ICHYI0Yi iIHCTpDYMEHTM CTaTUYHOIO Ta JMHAMIYHOIO aHajli3y MalTh
0OME>KEHHS! 1J0JI0 TOYHOCTI, [IOBHOTHU Ta MacIITabOBAaHOCTI, 1110 3yMOBJIIO€ HEOOXiIHICTb CTBOPEHHS HOBUX
niAxo[iB, 3MaTHUX GopMai3yBaT IPUPOY BPa3INBOCTEN Ta 3a6€31€YUTH iX aBTOMATU30BaHE BUSIBJIEHHS B
IIPOMUCJIOBUX IIPOEKTAX i KOHBEEPAX aBTOMATU30BAHOTrO 30MpaHHs Ta po3ropTanHs (CI/CD). Y nuceprauii
3[iliICHEHO aHaJjli3 Cy4aCHUX METO/IB i 3aC0O0iB BUSIBJIEHHS BPA3JIMBOCTEN TUITy IIEPETIOBHEHHS Oydepa y
nporpaMHoMy 3a6esnedeHHi MoB C/C++, MiTX0iB CTaTUYHOTO aHali3y, METOMiB MallMHHOTO HaBYaHHS Ta
HEPOMEPEXKEBUX MOJEJIEN, a TAKOXK MOXJINBOCTEN ixX iHTerpauii y npouecu DevSecOps. Po3po6sieHo opieHTOBaHy
rpa 0By MOJieJIb [TIepeNoBHEHHS Oydepa, mo popmaidye NOTOKU AAHUX i KepyBaHHS y mporpamax C/C++ Ta

3abe3revyye OCHOBY 17151 KiJIbKICHOI OI[iHKM PU3KKY eKCILTyaTallii Bpa3JnuBOCTel. 3alIpOIIOHOBAaHO METO],



aBTOMATH30BAHOTO BUSIBJIEHHS [TePENIOBHEHD Oydepa, KUl BpaXOBYy€e TPOCTOPOBI Ta KOHTEKCTHI 3aJI€XKHOCTI MK
eJlieMeHTaMU [IPOrPaMHOro KOy Ha OCHOBI rpaoBux Mozesell i HelipoMepeskeBux apxitektyp tuny YOLO Ta
Transformer. Po3po61€eHO METO/, MiArOTOBKY HaBYaJIbHUX JAHUX [J151 HEPOHHUX JI€TEKTOPIB Ha OCHOBI
cermMeHrTalii opieHToBaHMX rpa@is IporpaMu Ta NepeTBOPEHHs iHPOPMaTUBHUX Nifgrpadis y 6araTokaHasbHi
300pakeHHS 3 KJIaCAaMHU CTEK, KyTla Ta MOMUJIKA HA OOUHUI0. TaKoXK 3alIPONIOHOBAHO METO, KOMIIO3UTHOI OLIiHKI
PUBUKY eKCIlyaTallii BUsiBJIeHUX BPa3JIMBOCTEN 3 iHTerpalli€lo B KOHBEEpY aBTOMATHU30BaHOI'0 30MPaHHs Ta
PO3rOpTaHH4 [j1s1 aBTOMAaTU30BaHOTO BU3HAYEHHS IPIOPUTETY BUIIPABJIEHD i 6JI0KYBaHHS HEOE3MeYHUX 36ipOK.
[TpoBeneHO eKCIiepUMEHTAabHI JOCTiIKEeHHs 3aPOIIOHOBAaHUX Mozesielt i MeToiiB. O6'€KTOM JOCIiIKEHHS €
IpOLieC BUSIBJIEHHS Ta aHAJi3y BPa3JIMBOCTEN y IPOrPAMHOMY 3a0€3Me4eHHI KOMITIOTePHUX cUCTeM. [IpegmeTom
TOCJIZIPKEHHS € METOM NPEJICTAaBIEHHS IEPENIOBHEHHS Oydepa, METOIM aBTOMAaTU30BaHOTO BUSIBJIEHHS
Bpa3/IMBOCTEN TUIy NepenoBHEHHS 6ydepy y kogi C/C++, METOAM OLiHIOBAaHHS PU3UKY Ta aJIFTOPUTMU iHTErparii
pe3yJIbTaTiB y KOHBEEPU aBTOMAaTHU30BAHOTrO 30MPaHHs Ta PO3rOPTaHHS. MeToI0 INCepTaLiitHOro JOCTiIKEHHS €
IiIBUIIEHHS TOYHOCTI BUSIBJIEHHS BPA3JIMBOCTEN Y IPOrPAMHOMY 3a06€31€4Y€HHI KOMITIOTEPHUX CUCTEM LISIXOM
dopmasizallii nepernosHeHHs 6ydepa, CTBOPEHHS HEPOMEPEXXEBUX JE€TEKTOPIB Ta BIIPOBAIPKEHHSI MEXaHi3MiB
KOMIIO3UTHOI OLLiIHKY PU3UKY [JIs1 aBTOMaTU30BaHOTIO NPUNHATTA pilleHb. HaykoBa HOBU3HA OTPYMMAaHMX PE3yJIbTATIB
II0JISITa€ B YO,OCKOHAJIEHHI MOJIeJli IPoLieCcy BUSIBJIEHHS BPa3IMBOCTEH, 110 nependavyae interpariio rpadosoi
MOJeJIi MPOrpaMy, HEMPOMEPEKEBOTO AETEKTOPA Ta MOZYJIsl KOMIIO3UTHOI OL[iHKM PU3KKY Y KOHBEEPU
aBTOMAaTM30BAHOTO 30MPaHHS Ta PO3ropTaHHs. PO3p06s1€HO METOM aBTOMATHU30BaHOTO BUSBJIEHHS BPa3/IMBOCTEN
TUILY «I1I€PENIOBHEHHS Oy(epar, SIKhil BpaxoBye IPOCTOPOBi Ta KOHTEKCTHI 3aJ7IEXKHOCTI €JIEMEHTIB KOJly Ha OCHOBI
rpadoBux monesel i HeiipomepeskeBux apxitektyp YOLO /Transformer, 1o 3a6e3neydye nifBUIeHHS TOYHOCTI Ta
[IOBHOTH [€TEKTYBaHHS. 3alIpOIIOHOBAHO METOJ, IiIrOTOBKY JAHUX [JI1 HABYaHHS HEMPOHHUX MOJIEJIENl Ha OCHOBI
cermeHrallii opieHToBaHuX rpa@is i nepeTBoOpeHHs miarpadis y 6araToKaHalbHi 300pakeHHS, O JA€ 3MOTy
dbopmyBaTH BifTBOPIOBaHI HaByasbHi BUGipKu. PO3po61eHo MeTo, KOMITO3UTHOI OLIiHKY PU3UKY eKCIIyaTalii
BpaznuBocTel, inTerpoBanuil y CI/CD-koHBeepH [J151 aBTOMaTU30BaHOT'O PAH)KYBAaHHS BPa3jIMBOCTEN i 6JI0KyBaHHS
Hebe3Nne4HuX 36ipok. [IpakTryHe 3Ha4YeHHs] OTPMMAHUX PE3YJIbTaTiB [10JISIra€ y CTBOPEHHI KOMILJIEKCY MOJIEJIeH,
METO/IiB i MPOrpaMHUX 3aCO6iB [ aBTOMATU30BaHOTO BUSIBJIEHHSI IEPETNIOBHEHHS Oydepa B IPOrPaMHOMY
3a0e31e4eHHi KOMII'IOTEPHUX CUCTEeM. BUKOPUCTaHHS 3alpOIIOHOBAHUX MTiAXOiB 3a6e3eyye MifBUIleHHS TOYHOCTI
Ta IIBUIKOAII aHai3y KOy i MOXKJIMBICTB iHTerpalii 3aco6iB BUSIBJIEHHS BPa3JIUBOCTEN y IpoLecu 6e31epepBHOi
iHTerpauii Ta po3ropraHHs. EQeKTUBHICTS pillleHb MiATBEPA’KEHO €KCIIEPUMEHTANILHUMU JOCIIIIPKEHHSIMY, SIKi
[IOKa3aJIy [TOKPAIIEeHHSI TOYHOCTI Ta [IOBHOTY BUSIBJIEHHS BPA3J/IMBOCTEN i MOKJIMBICTb aBTOMAaTU30BAHOTO
BM3HAUEHHS IPIOPUTETY iX YCYHEHHsI. Pe3ybTaTy JOCIiIKEHHS BIIPOBAIKEHO B AistbHICTL TOB «Nolt
technologies» ta TOB «ITT» (M. XMelbHULIBKUIT), @ TAKOXX Y HABYAJIBHUI MTPOL,eC XMeJIbHULBKOTO HalliOHAJIbHOTO
YHIBEpCUTETY NIpY BUKJIAJaHHI IUCLUUIUIIH OJ1s 3100yBayiB crienianbHOCTI F7 «KoMITioTepHa imkeHepis». Y po6oTi
HaBeJleHO pe3yJbTaTU aHajlizy [peIMeTHOi 06s1acTi, po3pobsieHo popmabHi MOAEJi epernoBHeHHs 6ydepa,
HEMPOMEPEXKEBI METOIIY iX BUABJIEHHS, IPOIPAMHY peasli3allilo 3alIpOIIOHOBAHUX PillleHb i pe3yIbTaTH

€KCIIepUMEHTAJIbHUX JIOCiTKeHb iX e PeKTUBHOCTI.

2. Improving the accuracy of vulnerability detection in computer system software remains a significant
information security challenge. Among the most critical classes of software vulnerabilities in C/C++ programs are
buffer overflows, which may result in uncontrolled memory overwriting and enable arbitrary code execution.
Despite numerous static and dynamic analysis tools, existing approaches often suffer from limited accuracy,
incomplete coverage, and insufficient scalability for large-scale software systems. These limitations motivate the
development of new methods capable of formally representing vulnerability patterns and enabling their automated
detection within industrial software development environments and continuous integration and continuous
deployment (CI/CD) pipelines. This dissertation analyses approaches to detecting buffer overflow vulnerabilities in
C/C++ software, including static analysis, machine learning, and neural network models, as well as their
integration into DevSecOps practices. A directed graph model of buffer overflow vulnerabilities is proposed to
represent data and control flows in C/C++ programs and support quantitative exploitation risk assessment.
Furthermore, a method for automated buffer overflow detection is developed that captures spatial and contextual



relationships between program elements using graph representations and YOLO /Transformer neural
architectures. A training data preparation method for neural detectors is introduced based on the segmentation of
directed program graphs and the transformation of informative subgraphs into multi-channel image
representations corresponding to stack, heap, and off-by-one vulnerability classes. In addition, a composite risk
assessment method integrated into CI/CD pipelines is proposed to support automated vulnerability prioritisation
and prevent unsafe builds. The object of the study is the process of identifying and analyzing vulnerabilities in
computer system software. The subject of the research is methods for representing buffer overflows, methods for
automated detection of buffer overflow vulnerabilities in C/C++ code, risk assessment methods, and algorithms for
integrating results into CI/CD pipelines. The dissertation research aims to enhance the effectiveness of
vulnerability detection techniques in software by formalising buffer overflows, developing neural network
detectors, and implementing composite risk assessment mechanisms for automated decision-making. The
scientific novelty of the obtained results lies in the improvement of the vulnerability detection process model
through the integration of a program graph representation, a neural network detector, and a composite risk
assessment module into automated build and deployment pipelines. A method for automated detection of buffer
overflow vulnerabilities based on graph representations of program code and YOLO /Transformer neural network
architectures is developed, enabling improved detection accuracy and completeness. A method for preparing
training data for neural models based on the segmentation of directed graphs and the transformation of subgraphs
into multi-channel images is proposed, enabling the generation of reproducible training datasets. Furthermore, a
composite risk assessment method integrated into CI/CD pipelines is developed to support automated
vulnerability ranking and the prevention of unsafe software builds. The practical significance of the obtained
results lies in the development of a set of models, methods, and software tools for the automated detection of
buffer overflow vulnerabilities in computer system software. The proposed approaches improve the accuracy and
efficiency of code analysis and enable the integration of vulnerability detection tools into continuous integration
and deployment processes. The effectiveness of the proposed solutions is confirmed by experimental studies
demonstrating improved accuracy and completeness of vulnerability detection as well as the capability for
automated prioritisation of vulnerability remediation. The results of the research have been implemented in the
activities of Nolt Technologies LLC and ITT LLC (Khmelnytskyi, Ukraine), as well as in the educational process of
Khmelnytskyi National University in courses taught for students of specialty F7 “Computer Engineering”. The
dissertation presents the results of the analysis of the research domain, develops formal models of buffer overflow
vulnerabilities, proposes neural network methods for their detection, describes the software implementation of
the proposed solutions, and provides the results of experimental studies evaluating their effectiveness.
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