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1. MeTonu Ta 3acobu aHasi3y KibepOe3neKy i 3aXUCTy BeJIMKMX MOBHUX MoZesiell Bif reHepalii 3300pOHEeHO0ro

KOHTEHTY Ha JIOKJIBHUX i XMapHUX cepBepax

2. Methods and means of cybersecurity analysis and protection of large language models from generating
forbidden content on local and cloud servers

Pedepar/anoTamis:

1. Meta mucepraniitHoi po60TH MoJIArae B MiABUIEHHI TOYHOCTI OI[iHIOBaHHS KibepOe3neKy Ta PiBHS 3aXUIeHOCTi
BEJIMKMX MOBHUX Mogenel (Large Language Models, LLMs) Bij reHepaiiii 3a60pOHEHOro KOHTEHTY LJIIXOM aHali3y
KPUTAYHOCTI BPa3JIMBOCTEN, IPOTHO3yBaHHS KibepaTak Ha LLMS, sIKi pO3ropTalOThCsI JIOKAJIBHO i HA XMapHUX
cepsepax. Y paMKax 3arajibHOi 3a7ja4i pO3TyIsfaeThCsl PO3POOJIEHHSI METO/IB Ta 3aCO0iB aHAi3y KDUTUYHOCTI
Bpaz/IMBOCTEH, IPOTrHO3yBaHHsI KibepaTak Ha BeJIMKi MOBHI MOJieJIi, SIKi pO3ropTal0ThCsl JIOKAJIBHO | Ha XMapHUX
cepBepax, Ta OOIPYHTYBaHHS BUOOPY i BIPOBAJIKE€HHS KOHTP3aX0/1iB 32 BUBHAYEHUMU KpuTepisiMu. YacTKoBi 3a1ayi
BKJIIOYAIOTh aHaJli3 METO/iB Ta 3aCO0iB OLiHIOBaHHS Ta 3a6e3Ie4eHHs KibepOesneKky, po3po6IeHHsT MOJei

Kibepbesneky, po3po0JIeHHSI METOy aHasi3y KPUTUYHOCTI BPa3JIMBOCTEMN, YIOCKOHATIEHHSI METOY OLIiHIOBaHHS Ta



3abe3neyeHHs KibepoesneKky LIIXOM aHasli3y HACIiIKiB aTak Ha BPa3JIMBOCTi Ta BUOOPY KOHTP3aXO/iB,
PO3pOOJIEHHS CTPYKTYPH Ta esleMeHTiB iHpopmauiitHoi TexHosorii (IT) oniHioBaHHS Ta 3a6e3MeyeHHs KibepOe3neKu.
Briepiue 3an1porioHOBaHO MOJieJIb Kibep6e3neKy BeJIMKMX MOBHUX MOJIesIel, sKa, Ha BiIMiHY Bif| BilOMUX, Hafla€e
TE€OPETUKO-MHOXMHHE ITPEJCTaBJICHHS 3arP03, BPa3JIMBOCTEN Ta KibepaTak Ha MOJI€JIbHOMY Ta CUCTEMHOMY
PiBHSIX, IO HAJAE 3MOTY 3[iMICHIOBATH NOJAJIBIINY aHAJII3 PU3MKIB [IOPYLIEHHS, OLiHIOBAaTH PiBEHDb 3aXUIIEHOCTI Ta
BM3HAYaTH KOHTP3ax0. YOCKOHAJIEHO METO/, aHasli3y KpUTUYHOCT] Bpa3JIUBOCTEN BEJIMKUX MOBHUX MOJeseil
LIJISIXOM BUOOPY IPKepeJl JaHUX 3 eKCIIJIONTaMH, iX KOJIEKL[iOHYBaHHS Ta CUMYJIIOBAaHHS aTaKyBaHHSI MOZEJeN AJ1s
CTaTMYHOI OLIIHKYU MIMOBIPHOCTI Ta YCIIMIHOCTI aTaK, a TAKOX ii KOMOIHYBaHHSI 3 piBHEM TSDKKOCTI HACJIiIKIB 17151
PU3UK-OPiEHTOBAHOIO BU3HAUEHHSI KPUTUYHOCTI, 1110 3abe3Ievye MifBUIIeHHs [IOBHOTHU Ta IOCTOBIPHOCTI
olliHIOBaHH Kibepb6esneku. JlictaB nogansimoro po3suTtky IMECA (Intrusion Modes and Effects Criticality Analysis)
METOJI, OLIiHIOBAHHS Ta 3a6€3Me4eHHs KibepOe3neKy BeJIMKIMX MOBHUX MOJEJIEN IJISIXOM aHasi3y HacIiIKiB aTak Ha
BPa3JIMBOCTi Ta BUOOPY KOHTP3axXO/liB, 10 AO3BOJIsI€ 320€3ME€YUTH IPUINHATHUI PU3KK MOPYLIEHHS Kibep6e3neKku 3a
HasIBHOCTi OOME>KEHb.

2. The dissertation aims to improve the accuracy of cybersecurity assessments and the level of protection of large
language models (LLMs) against the generation of forbidden content by analyzing the criticality of vulnerabilities
and predicting cyberattacks on LLMs deployed locally and on cloud servers. The overall objective involves the
development of methods and means for the analysis of vulnerability criticality, the prediction of cyberattacks on
large language models deployed locally and on cloud servers, and the substantiation of the selection and
implementation of countermeasures according to specified criteria. The specific tasks include the analysis of
methods and means of assessing and ensuring cybersecurity, the development of a cybersecurity model, the
development of a method for analysis of the vulnerability criticality, the improvement of the method for assessing
and ensuring cybersecurity by analyzing the effects of attacks on vulnerabilities and selecting countermeasures,
and the development of the structure and elements of information technology for assessing and ensuring
cybersecurity. For the first time, a cybersecurity model for large language models is proposed, which, in contrast
to the known ones, provides a set-theoretical representation of threats, vulnerabilities, and cyberattacks at the
model and system levels, which allows for further analysis of the risks of violations, assess the level of security, and
determine countermeasures. The method of analysis of the criticality of vulnerabilities in large language models is
improved by selecting data sources with exploits, collecting them, and simulating attacks on models for static
assessment of the probability and success of attacks, and combining this with the severity of effects for risk-based
criticality determination, which improves the completeness and reliability of cybersecurity assessment. The
IMECA (Intrusion Modes and Effects Criticality Analysis) method of assessing and ensuring the cybersecurity of
large language models is further developed by analyzing the effects of attacks on vulnerabilities and selecting
countermeasures, which allows to ensure an acceptable risk of cybersecurity violation in the presence of

constraints.
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