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1. Incepraliito IpUCBSYEHO OOI'PYHTYBAHHIO TEOPETUYHUX MOJIOKEHb Ta BUPOOJIEHHIO TPAaKTUYHUX IIPONO3ULiN
1100 BOOCKOHAJIEHHS aMiHICTPaTMBHO-TIPABOBOI'O MExXaHi3My 3abe3nedyeHHs iHdpopMallifiHoi 6e3neky YKpaiHnu B
aCIIeKTi IpOTUAii 30BHIIIHBOMY BIIJIMBY Ha Iy0JIiuHe yrpasiiHHs. [IpoaHani3oBaHO Ta CUCTEMATU30BAaHO HAYKOBI
mizxoay 1o po3yMiHHS CyTHOCTI iHpopMaLiiiHOi 6e3neKn AepKaBU K CKJIAIHOTO 6araToacnekTHOro GpeHOMeHY, 0
[IO€JIHY€E TEXHOJIOTIYHI, MOJIITUYHI, TPABOBi, LIIHHICHI Ta KyJIbTYPHI aCIIEKTA. PO3KPUTO CYyTHICTh Ta
II'SITUKOMIIOHEHTHY CTPYKTYPY 8 MiHiCTpaTMBHO-TIPAaBOBOI'O MeXaHi3My 3abe3nedyeHHs iHpopMaliifiHoi 6e31eKy,
SIKUI OOI'PYHTOBAHO PO3IJISIAATH SK MiICUCTEMY AEP>KABHOTO YIIPaBJIiHHS. BU3Ha4Y€HO TEOPETUKO-TIPABOBY IPUPOLY
30BHIIIHBOTO BIUIMBY Ha Iy6JliuHe YIIPaBIliHHA SIK ClIelidHOI 3aTPO3U CyBEPEHiTeTy My6IiYHOr0 yIPaBJIiHHS Ta
iHdopmariiiniii 6esmnewi gep>xaBu. BctaHOBJEHO, 1110 Cy4acHe HOPMAaTUBHO-TIpaBOBe 3abe3neyeHHs iHpopmaliitHoi
6e3rnexu YKpaiHy y 4aCTUHI NPOTUAii 30BHIIIHbOMY BILJIMBY XapaKTE€pPU3Y€ETbCS (PParMEeHTAPHICTIO Ta
KOHLIETITyaJIbHOIO He3aBeplleHicTio. JoCiIkeHo cucTeMy cy0 eKTiB 3abe3nedeHHs iHbopMaliiiHOI 6e3rexku Ta

3aIPOIIOHOBAHO ii QyHKIiOHaNIbHY MOJEJIb, 1110 OXOILJII0E CTPATEriYHO-KOOPAUHALIMHY, OnepaliiHO-BUKOHABYY,



KOHTPOJIbHO-aHAIITU4HY, ['YMaHiTApDHO-KOMYHIKaLiliHy Ta TPOMa/ICbKO-€KCIIEPTHY migcucreMu. Ha ocHOBI
[IOPiBHSJIbHO-TIPABOBOT0 aHAaJIi3y LOCBiNy iHO3€MHUX JlepsKaB OO PYHTOBAHO ri6pUAHY MOJeJb IIPOTUIIT
30BHIIIHBOMY BILJIMBY, aANITOBAHy 10 YMOB YKpaiHU. PO3KPUTO CYTHICTb KaTEropii «aMiHiCTPaTUBHO-IIPaBOBUI
MeXaHi3M 3abe3nedeHHs iH(popMaLiiiHOi 6e3neKn Jep>XaBu» Yepes IPU3My CUCTEMHOIO, CTPYKTYPHO-
(YHKIIOHATBHOTO, [isJIbHICHOTO Ta KOMIJIEKCHOTO MiX0ziB. PO3p06sieHO Ta HAyKOBO OGI'PYHTOBAHO
dopmarizoBaHuil afMiHICTPaTUBHO-TIPABOBUH aJropyuTM ineHTudikauii adiniioBaHOCTi Ta pHU3MKiB 30BHIIIHBOTO
BIUJIMBY, 1I00Y/IOBAaHUI Ha METOJi pU3UK-CKOPUHIY Ta MaTPU4Hii MozeJti oljiHIoBaHHS 3arpo3. C(popMyJIbOBAaHO
HayKOBi Ta HOpPMaTUBHO-TIPaBOBi MiTX01 1O BAOCKOHAJNIEHHS MEXaHi3My 3a6e3nedyeHHs iHpopMalliliHoi 6e3neKH,
110 rependavyaoTb CTBOPeHHs LleHTpy NpoTuii 30BHIIIHbOMY BILJIMBY, 3alIPOBapKeHHSI CUCTeMU iHTErPOBaHOTO
MOHITOPUHTY adisliloBaHOCTI Ta 3aKOHOABYE 3aKPillJIEHHS CYJOL€HTPUYHOrO XapaKTepy 3aCTOCYBAHHS
aJMiHiCTpaTMBHO-IPEBEHTUBHUX 3ax0AiB. HaykoBa HOBU3HA OJlepKaHUX PE3YJbTATiB MOJISTa€ B TOMY, L0
IycepTallis € OGHUM i3 NEPIINX KOMIIJIEKCHUX HaYKOBUX JOCIIIKEHD Y BITUM3HAHIN agMiHICTpaTUBHO-TIPABOBIN
Haylli, B IKOMY CUCTEMHO JIOCJIiI>KEHO afMiHiCTpaTUBHO-TIpaBOBUII MeXaHi3M 3ab6e3nedeHHs iHpopmMaLifiHOi
6e3reKu JepKaBy B aCIEKTi MPOTUii 30BHIIHLOMY BIIMBY Ha ITy6JliuHe yrpaBliHHA. O6IPYHTOBAHO 30BHIIHIN
BIUIUB Ha NyO6JliYHe yIIPaBJIiHHS K CAMOCTIHY afiMiHiCTPaTUBHO-TIPABOBY KaTETOPilo, 1[0 CTAHOBUTD CIELUPIYHYy
3arposy indopMaliiiHiil 6e3neLi fep>kaBy. 3aporOHOBAHO ITATUKOMIIOHEHTHY CTPYKTYPY aiMiHiCTpaTHBHO-
IIPaBOBOrO MeXaHi3My 3abe3rneyeHHs iHpopmalliiiHoi 6e3neku gepxkaBu. Po3po6JeHo aBTOPChKY KOHLIENITYalbHY
MOJeJIb aIMiHICTPaTUBHO IIPAaBOBOTO MeXaHi3My 3abe3nedeHHs iHpopmMaliitHoi 6e3nekn YKpaiHu. OGIPyHTOBaHO
BUKOPUCTAHHS aJITOPUTMY aIMiHICTPaTUBHO-TIPABOBOI ileHTU(iKallil MPUX0BaHOi adinilioBaHOCTI, NOOYIOBAaHOTO
Ha MEeTO/i PU3UK CKOPUHTY. YIOCKOHAJIEHO: METOL0JIOTIYHI Mifgxoau no kiacudikanii KoHuenuin ingopmaniniHoi
6e3mneky; PyHKLiOHANIbHY AudepeHLialio 3apy6iKHUX Mozesiell MPOTUii BIVIUBY; TEOPETUYHE y3arajbHEHHS POJli
CyJIOBOTO KOHTPOJIO. JlicTany noAajbuoro po3BUTKY: apXiTeKTOHIKAa CUCTEMU yOJIiYHOTO YIIPAaBJIiHHS B
6e311eK03HaBYOMY KOHTEKCTi; Kiacudikalis cy6’ekTiB 3a6e3nedeHHs iHQopMaLifiHOi 6e31eKr; HayKoBe

OOI'PYHTYBaHHSI CTBOPEHHSI CII€11iali30BaHOr0 YIIOBHOBXKEHOT'O OPraHy — LleHTpy npoTuii 30BHIlIHBOMY BILJIUBY.

2. The dissertation is devoted to the substantiation of theoretical provisions and the development of practical
proposals for improving the administrative-legal mechanism for ensuring information security of Ukraine in the
context of counteracting external influence on public administration. Scientific approaches to understanding the
essence of the state's information security are analyzed and systematized as a complex multidimensional
phenomenon combining technological, political, legal, value-based, and cultural aspects. The nature and five-
component structure of the administrative-legal mechanism for ensuring information security are revealed, which
is substantiated as a subsystem of public administration. The theoretical and legal nature of external influence on
public administration is defined as a specific threat to the sovereignty of public administration and to the
information security of the state. It is established that the current regulatory and legal framework for the
information security of Ukraine regarding counteracting external influence is characterized by fragmentation and
conceptual incompleteness. The system of actors responsible for ensuring information security is examined, and a
functional model is proposed, encompassing strategic-coordination, operational-executive, control-analytical,
humanitarian-communication, and public-expert subsystems. Based on a comparative legal analysis of the
experience of foreign states, a hybrid model for counteracting external influence, adapted to the conditions of
Ukraine, is substantiated. The essence of the category «administrative-legal mechanism for ensuring information
security of the state» is disclosed through the prism of systemic, structural-functional, activity-based, and
comprehensive approaches. A formalized administrative-legal algorithm for identifying affiliation and risks of
external influence is developed and scientifically substantiated, based on a risk-oriented approach and a
formalized risk-scoring system. Scientific and normative approaches to improving the information security
mechanism are formulated, providing for the establishment of a specialized authorized body - the Center for
Countering External Influence, the introduction of the Integrated Affiliation Monitoring System, and the legislative
consolidation of the court-centered nature of administrative-preventive measures. The scientific novelty of the
obtained results lies in the fact that the dissertation is one of the first comprehensive scientific studies in the

national science of administrative law to systematically examine the administrative-legal mechanism for ensuring



information security of the state in the context of counteracting external influence on public administration.
External influence on public administration is substantiated as an independent administrative-legal category that
poses a specific threat to the information security of the state. A five-component structure of the administrative-
legal mechanism for ensuring information security of the state is proposed. The author’s conceptual model of the
administrative-legal mechanism for ensuring information security of Ukraine is developed. The use of an algorithm
for the administrative-legal identification of hidden affiliation, built on the risk-scoring method, is substantiated.
The following have been improved: methodological approaches to the classification of information security
concepts; functional differentiation of foreign models for countering influence; theoretical generalization of the
role of judicial control. The following have been further developed: the architecture of the public administration
system in a security context; the classification of actors responsible for ensuring information security; the
scientific substantiation for establishing a specialized authorized body - the Center for Countering External
Influence.
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BaacHe IlpizBuie Im's [10-6aTbKOBI Kynes IOpiii [lem'ssHOBUY
rOJIOBH paau

Biacue IpizBume Im's [1o-6aTbKOBI Kynes fOpiii [lem’ssHOBIY
rOJIOBYIOYOTO Ha 3aCifiaHHi

BigmoBimasibHU 32 MiATOTOBKY Howxenko Onena AnpiiBHa
00JIIKOBHX JJOKYMEHTIB

PeecTpartop IOpuenko TetsiHa AHaToJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




