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2. Protection of personal information of users of computer systems which use public cloud services

Pedepar:

1. Y puceprauiiiHiii po60Ti nocrasjieHa Ta BUpillleHa 3aaya NifBUIEeHHs e(PeKTUBHOCTI 3aXUCTy iHdopmaliii B
KOMIT IOTEPHUX CUCTEMAX, 110 BUKOPUCTOBYIOTh Y CBOEMY CKJIa/li ITyOJIiuHi XMapHi cepBicy, Ha OCHOBI po3p0o0OKU Ta
BIIPOBA/P)KEHHSI HOBUX METO/IB i 3ac06iB muppyBaHHs. Po3pob6yieHo MeTo, 3aX1cTy iHdopMallii KOpUCTyBadiB y
KOMITIOTEPHIll CUCTeMi, sIka MICTUTb Y CBOEMY CKJIaJi My6IiuHi XMapHi cepBic KOMITIOTEPHUX 00YMCIIEHb, HA
OCHOBI YaCTKOBO TOMOMOP(HOT0 aJrOpUTMY MM(PYBAHHS, IO 103BOJIUB BUKOHYBAaTU O0YMCIIEHHS Y IyOIiYHOMY
XMapHOMY cepBici 6e3 po3KpUTTs IpuBaTHOI iHdopMalii KopucTyBadiB. BusHaueHo Kputepiit epeKTUBHOCTI
JITOPUTMY 4aCTKOBO TOMOMOP(HOro mu@pyBaHHs. PO3p006I€HO TEOPETUIHO OOIPYHTOBAaHY MOoJu@iKalilo MEeTOLy
m1dpPyBaHHS HA OCHOBI €JINTUYHUX KPUBUX 3 METOIO HaIAHHS il TOMOMOP(HUX BJIACTUBOCTEN BiTHOCHO omnepariii

IopaBaHHS. Po3po6sieHO MaTeMaTUYHy MOZeJIb KOMITIOTEPHOI CUCTEMU 3 0OMEXKXEHHSIM JOCTYIY 10 iHdopMaliii, 1o



B Hill 06pOO6JISIE€ThCS, 31 CTOPOHU [TPOBAiiIepy XMapPHOTO CEPBiCY 3 BUKOPUCTAHHSIM YaCTKOBO TOMOMOPQHOTO
anroputMy mWM@pPyBaHHS HA OCHOBI €JIINTUYHUX KPUBUX. PO3p06IEHO METO, IEKOIyBaHHSI YMCeJl, 3aKOJJOBAaHUX
TOYKAMU eJINTUYHOI KpHBOi. PO3p0671€HO METOAUKY CTBOPEHHS CUCTEM, 1I0 OPi€HTOBaHI Ha 3aXUCT NPUBATHOI
iHpopmallii KOpUCTYyBaUiB, LJISIXOM IIEPETBOPEHHS MOZEJIi 00YMCIIEHb 3 METOK BUKOPUCTAHHS aJITOPUTMIB
4aCTKOBO a00 MOBHICTIO roMOMOp¢dHOro mudpyBaHHs. PeanizoBaHo nporpamHe 3abe3nedyeHHs, 0 BUKOPUCTOBYE
064K CIII0BaIbHI IPOLEAYPU YaCTKOBO TOMOMOP(HOro mudpyBaHHS Ha OCHOBI €JINTUYHUX KPUBUX 3

BUKOPUCTAaHHAM 00YHCJIIOBAIbHUX HOTY)KHOCTefI TEXHIYHUX 3aCO0iB.

2. In the dissertation work was set and solved the urgent task of increasing the efficiency of information security in
computer systems, using in its structure public cloud services, is based on the development and implementation of
new methods and means of encryption. The method of protecting the information of users in a computer system
containing the public cloud computing services, based on a partially homomorphic encryption algorithm, that’s
allowed to perform calculations in public cloud service without disclosing private user information is developed.
The criterion of efficiency of the partially homomorphic encryption algorithm is determined. A theoretically
substantiated modification of the encryption method on the basis of elliptic curves was developed in order to
provide to it homomorphic properties with respect to the addition operation. A mathematical model of a computer
system with limited access to the information processed in it from the side of the provider of cloud service with
the use of partially homomorphic encryption algorithm on the basis of elliptic curves is developed. A method for
decoding numbers encoded by points of an elliptic curve is developed. The method of creation of systems aimed at
protecting private information of users by the transformation of the computing model with the purpose of using
algorithms of partial or fully homomorphic encryption is developed. Software was implemented that uses
computational procedures for partially homomorphic encryption based on elliptic curves using computing power
of technical means.
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