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Tema gucepranii:

1. Mopeni Ta MeTOIM MapuIpyTH3allii Tpadiky B TEJIEKOMYHIKAL[ITHMX MEPEXaX 3 ypaxyBaHHAM BAMOT
iHopmaLiitHoi 6e3neKu.

2. Models and methods of traffic routing in telecommunication networks considering information security
demands.

Pedepar:

1. O6’eKT - mpouec MapupyTH3allii IOTOKY MAKETiB B TEJIEKOMYHIKaLIiMHIl MepeXi 3 ypaxyBaHHSM BUMOT
indopmauiitHoi 6e3neku. Meta - nifgBuileHHs iHOpMaliiiHOI 6e3MeKM TIOTOKY MAKETIB B IIPOLECi HOro AMHaMivyHOi
MapUIpyTHU3allii B TeJIEKOMYHIKaLiiHil MepeXi i3 3aCTOCyBaHHAM IIPOTOKOJIIB MapIIPyTHA3allii BHYTPIIHBOTO LIIO3Y.
[TpenmeT - Mopei i MeTony nigBUILIEHHS iHPOpMaliliHOi 6€3M1eKU [T0TOKY IaKeTiB B IIpoLeci HOro JUHAMIYHO]
MapIpyTu3allii B TeJIEKOMYHIKaliliHill Mepexi. MeTogy - MeTOOu OLiHKU XUBYYOCTi iHPOpMaLifHUX CUCTEM;
€JIEMEHTH MaTeMaTUYHOTO aHajli3y, MATEMATUYHOI CTAaTUCTUKM i BUIIAIKOBUX MIPOLIECiB; METOOY aHaJi3y PU3UKIB;
METOJY ONTUMI3allil Ta IPUIHATTS pillleHb; iMiTaliliHe MO I0BaHHS ITPOLECy OJHOUIISIXO0BOI i 6araToULIIX0BO]
MapIIpyTH3aLii; “MOBIPHICHO-CTaTUCTUYHI METOLM; METOLY €KCIIEPUMEHTAJIBHOTO JOCIIIPKEHHS 1171 BUSBJIEHHS
B3a€MO3B'43KiB Pi3HMX [TapaMeTPiB MapUIPYTM3aTOPa NPU Mepeaadi IOTOKY NAaKeTiB; aHaIITUYHE Ta iMiTalliiHe

MOJIeJIIOBaHHS IPOIIECiB, 110 BIUIMBAIOTh HA iHQOpMaLiiiHy 6e3l1eKy IIOTOKy [IaKeTiB B IIPOLieci oro MapimpyTrusarii



B TeJIEKOMYHIKaliliHii1 Mepexi. Pe3ysbTaTu - 1) po3p0671€HO METO/, OLIIHKY NMOKaKYUKY PU3UKY iH(OpMaLiiiHOi
Oe3rexu LISIXIB Ilepefayi I0TOKY IIaKeTiB, HOBU3HOIO SIKOTO € BpaXyBaHHS TaKUX IIapaMeTpiB sK: e(peKTUBHICTb Ta
Bpa3JMBiCTb MapIIPyTU3aTOPiB MEPEXKi, a TAKOK MMOBIPHICTb 3[IiiCHEHHS aTaKy TUILY BilMOBa B OOCIyrOByBaHHi Ha
MapUIpyTU3aTOPU B 331aHUI MOMEHT 4acy; 2) yI0CKOHaJIEHO MOZEJb NIPoLecy Nepeaadi NakeTiB Bifl By3Ja-
BiilpaBHMKA [10 By3J1a-OTPUMyBaya B yMOBaxX KibepaTak, HOBU3HOIO SKOi € MOXKJIMBICTb ITPOBE/IEHHS PO3PaXyHKiB
IIpY HasIBHOCTI aTak TUITy BiZlMOBa B 00CJIyrOBYBaHHI HA MapUIpyTU3aTOPU MePEeXi; MIKiIINBUX NTPOLECiB Ha
MapUIpyTU3aTOPAX, SIKi 3HUKYIOTb IIPOITyCKHY 3[aTHICTb BY3Jly, Y4 B3araji BUBOASTb MOrO 3 JIafly; aTak Ha
nepemMapupyTU3aLilo JAHUX 110 He €(PEeKTUBHUM LISIXaM; 3) BIOCKOHAJIIEHO MOZEJIi OGHOLISIXOBOI Ta
6araToUISIXOBOi MapIIPyTH3allii IOTOKY [IAKeTiB B TEJIEKOMYHIKalliliHiil Mepeski B yMOBax KibepaTak, HOBU3HOIO
SIKMX € BPaxyBaHHS pU3UKy iHpopMalLliliHOI 6e3reky pa3oM 3 6a30BUMU NlapameTpaMu B GOpMYJIax PO3PaxyHKy

METPUK HIJISIXIB. Fanysb BMKOPUCTaHHS — IIPOEKTYBAHHA MEPEXEBUX TeﬂeKOMYHiKaI_[ifIHI/IX TE€XHOJIOTi

2. Object - the process of routing packet flow in the telecommunication network, taking into account the
requirements of information security. The purpose - to increase the information security of the packet flow during
its dynamic routing in the telecommunication network with the use of internal gateway routing protocols. Subject
- models and methods for increasing the information security of the packet flow during the process of its dynamic
routing in the telecommunication network. Methods - methods of assessing the survivability of information
systems; elements of mathematical analysis, mathematical statistics and random processes; methods of risk
analysis; methods of optimization and decision making; simulation of the process of single-path and multi-path
routing; probabilistic-statistical methods; methods of experimental research to detect the interconnections of
different parameters of the router during the process of packet flow transmission; analytical and simulation
modeling of processes that affect the information security of packet flow during its routing in a
telecommunication network. The results - 1) a method for assessing the information security risk of the packet
flow transmission paths is proposed for the first time, the novelty of which is to take into account such parameters
as: the efficiency and vulnerability of network routers, as well as the likelihood of a denial of service attack on
routers at a given time; 2) it was improved a model of the packets transmission process from a sender to a receiver
under cyberattacks, the novelty of which is the possibility of conducting calculations under the presence of attacks
such as denial of service on the routers of the network; malicious processes on routers that reduce node
bandwidth, or even make it disabled; attacks on re-routing of data by non-efficient paths; 3) a model of single-path
and multi-path routing of packets under cyberattacks in a telecommunication network received further
development, the novelty of which is to take into account the information security risk along with the basic
parameters in the formulas for calculating the paths metrics. The application area - engineering of the network
telecommunication technologies
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