O0Js1ikoBa KapTKa aucepTaii

I. 3arasbHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0823U101023
Oco06J1uBi TO3HAYKH: BinKkpura

JaTa peectpaunii: 27-10-2023

Craryc: 3amaHoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. JaBuntok AHnpiit BiktopoBuy

2. Andrii Davydiuk

KBasmigikamis:

InenTudikarop ORCHID ID: He sactocosyerbcs

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cHeniaIbHOCTI: 125

Ha3Ba HayKoBOIi creniaIbHOCTI: Ki6ep6esnexa Ta 3axuct iHpopmaunii
lanyss / ralesi 3HaHb: iH(opMalliiiHi TEXHOJIOTI
OcBiTHBO-HayKOBa Mporpama 3i creniaJabHOCTI: Kibepbesneka
Jara 3axHcTy: 09-11-2023

CrneniasbHICTh 3a OCBITOIO: 122 KoMITIOTEPHI HayKu

Micue po6oTu 3500yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: He 3aCTOCOBYETHCS




I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BY€HOI pagH (pa30Boi Cleliai30BaHOi BYEHOI paziH). Pasosa crenpana
2575

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuii aBiauiitHuil yHiBEpCUTET
Kopg 3a €IPIIOY: 01132330

Micue3Haxoa KeHHS: npocrnekt Jlio6omupa I'yzapa, 6ya. 1, Kuis, 03058, Ykpaina
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTudikarop ROR:

CeKTop HayKH: YHIBEpCUTETCHKUI

IV. BizomocTi n1po nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI 0COOH: HaujoHanbHuii aBiauiitHuil yHiBepcuTeT

Kopg 3a €IPIIOY: 01132330

Micue3HaxoaKeHHS: npocrekt Jlio6omupa I'ysapa, 6yz. 1, Kuis, 03058, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH:. YHIBEPCUTETCHKUIL

V. BizomocTi npo guceprariio
MoBga guceprTaiiii: Vkpaincbka
Koau TemaTHYHHX PyOPHK: 20, 50.37.23, 50.41.27, 81

Tema guceprauii:
1. MeTonu Ta 3acobu mMifBuIlleHHs PiBHS Kibepbesneku 00’eKTiB KpUTUYHOI iHppacTpyKTypu

2. Methods and means of enhancing the level of cybersecurity for critical infrastructure objects

Pedepar:

1. Incepraris npucBsYeHa po3pooiii METOiB Ta 3aCO6iB MifBUIIEHHS PiBHS KibepOesneku 06'eKTiB KpUTUYHO]
iHppacTpyKkTypu. 3abe3nedeHHs KibepoesrneKky € BaKJIMBUM 3aBIaHHs BU3HaUY€HUM YKa3zoM [Ipe3nneHTa Ykpainu
ITpo pimenHs Pagu HanioHanbHOI 6e3nexu i o6opoHu Ykpainu Bin 14 TpaBHs 2021 poky «IIpo Ctpareriio
Kibepbesneku YkpaiHny», 3akoHoM YKpainu «I1po ocHOBHI 3acanu 3abe3neueHHs Kibepoesneku YKpaiHu», 3aKOHOM
Ykpainu «IIpo kpuTu4Hy iHQpacTPyKTypy». 3HAUHY poJb Kibepbesneli BigBoguTbCs i B 3akoHi Ykpainu «IIpo
HaljoOHaJIbHY 6e3reKy YKpaiHu», o MiATBepaKye 3a/1e>KHICTh 3aXUIIEeHOCT] Iep>KaBHOTO CYBEPEHITETY,
TEPUTOPiaIBHOI LiTICHOCTI, I€MOKPATUYHOTO KOHCTUTYLIIMHOTO JIaly TA iHIIWX HALiOHAJILHUX IHTEPECIB YKpaiHu

BiJl peaJIbHUX Ta NOTEHLiMHUX Kibep3arpo3 KpUTU4HiN iHppacTpykTypi. HagBHi MeTonu Ta 3acobu 3a6e3ne4eHHs



Kibep6e3neku 06'eKTiB KpUTUYHOI iHpopMmaLiitHoi inppacTpykTypu (zasi - OKII), po3pobeHi Ha OCHOBI
MDKHapOJHUX CTaHAAPTIB Ta KPAIMX MPAKTUK, € JOCUTb €(PEKTUBHMMU B YMOBaX MUPHOTO 4acy, IIPOTe He
BPaxXOBYIOTh Ti6pUAHUI XapakTep BiliHH, 32 SKOTO 3'SIBJISIIOTHCSI HOBI 3arpo3y, 30KpeMa Taki K ¢iznyHe 3HUIEeHHS,
3aXOIJIEHHSI TPOTUBHUKOM, BifICYTHICTb MOKJIMBOCTI IIOCTiIHHOTO MOHITOPUHTY Ta KOHTPOJIIO, OOMEKEHHS B
pecypcax 3axuCTy Ta HassBHOMY I1IepCOHaUIi, Tpo6JieMU B IOCTaBKax 06J1afHAHHS AJ1s1 BilHOBJIEHHS], TIepe6oi B
npolecax 06MiHy iHpopMallieto, noTpebda y yacTiil 3MiHi yMOB QYHKIIOHYBaHHS, [MHaMiyHe 3pOCTaHHS KiJIbKOCTi Ta
SKOCTI KibepaTtak TOoI0, 4epes 10 iX eeKTUBHICTb 3HaUHO cragae. 3 oAy Ha Lie BUHMKAE 1oTpeda y po3pooii
HOBUX Ta yIOCKOHAJIEHHSI iCHYI0UMX METO/IiB Ta 3aCO0iB Kibep3axuCTy 3 METOIO MiJBUILEHHS PiBHS Kibepbe3neku
KpUTUYHOI iHdpacTpykTypHu. Bin 3a6e3nedeHHs Kibepbesrneky 06'eKTiB KpUTUYHOI iHPpopmaliiiiHoi indppacTpykTypu
SIK HEBil'eMHOi YaCTUHU 00 €KTiB KPUTHUYHOI iHPPACTPYKTypU 3aJIEXKUTDh Oe3IeKa HaCEeIeHHSs, BAKOHAHHS O00MOBUX
3aBJaHb BiiCbKaMU. AKTYaJIbHICTb JOCJIiIKEHHS TaKOXX 3yMOBJIEHA TUM, 10 HiJl 4acC BillHU Pi3KO 301/IbIINJIACD
KiZIbKiCTb KibepaTak Ha iHpopMaliliHO-KOMYHiIKaliliHi cucTeMu Ta TexHoJoriuHi mepesxi OKII, gep>kaBHUX yCTaHOB
Ta [IPMBATHOTO CEKTOPY. [IpUYMHOI0 YCIIHOro NpoBeEeHHs TAKUX KibepaTak € HasBHiCTb BPA3JIMBOCTEN B
iHpopmaliiiHO-KOMYHIKaLiiHMX cucTeMax Ta TexHosoriynux mepexxax OKIIL Y pamkax icHyouoi napagurmu
iHopmaLiitHoi 6e3neku (3abe3nedeHHs KOHPiNeHIiMHOCTI, LijliCHOCTI Ta JOCTYNHOCTI) 3aXUCT iH(popmalii Ta
KiGep3axUCT MOBUHEH BKJIIOYATHU YIPABJIiHHS PU3MKAaMU, MEHEIKMEHT BPa3/IMBOCTEH, 3aX011 3 Kibepo60opOHU
Iepxasu. OTxe, IpobsiemMa 3abe3neyeHHs Kibepoeseku € akTyaJabHOIO 3a/1a4elo, 110 NoTpebye ePeKTUBHUX

HEeBiIKIagHUX pillleHb /715 3a6e3NeyeHHs HallioHalbHOI 6e3neku YKpaiHu

2. This dissertation is dedicated to the development of methods and tools to enhance the level of cybersecurity for
critical infrastructure objects. Ensuring cybersecurity is a crucial task outlined in the Presidential Decree of
Ukraine on the Decision of the National Security and Defense Council of Ukraine dated May 14, 2021, «On the
Cybersecurity Strategy of Ukraine», the Law of Ukraine «On the Fundamental Principles of Ensuring Cybersecurity
of Ukraine», and the Law of Ukraine «On Critical Infrastructure». Cybersecurity also plays a significant role in the
Law of Ukraine «On National Security of Ukraine», underscoring the dependence of the safeguarding of state
sovereignty, territorial integrity, democratic constitutional order, and other national interests of Ukraine on actual
and potential cyber threats to critical infrastructure. Especially during times of war and heightened risks in
information and cybersecurity, developing new and enhancing existing methods and tools for cybersecurity
becomes urgent to elevate the country's cybersecurity. The security of critical information infrastructure objects
(hereinafter referred to as CIIOs), as an integral part of critical infrastructure, directly impacts the safety of the
population and the successful execution of military tasks. The existing methods and tools for ensuring the
cybersecurity of critical information infrastructure (hereinafter referred to as CII), developed based on
international standards and best practices, are quite effective in peacetime conditions. However, they do not
account for the hybrid nature of warfare, which introduces new threats, including physical destruction, enemy
takeover, lack of continuous monitoring and control, limitations in protective resources and available personnel,
issues with equipment supply for recovery, disruptions in information exchange processes, the need for frequent
changes in operational conditions, dynamic growth in the quantity and quality of cyberattacks, and more. As a
result, their effectiveness diminishes significantly. Considering this, there is a need to develop new and enhanced
existing methods and tools for cyber defence with the goal of elevating the level of cybersecurity for critical
infrastructure. The cybersecurity of critical information infrastructure (hereinafter referred to as CII), being an
integral part of critical infrastructure, is crucial for the safety of the population and the successful execution of
military objectives. The relevance of this research is also driven by the sharp increase in the number of
cyberattacks on the information and communication systems and technological networks of CII, government
institutions, and the private sector during times of war. Vulnerabilities in the information and communication
systems and technological networks of CII contribute to the success of such cyberattacks. Within the existing
information security paradigm (ensuring confidentiality, integrity, and availability), information protection and
cyber defence should encompass risk management, vulnerability management, and state cyber defence measures
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