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Pedepar:

1. lucepTariis nmpucBsyeHa po3pobiii MeTOiB Ta 3aCc06iB MiBUILleHHS PiBHS Kibep6e3neku 06 €KTiB KpUTUYHOI
inppacrpykrypu. 3abesneyeHHs Kibepoe3neKy € BaXJIMBUM 3aBIaHHS BU3HAYeHUM YKa3om [Ipe3useHTa YKpainu
[Tpo pimenns Pagu HauioHanbHOI 6e3neky i 060poHu YKpainu Bif 14 TpaBHs 2021 poky «IIpo Crparerito
KibepoOesneku Ykpainuy», 3akoHoM Ykpainu «[Tpo oCHOBHi 3acaiu 3a6e3nedyeHHs Kibepbesneku YKpaiHu», 3aKOHOM
Ykpainu «IIpo KpUTHU4HY iHPpaCTPYKTypy». 3HaUHY PoJib Kibepbesmneli BinBoauTbCs i B 3akoHi Ykpainu «I1po
HallioOHaJIbHY 6e3MeKy YKpaiHu», 1110 NigTBEePKYy€E 3aJIe>KHICTh 3aXUIEHOCT] Jep’KaBHOTO CYBEPEHITETY,
TEPUTOPiaIbHO] LiTTICHOCTI, I€MOKPaTUYHOTO KOHCTUTYLIIMHOTO JIafly Ta iHINUX HalliOHAJILHUX IHTEPECiB YKpaiHu
Bifl peasIbHUX Ta NOTEHILiHUX Kibep3arpos KpuTuyHiil inppacTpykTypi. HasgBHi MeTonu Ta 3acobu 3ab6e3rnedeHHs
Kibepbesneku 06’eKTiB KpUTUYHOI iHpopmalifiHoi indpacTpykTrypu (zasui - OKII), po3pobseHi Ha OCHOBI
Mi’KHAPOJIHUX CTaH[APTIiB Ta KpaIIUX IIPAKTUK, € JOCUTh ePEKTUBHUMHU B YMOBaX MUPHOTO 4acy, IIPOTe He

BPaxXOBYIOTh Ti6pUIHUI XapaKTep BiliHH, 32 SKOTO 3'SIBJISIIOTHCSI HOBI 3arpo3y, 30KpeMa Taki K ¢izryHe 3HUIEeHHS,



3aXOIVIEHHSI IPOTUBHUKOM, BiZICYTHICTb MOKJIMBOCTI ITIOCTiIfHOTO MOHITOPUHIY Ta KOHTPOJIIO, OOMEKEHHS B
pecypcax 3axUCTy Ta HassBHOMY [1epCOHaUIi, Tpo6JieMU B IIOCTaBKax 00J1afHaHHS IJ1s1 BilHOBJIEHHS], TIepe6oi B
npolecax o6MiHy iHpopMaliieto, noTpebda y yacTiil 3MiHi yMOB QYHKIIOHYBaHHS, JMHAMidyHe 3pOCTaHHS KiJIbKOCTi Ta
SKOCTI KibepaTak TOILO, 4epe3 10 iX eeKTUBHICTb 3HAYHO cragae. 3 omisgay Ha Lie BUHMKAE IoTpeda y po3pooii
HOBUX Ta yIOCKOHAJIEHHSI iCHYIOUMX METO/IiB Ta 3aCO0iB Kibep3axuCTy 3 METOIO MiJBUILIEHHS PiBHS Kibepbe3neku
KpUTUYHOI iHdpacTpyKkTypu. Bin 3a6e3neyeHHs Kibepbesrneky 06'eKTiB KpUTUYHOI iHPpopmaliiiiHoi inppacTpyKkTypu
K HEBil'eMHOi 4YaCTUHU 00'€KTiB KpUTHUYHOI iHPPACTPYKTypU 3aJIEXKUTDh Oe3IeKa HACEJIEHHS, BUKOHAHHS O00MOBUX
3aBJjaHb BifiCbKaMU. AKTYaJIbHICTb JOCJIIIPKEHHS TaKOXX 3yMOBJIEHA TUM, IO Mif 4ac BiliHU Pi3KO 306i/b1IINIaCh
KiJIBKiCTh KibepaTak Ha iHdpopMaliliHO-KOMYHIKaLiliHi cucTeMu Ta TexHosoriuHi mepexi OKII, nep>kaBHUX yCTaHOB
Ta [IPUBATHOr'O CEKTOPY. [IpUUNHOIO YCIIIIHOIO IPOBEAEHHS TaKUX KibepaTak € HasiBHICTb Bpa3jIMBOCTEN B
iH(popMaLiiHO-KOMYHIKaLiTHMX CUCTeMax Ta TexHoJoriyHux mepexkax OKIIL Y pamkax icHyouoi napagurmu
indopmaniitHoi 6e3nexu (3abe3nedeHHs KOHPineHiHOCTI, LisliCHOCTI Ta JOCTYMHOCTI) 3axucT iHpopmanii Ta
Kibep3axUCT [I0BUHEH BKJIIOYATH YIIPABJiHHS pU3MKaMU, MEHEIP)KMEHT BPa3IMBOCTEN, 3aX041 3 KibepobopoHU
Iepxasu. OTxe, IpobsiemMa 3abe3neyeHHs Kibepoeseku € aKTyaJabHOIO 3a/1a4€el0, 110 NoTpebye ePeKTUBHUX

HEeBiIKIagHUX pillleHb /715 3a0e3NeYeHHs HallioHalbHOI 6e3reku YKpaiHu

2. This dissertation is dedicated to the development of methods and tools to enhance the level of cybersecurity for
critical infrastructure objects. Ensuring cybersecurity is a crucial task outlined in the Presidential Decree of
Ukraine on the Decision of the National Security and Defense Council of Ukraine dated May 14, 2021, «On the
Cybersecurity Strategy of Ukraine», the Law of Ukraine «On the Fundamental Principles of Ensuring Cybersecurity
of Ukraine», and the Law of Ukraine «On Critical Infrastructure». Cybersecurity also plays a significant role in the
Law of Ukraine «On National Security of Ukraine», underscoring the dependence of the safeguarding of state
sovereignty, territorial integrity, democratic constitutional order, and other national interests of Ukraine on actual
and potential cyber threats to critical infrastructure. Especially during times of war and heightened risks in
information and cybersecurity, developing new and enhancing existing methods and tools for cybersecurity
becomes urgent to elevate the country's cybersecurity. The security of critical information infrastructure objects
(hereinafter referred to as CIIOs), as an integral part of critical infrastructure, directly impacts the safety of the
population and the successful execution of military tasks. The existing methods and tools for ensuring the
cybersecurity of critical information infrastructure (hereinafter referred to as CII), developed based on
international standards and best practices, are quite effective in peacetime conditions. However, they do not
account for the hybrid nature of warfare, which introduces new threats, including physical destruction, enemy
takeover, lack of continuous monitoring and control, limitations in protective resources and available personnel,
issues with equipment supply for recovery, disruptions in information exchange processes, the need for frequent
changes in operational conditions, dynamic growth in the quantity and quality of cyberattacks, and more. As a
result, their effectiveness diminishes significantly. Considering this, there is a need to develop new and enhanced
existing methods and tools for cyber defence with the goal of elevating the level of cybersecurity for critical
infrastructure. The cybersecurity of critical information infrastructure (hereinafter referred to as CII), being an
integral part of critical infrastructure, is crucial for the safety of the population and the successful execution of
military objectives. The relevance of this research is also driven by the sharp increase in the number of
cyberattacks on the information and communication systems and technological networks of CII, government
institutions, and the private sector during times of war. Vulnerabilities in the information and communication
systems and technological networks of CII contribute to the success of such cyberattacks. Within the existing
information security paradigm (ensuring confidentiality, integrity, and availability), information protection and
cyber defence should encompass risk management, vulnerability management, and state cyber defence measures
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