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Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaJIbHOI HAYKOBO-IIPUKJIAJHO]I 3a1a4i NigBUIEHHS
Kibep6e3neku 6e3MiJIoTHUX JliTanbHuX anapatis (BI1JIA) B ymoBax nediunty BidyanbHOi iHpopMalii misixom
PO3pOOJIEHHS] METOY, L0 NTOENHYE MaTeMaTUYHY MOZeJIb iHTeJIeKTyaIbHOrO IIJIaHyBaHHS TPaeKTOpil, afalTUBHe
aBTOHOMHE KePyBaHHS PYXOM, iHTeJIeKTyalbHy 00pOOKY CEHCOPHUX JaHUX, IPOTHO3YBaHHS TPAEKTOPIi Ta
YXWJIEHHS Bifl epelKo, y AMHaMiYHOMY cepefoBulli. O6'eKT NOCIiIKeHHs — Ipoliec 3abe3edeHHs Kibepoesneku
BITJIA B ymoBax gediuuty BisyanbHOi iHdopmalii. [IpegMeT qociiikeHHs — MeTO/, MiABUILEeHHS Kibepbesneku
BITJIA Ha OCHOBI iHT€JIeKTya/IbHOTO TIJIaHYBaHHS TPAEKTOPii, aBBTOHOMHOIO KepyBaHHs pyxoMm, QisnbTpaii
CEHCOPHUX JJaHUX, IPOTHO3YBAaHHS TPAEKTOPIii Ta aAAIITUBHOIO YXUJIEHHS Bifl lepelKkos. MeTo aucepTaliiiHoi
po06OTH € MiABULIEHHS Kibepbe3neku, CTiKocTi Ta e(peKTUBHOCTI PpyHKLIioHyBaHHS BITJIA B ymoBax nediuuty

BizyasibHOI iHpopMalii msxoM po3po0JIeHHS METOY, 1110 3abe3redye iHTeleKTyaabHe IIJIaHyBaHHS TPAeKTOPIi,



aZlaliTUBHE KePyBaHHS PyXOM, KOMIIEHCAllil0 IOXUOOK CEHCOPHUX JAHUX i IPOTHO3yBaHHS HEOE3MEeYHUX CUTYALH y
IVHaMiYHOMY cepeloBuIlli. Y BCTyIi 0OIPyHTOBAHO aKTyaJsbHICTh IIPOGJIeMU MifBULIeHHS Kibepoesneku BITJIA B
ymoBax fedinuTy BisyasnbHOI iHpopmaliii, IpoaHasnizoBaHO 0COOAUBOCTI PYHKIIOHYBaHHS O6€3IiIOTHUX CUCTEM Y
IVHAaMiYHOMY CEpeJOBUILi, BU3HAYEHO OCHOBHI IP0O06JIeMHU, IIOB'SI3aHi 3 HEIIOBHOTOIO CEHCOPHUX IAHUX,
HaBiraliHUMM NMOXUOKaMU, 30BHIIIHIMY AECTPYKTUBHUMU BIUVIMBAMU Ta HEOOXiAHICTIO 3a6€31e4eHHs CTiKOTO
aBTOHOMHOTO KepyBaHHsI. Y [1epLUIOMYy pO3[iJii IpOBeeHO aHaji3 Cy4acHUX IiAX0iB 10 NifBUIIEeHHS Kibepoe3neKku
BITJIA, aBTOHOMHOI'O K€pyBaHHS, [IJIaHyBaHHS TPaeKTOpii, cTabisnizaLlii pyxy, IPOrHO3yBaHHS KOOPIUHAT Ta
YXWUJIEHHS Bif] Iepelkoy,. BuspnieHo oOMexkeHHs iCHYI0UMX METOIiB B yMOBax nediluTy BisyanbHoi iHpopmalii Ta
cpopMOBaHO BUMOTI'U [0 110OYIOBY METOZY HifBuleHHs Kibepbesneku BITJIA. Y npyromy poszini po3po6aeHo
MaTeMaTU4Hy MOZEJIb IHTEJIEKTYaJIbLHOTO [IJIaHyBaHHS TpaeKTopii noyuboTty BITJIA Ha ocHOBI GERT-MepeskeBoro
niAxoy. 3apoNOHOBAHO (POPMaIi30BaHUI ONUC €TalliB IPOLeCy MJIaHYBaHHS 3 yPaxXyBaHHAM ix iMOBipHiICHO-
YaCOBUX XapaKTePUCTUK. [IpoBeeHO aHali3 KpUTUYHUX €TalliB iIHTEJIEKTYaJIbHOTrO IVIAHYBAHHSA Ta OLIiHEHO
004UCII0BAJIbHY CKIaAHICTh MOZesi. Y TpeTbOMY PO37isi po3p06sIeHO METO], iHTeJIeKTyalbHOrO aBTOHOMHOT'O
KepyBaHH pyxoM BI1JIA B ymoBax AeilUTy BizyaJIbHUX JAHUX K CKJIa0BY 3arajJbHOr0 METOY IiABUILIEHHS
Kibepbesneku. MeTop 6a3yeTbCs Ha KOMITJIEKCHOMY BUKOPUCTAHHI LJISIXOBUX KOOPJVHAT, TeOPii HOpMaJIbHUX
dhopM, aanTUBHUX AITOPUTMIB MAaIMHHOTO HAaBYaHHS Ta PEKYPEHTHUX HEPOHHUX Mepex s (inbTparii
ceHcopHoi iHpopmaliii Ta cTabinisauii TpaekTopii pyxy. ¥ uerBeproMy po3zini po3po6eHO METO, ITPOTHO3YBAHHS
TpaekTopii pyxy BITJIA Ta afanTUBHOrO YXUJIEHHS Bifi IEPELIKO, y AMHAMIYHOMY CEPeIOBUILi 3 BAKOPUCTaHHSIM
PeKypeHTHUX HelpoHHUX Mepexx RNN /LSTM. IIpoBeieHO eKcriepuMeHTalbHi JOCiIKEHHS Ta TOPiBHAIbHUIN
aHasli3 epeKTUBHOCTI 3alIpOIIOHOBAHOTO Migxoay 3 meTonamu Pure Pursuit, Line of Sight, Vector Field Ta Nonlinear
Stabilization. 3a pe3yspTaTamu MOJIE€/IIOBaHHS BCTAHOBJIEHO, 1110 3aIIPOIIOHOBAHUI METO[, 3abe3redye Kpalii
MIOKa3HMKY TOYHOCTI HaBiralii, CTIIKOCTi pyxy Ta €Heproe(eKTUBHOCTI. Y BUCHOBKaxX HaBEJIEHO OCHOBHi pe3yJIbTaTU
IycepTauifiHoi po6OTH 1010 BUPIlIEHHS [1I0CTAaBIEHUX HAYKOBUX 3a7iad. 3a pe3yJibTaTaMu JOCIIiIPKeHHS OTPUMaHO
TaKi HayKOBi pe3yJibTaTu: — Briepie po3po6sieHO MaTeMaTU4YHY MOJIeJlb iHTEeJIeKTYaJbHOTO IJIaHyBaHHS TPA€eKTOPii
nonboTy BITJIA Ha ocHOBI GERT-MepeskeBoro miaxopny, sgxa f103BoJige (opMai3yBaTy IPOLEC IJIAHYBAHHS Y
BUIJISAJ CYKYITHOCTI iMOBIPHICHO-4aCOBUX €TaIliB Ta BUSHAYATH iX BIUIMB Ha 3arajbHUii IPOLEC IIPUNHATTS PillleHb.
Lle 103BOIMIIO 3MEHIIUTY OO0YUCIIIOBAIbHY CKIIAAHICTh MOJeJli 6isbll HIXK Y 4 pa3y Ta BU3HAYUTU Hal6iIbLI
KPUTHYHI eTalu NpoLecy IJIaHyBaHHS. — YIOCKOHAJIEHO METOJ, iHTeJIeKTyaJbHOTO aBTOHOMHOT'O KEPYBAHHS PyXOM
BITJIA B ymoBax AediuuTy BisyaJbHUX NAHUX, SIKUH, HA BiIMiHY Bif] iCHYyIOUNX, IO€IHYE METOIU LIJIIXOBAX
KOOPAMHAT, TEOPil0 HOpMaIbHUX GOPM, aaliTHBHY KOPEKIIil0 PyXy Ta peKypeHTHI HepOHHI Mmepexi aJ1s Pinbrparii
CEHCOPHMUX JjaHuX. lle J03BOINIO0 3a6€3MEeYUTH CTiMiKe CIIilyBaHHS 3a 3a/IaHOI0 TPAEKTOPIEIO Ta 3HU3UTU TIOXUOKU
GPS-nasiranii y 2,5-3 pasu, a noxubku IMU — no 2 pasis. - JlicTaau Noganboro po3BUTKY METOAY IPOTHO3YBaHHS
TpaekTopii pyxy Ta yxuneHns BILJIA Bif niepemkos y AMHaMiYHOMY C€pEeLOBUILI 32 paXyHOK BUKOPUCTaHHS
PeKypeHTHUX HellpoHHUX Mepesxk RNN /LSTM i nuHamiyHOro HajamTyBaHHS TOPU3OHTY IPOrHO3yBaHHsL. Le
IO3BOJIMJIO MiBUILIATHA TOYHICTh IPOrHO3YBaHHS TPAEKTOPIi, TOKpaIIUTY aJallTUBHICTh CUCTEMU aBTOHOMHOIO
KepyBaHHS Ta OTPUMATH Kpallli y3arajbHeHi IOKa3HUKU e(pEeKTUBHOCTI OPiBHSHO 3 MeTogamu Pure Pursuit, Line of
Sight, Vector Field ta Nonlinear Stabilization.

2. The dissertation is devoted to solving an urgent scientific and applied problem of improving the cybersecurity of
unmanned aerial vehicles (UAVs) under conditions of visual information deficiency by developing a method that
combines a mathematical model of intelligent trajectory planning, adaptive autonomous motion control, intelligent
sensor data processing, trajectory prediction, and obstacle avoidance in a dynamic environment. Object of
research - the process of ensuring UAV cybersecurity under conditions of visual information deficiency. Subject of
research — a method for improving UAV cybersecurity based on intelligent trajectory planning, autonomous
motion control, sensor data filtering, trajectory prediction, and adaptive obstacle avoidance. The aim of the
dissertation is to improve the cybersecurity, robustness, and operational efficiency of UAVs under conditions of
visual information deficiency by developing a method that ensures intelligent trajectory planning, adaptive motion
control, compensation for sensor data errors, and prediction of hazardous situations in a dynamic environment.

The introduction substantiates the relevance of improving UAV cybersecurity under conditions of visual



information deficiency, analyzes the specific features of unmanned systems operating in a dynamic environment,
and identifies the main problems related to incomplete sensor data, navigation errors, external destructive
impacts, and the need to ensure robust autonomous control. The first chapter analyzes modern approaches to
improving UAV cybersecurity, autonomous control, trajectory planning, motion stabilization, coordinate
prediction, and obstacle avoidance. The limitations of existing methods under conditions of visual information
deficiency are identified, and requirements for constructing a method for improving UAV cybersecurity are
formulated. The second chapter develops a mathematical model of intelligent UAV flight trajectory planning based
on the GERT-network approach. A formalized description of the stages of the planning process is proposed, taking
into account their probabilistic and temporal characteristics. Critical stages of intelligent planning are analyzed,
and the computational complexity of the model is assessed. The third chapter develops a method of intelligent
autonomous UAV motion control under conditions of visual data deficiency as a component of the general method
for improving cybersecurity. The method is based on the integrated use of path coordinates, normal form theory,
adaptive machine learning algorithms, and recurrent neural networks for sensor data filtering and trajectory
stabilization. The fourth chapter develops a method for UAV trajectory prediction and adaptive obstacle avoidance
in a dynamic environment using recurrent neural networks RNN /LSTM. Experimental studies and a comparative
analysis of the proposed approach with the Pure Pursuit, Line of Sight, Vector Field, and Nonlinear Stabilization
methods are carried out. Simulation results show that the proposed method provides better navigation accuracy,
motion stability, and energy efficiency. The conclusions summarize the main results of the dissertation research in
relation to the formulated scientific tasks. The following scientific results were obtained from the research: - For
the first time, a mathematical model of intelligent UAV flight trajectory planning based on the GERT-network
approach was developed. The model makes it possible to formalize the planning process as a set of probabilistic
and temporal stages and determine their influence on the overall decision-making process. This reduced the
computational complexity of the model by more than four times and made it possible to identify the most critical
stages of the planning process. - The method of intelligent autonomous UAV motion control under conditions of
visual data deficiency was improved. Unlike existing approaches, the method combines path coordinate methods,
normal form theory, adaptive motion correction, and recurrent neural networks for sensor data filtering. This
ensured stable tracking of the specified trajectory and reduced GPS navigation errors by 2.5-3 times and IMU
errors by up to two times. - Methods for UAV trajectory prediction and obstacle avoidance in a dynamic
environment were further developed through the use of recurrent neural networks RNN /LSTM and dynamic
adjustment of the prediction horizon. This improved trajectory prediction accuracy, enhanced the adaptability of
the autonomous control system, and achieved better generalized performance indicators compared with the Pure
Pursuit, Line of Sight, Vector Field, and Nonlinear Stabilization methods.
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