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Pedepar:

1. O6’eKT mocCmimKeHHs: IPOLEeCHU NEPETBOPEHHS MO3ULIITHUX Ta HEMO3ULIIHUX CUTHAJIbHUX KOHCTPYKLIH 17151
3a0e3ne4yeHHs MifBUILeHHS IPUXOBAHOCTI NepeaBaHHs iHpopmalii B iHpopMaliiHO-KOMYHIKaLIIHHUX CCTEMax.
[IpenmeT mocifkeHHs: aHcaM6J1i IIyMOIIOi6HMX CUTHAJIB HA OCHOBI METOJiB iHTerpallii npoleciB TaiMepPHOTro
KOJlyBaHHS, CTATUCTUYHOrO MK(pPYBAHHS T CUHTE3Y IIYMONOAIOHMX CUTHAJIIB [1J15 30i1bIIE€HHS IPUXOBAHOCTI
CHTHAJIbHUX KOHCTPYKUiN. MeTonu NOoCiiKeHHsl. [171s1 BUPilIeHHs IOCTaBJIEHVX 3a/1a4, BU3HAYE€HHS aKTyaJIbHOCTI
pOOOTH Ta HAYKOBOT'O 3aBJIaHHS B JUCepTalliliHiil pO60Ti BUKOPUCTAHO METOIY CUCTEMHOTIO Ta MOPiBHSIBHOTO
aHanizy. [Ipu mociimpkeHHi BapiallilHUX MOXJIMBOCTEN IUCKPETHNX F€HEPATOPiB XaoCy 0B BUKOPHCTAHUM
KOPeJISILiHMIA aHai3 Ta Teopist iMOBipHOCTI. IIpu po3po6Li MeTony 3aXucTy iHpopMallii Ha OCHOBI iHTErpyBaHHS

CTaTUCTUYHOTO mK(PYBaHHS, 3aBaJOCTIMKOr0 KOAYBaHHS Ta JAEeKOPeJsiLii TOMUJIOK 6YJI0 BUKOPUCTAHO: TEOopis



IMOBIPHOCTI, T€OPisl 3aBaOCTIKOro KOJyBaHHS, TEOPis NPUXOBAaHOCTI Ta Kpumnrorpadii. [Tpu po3pobui meTonmy
CHHTe3y IIYMOIOAi6HMX CUIHAJIIB HA OCHOBI PO3IIMPEHHS TallMEPHUX CUTHAJIIB 32 JOTIOMOTOIO JIiHiIIHOi 4aCTOTHO]
MOZyJIsiLii 6yJI0 BUKOPUCTAHO: TeOPisl 3aXUCTy iHpopmaliii, Teopisi CUrHaiB Ta 3aBaJOCTIMIKOrO KOJYBaHHSI, a TaKOX
METOJY CTaTUCTUYHOrO 1 imMiTalliiHOro MofeoBaHHs. HaykoBa HOBM3HA OJjep>KaHUX PE3YJIbTATIB I10JIra€ B
HacTynHoMy: 1. OTpuMara nogasnbuil pO3BUTOK TEOPis JUHAMIYHOTO XaoCy IJ1s CUCTEM 3aXUCTY Ta IepeJaBaHHs
KoHineHuifiHOi iHdopMmalii, 1110 [ano 3MOry B pe3yJbTaTi LOCiI>KeHb OL[iHUTY BapiallifiHi MO>KJIMBOCTI
IVICKPETHUX F'€HEePaTopiB xaocy 1o GOpMyBaHHIO 6€3J1idi IICEBIOBUIIaIKOBUX MOCIIiIOBHOCTEN i3 3alaHUMU
B32€MHO-KOPEJIALiTHUMU BIACTUBOCTSIMU 1711 CUCTEM IIOTOKOBOTO IHQPYBAHHS Ta IPSMOTO PO3MUPEHHS
CIIEKTpa TaMEPHUX CUTHAJIIB, @ TAKOX [IJ1 CUCTEM MaHIIyJISLil, B SKUX JJ18 MACKyBaHHS NIPOLIECY NePeJaBaHHs
HEMo3ULiNHuX N1(PPOoBUX KOMOiHALlY1 BUKOPUCTOBYIOTHCS XaOTUYHi KOJIMBaHHs. 2. OTpUMAaB NOabINi PO3BUTOK
METOJIY MifBUILLEHHS iHpOpMalLiiiHOi IPUXOBAHOCTI Ta 3aBaIOCTIMKOCTI NlepeaBaHHs iHpopMallii Ha OCHOBI
iHTerpoOBaHUX METOJIiB IEPETBOPEHHS JAHUX: CYMICHOTO BUKOPUCTAHHS CTaTUCTUYHOTrO MU(PYyBaHHS,
3aBaJIOCTIMKOrO KOAYBaHHS Ta AEKOPEJIALil IOMUIOK. Lle masno 3Mory iHTerpyBaTu B €AIMHUN [IPOLIEC 3aXUCT
iHgopmauii Bif HeCaHKI[iOHOBAaHOTO AOCTYILy Ta BUIIAKOBUX 3aBaj, B KaHai. 3. OTpuMaa Nojaablinil pO3BUTOK
TEOpis CUHTEe3y MIyMONOAIOHNUX CUTHAJIB, 5IKa CIIPSIMOBAHA Ha PO3UIMPEHHS CIIEKTPa HEMO3ULIMHUX CUTHAJIbLHO-
KOJIJOBUX KOHCTPYKLH, 32 JOIIOMOT0I0 KX MO>KHA 3MiHIOBAaTH CTPYKTYPY TallMepHUX KOMOiHaLlill Ta KOPUT'YBAJIbHY
3/IaTHICTb 110 BUSIBJIEHHIO Ta BUIIPABJIEHHIO [IOMUWJIOK. 4. Briepiiie 3anporioHOBaHO METO[ CUHTE3Y IYMOIOAi6HIX
CUTHAJIiB Ha OCHOBI PO3LIVPEHHS CIIEKTPA HENO3ULIMHMX TAMMEPHUX CUTHAJIB 32 OTIOMOTIOI0 JIiHIHOI 4aCTOTHOI
MOIYJIALLL, 110 AAaJI0 3MOT'Y MiJBUILATY 3aBaJOCTINKICTh, EHEPIETUYHY Ta CTPYKTYPHY IIPUXOBAHOCTI [IepeiaBaHHs
CHTHAJIbHUX KOHCTPYKLil. [IpakTUyHe 3HaU€HHS! OJlepKaHUX B AUCEPTAaLii pe3ysbTaTiB NoJISIrae B 36ibIIEeHH]
€HEepPreTUYHOi Ta CTPYKTYPHOI IPUXOBAHOCT] CUTHAJIbHUX KOHCTPYKLiH IIJISIXOM 3aCTOCYBAaHHS XaOTUUHUX
KOJIUBaHb B CUCTEMAX MOAYJIALII 1J1s IEpeaBaHHS HEMO3ULIHHUX TalMEPHUX CUTHAJIIB Ta B CUCTEMAX II0TOKOBOTO
mr@pyBaHHs. BcTaHOB/IEHO, 1[0 HE3HAYHI 3MiHM TapaMeTpiB UCKPETHOro reHepaTopa JaloTh MOKIIMBICTD
CTBOPIOBATH KBa3ioOpTOroHasbHi IIOCiOBHOCTI YMCeJl, B3aeEMHU KoedillieHT Koperisllii ckianae B mexxax 6,9 10-4 -
8,110-3. CyMicHe BUKOPUCTaHHS CTATUCTUYHOTO MNUQPYBAaHHS, 3aBaJIOCTIIKOr0 KOJyBaHHS Ta JEeKOopeJIsLii
ITOMUJIOK J1aJI0 3MOTY MOEIHATU B €IMHUI NIpOLieC 3axUCT iHopmallii Bil HECAaHKI[IOHOBAHOTO AOCTYITy Ta
BUIIaJIKOBUX 3aBaj, B KaHali 38’13Ky. [Ipy LIboMYy Ha KO>KHOMY KpOLii [lepeTBopeHHs iHdpopMallii BindyBaeTbCs
3pOCTaHHs iHpopMaliliHOI TPUXOBAHOCTI Ta MifBUILIEHHS 3aBaJOCTINKOCTI. Tak 3aCTOCYBaHHS leKOpeJIsLii
ITOMUJIOK JI03BOJISIIOTh 3MEHIIUTHU KPAaTHICTh MIOMUJIOK Y KOLOBUX KOMOiHAIIiSIX Ta BUKOPHUCTOBYBAaTH PEXKUM
BUSIBJIEHHS IOMUJIOK BEJIMKOi KPATHOCTI tBUSIB = 2 ... 3 B CIIOJIyYEHH] 3 BUIIPABJIEHHAM TIOMUJIOK 3 KPATHICTIO tBUII =
1. Pe3ysnbTaty 0oCigyKeHb, BAKOHAHUX B POOOTI, [103BOJIUIM BCTAHOBUTHU HACTYIIHE: MOKJIUBICTb CUHTE3Y
IIYMOIOAiOHMX HEMO3ULIMHNX TAaIMEPHUX CUTHAJIB Ha OCHOBi JIYM; 3aCcTOCYBaHHS KOPEJSLiMHOIO IPUIHOMY [J14
BuzineHHs GponTiB TCK npu BifHOmEHH] cUrHan-3aBajia Ha BXO/i IpuiiMaya ; 3a6e3e4eHHs eHepreTUYHol
IIPUXOBAHOCTI, TOOTO MOXKJIMBICTb II€pelaBaHHs 32 YMOBH, 1110 LIIyM IepeBillye KOPUCHUI NepefaBaHuil CUTHAJ B 2-
4 pasu. 3acTocyBaHHs TallMEPHUX CUTHAJIIB JajI0 3MOTY MiJBUIIUTU CTPYKTYPHY NIPUXOBaHICTb Y IOPiBHSHHI 3
po3psagHo-1MppoBUM KooM. OTpuMaHi B poOOTi pe3ysbTaTy BIIPOBAJKEHi B HaBYaIbHUM polec kKabeapu
Kibepbe3neKky Ta TeXHIYHOro 3axucTy iHpopmaliii [lep>kaBHOro yHiBEpCUTETY iHTEJIEKTYaJIbHUX TEXHOJIOTIH i 3B'3KYy,
110 MiJTBEPIKYETHCS BiATIOBITHMM aKTOM BIIPOBaKeHHsI. [IpakTUyHa IiHHICTb pO6GOTU B TOMY, 1110 OTPHUMaHi
pe3yJIbTaTyu NPUAATHI [IJ14 3aCTOCYBaHH B HisyibHOCTI TOB «AVICAIBEPO», 1m0 i TBEPIKEHO BiIIOBIIHMM aKTOM

BIIPOBAP)KEHHSI OCHOBHMX PE3YyJIbTATIiB NOCIIiI>KEHHS.

2. The subject of research: sets of noise-like signals based on methods of integrating timer coding processes,
statistical encryption, and noise-like signal synthesis to increase the concealment of signal constructions.
Research methods. To solve the tasks set in the dissertation, methods of systematic and comparative analysis were
used to determine the relevance of the work and formulate the scientific problem. Correlation analysis and the
theory of probabilistic analysis were applied when analyzing and studying the variation capabilities of discrete
chaos generators. When developing the information protection method based on the combined use of statistical
encryption, noise-resistant coding, and decorrelation, the theories of statistical modeling, noise-resistant coding,
concealment, and cryptography were employed. The scientific novelty of the obtained results is as follows: 1. The



theory of dynamic chaos for information protection and confidential information transmission systems was further
developed, allowing an assessment of the variation capabilities of discrete chaos generators for forming a
multitude of pseudo-random sequences with specified mutual correlation properties. These sequences are
applicable in stream encryption systems, direct spectrum expansion of timer signals, and manipulation systems
where chaotic oscillations mask the transmission process of non-positional digital combinations. 2. The methods
for enhancing information concealment and noise resistance in information transmission were further developed
based on integrated data transformation methods: combining statistical encryption, noise-resistant coding, and
error decorrelation. This allowed the integration of information protection processes against unauthorized access
and accidental noise in communication channels. 3. The theory of noise-like signal synthesis was further
developed to expand the spectrum of non-positional signal-code constructions, enabling modifications to timer
combination structures and their error detection and correction capabilities. 4. A method for synthesizing noise-
like signals based on spectrum expansion of non-positional timer signals using linear frequency modulation was
proposed for the first time. This method improved the noise resistance, energy, and structural concealment of
transmitted signal constructions. The practical significance of the dissertation results lies in increasing the energy
and structural concealment of signal constructions through the application of chaotic oscillations in modulation
systems for transmitting non-positional timer signals and in stream encryption systems. Minor parameter changes
in the discrete generator enable the creation of quasi-orthogonal number sequences with mutual correlation
coefficients ranging between 6,9 x 100 and 8,1 x 100®. The combined use of statistical encryption, noise-resistant
coding and error correction made it possible to combine the protection of information from unauthorised access
and accidental interference in the communication channel into a single process. At each step of information
transformation, information concealment and noise immunity increase. Thus, the use of error correction made it
possible to reduce the error rate in code combinations and use the high error rate detection mode tBusis = 2 ... 3 in
combination with error correction with a multiplicity of tBun = 1. The results of the research carried out in this
work allowed us to establish the following: the possibility of synthesising noise-like non-positional timer signals
based on the LFM,; the use of correlation reception to isolate the TSC fronts at the signal-to-noise ratio at the
input the receiver h=P_c/(P_i=0,25); ensuring energy concealment, i.e., the possibility of transmission provided
that the noise outweighs the useful transmitted signal by a factor of 2-4. The use of timer signals made it possible
to increase the structural concealment compared to the bit-digital code. The results obtained in the dissertation
have been implemented in the educational process of the Department of Cybersecurity and Technical Information
Protection at the State University of Intellectual Technologies and Telecommunications, as evidenced by the
relevant act of implementation. The practical value of the work lies in the applicability of the obtained results for
the engineering design of radio and telecommunication systems, confirmed by the act of implementing the main
research results at the enterprise LLC "ICYBERO".
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HaykoBa (HayKOBO-TeXHi‘{Ha) HpO,ILyKI.liSIZ METOJM, TEOPii, rirnoTe3u; NporpaMHi NpoAyKTH, IPOrpamMHO-
TEXHOJIOTiYHA TOKyMEHTAllisl; aHaJIITUYHI MaTepianu
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxopoHHi gJokymeHTH Ha OIIIB:

BrnpoBaaKeHHS pe3yJIbTaTiB AHCEPTalii: BuposamkeHo

3B'130K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KepPiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. KopuuHcbkun Bonogyumup Bukroposuy

2. Volodymyr Korchynskyi

KBasidikamis: n. . 1., npodecop, 05.13.21
InenTudgikarop ORCID ID: 0000-0003-3972-0585
JoparkoBa inHdpopmamnist:

IloBHE HaliIMEHYBaHHS IOPUAHNYHOI 0COOH: JlepKaBHUIl YHIBEPCUTET iHTEJIEKTYaIbHUX TEXHOJIOTIH i

3B'3KY

Kopg 3a €IPIIOY: 43997335

Micue3HaxoaKeHHS: By Kysneuna, 6yz. 1, Oneca, 65023, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta PEL€H3€HTIiB

OdiuiiiHi oIOHEeHTH



Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. ®ecenko AHppiit OnekciiioBuy

2. Andriy Fesenko

KBasigikamis: . . u., gou., 05.13.21
ImenTudikarop ORCID ID: 0000-0001-5154-5324
JonaTkoBa iHdopmanist:

IloBHe HaﬁMeHyBaHHﬂ IOpI/I,I[H‘IHO'l' 0COO0M: Jlep>kaBHE HEKOMEpLiHE MiANprUeMCTBO "lepKaBHU

yHiBepcuteT "KniBCbKUN aBialliiHWM iHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHsI: npocr. ['ysapa Jlio6omupa, 1, Kuis, 03058, Vkpaina
dopma BracHOCTI: JlepxasHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

BiacHe IIpisBuie Im'sa ITo-6aThKOBI:
1. Pyguunpkuit Bonogumup MukosianioBuy

2. Volodymyr Rudnytskyi

KBasigikamis: 1. 1. u., npodecop, 05.13.06
Inentudicarop ORCID ID: 0000-0002-7362-3263
JoparkoBa iHdpopmamuist:

IloBHe HaﬁMeHyBaHHﬂ IOPUIUYHOL 0CO0H: Jlep>kaBHMII HAyKOBO-JOCIi/[HUIA iHCTUTYT BUMIPO6GYBAHb i

cepTudikarii 036poeHHs Ta BiliCbKOBOI TeXHIKU

Kopg 3a €IPIIOY: 26614573

MicneSHaxo,erCHHﬂ: ByJ1. CTpineupka, 6yn. 1, YepHiris, YepHiriBcbkuii p-H., 14033, Ykpaina
dopma BiracHOCTI: JlepxasHa

Cdepa ynpaBiriHHS: MinicrepcTBo 060poHu YKpainu

InenTudikarop ROR:

Penensentu

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Onaupkun Osekcii BitanifioBuu

2. Oleksiy Onatskyi
KBasigikamis: . r. u., mou,, 05.12.13
Inentudgikarop ORCID ID: 0000-0002-7362-3263

JoparkoBa iHdpopmamuist:



IloBHe HaliMEeHYBaHHS IOPHUAHUYHOI 0COOM: [lepKkaBHUII YHIBEPCUTET iHTENEKTYIbHIX TEXHOIIOTIH i

3B'SI3KY

Kopg 3a €IPIIOY: 43997335

Micue3HaxoaKeHHs: sy Kysneuna, 6yz. 1, Oneca, 65023, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Baacue IlpizBumie Im's I1o-6aTbKOBI:

1. Tamxues MaTin Marcyp-ornu

2. Matin Hadzhyiev

KBasigikamnis: n. 1. v., npodecop, 05.12.13
Inentudikarop ORCID ID: 0000-0001-7280-3863
JoparkoBa indopmamnist:

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: [lepkaBHUI YHIBEPCUTET iHTENEKTYIbHIX TEXHOJIOTIH i

3B'SI3KY

Kopg 3a €IPIIOY: 43997335

Micue3HaxoaKeHHs: sy Kysneuna, 6yx. 1, Oneca, 65023, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoOMOCTi

Biacue IpizBume Im's [10-6aTbKOBI Baciniy €sren Bikroposuy
rOJIOBH paau

Biacue IpizBume Im's I1o-6aThKOBI Baciniy €sren Bikroposuy
TOJIOBYIOYOTO Ha 3acCiiaHHi

BiamoBimaibHUH 32 MiZTOTOBKY Benosa Onis Bonogumupisaa
00JIiKOBUX JOKYMEHTIB

Peectpartop YkpIHTEI

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbHUM 32 peECTpallilo HAayKOBOIi IOpuenko TeTsHa AHaTtosiiBHA

OisSIIBHOCTI




