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1. MeTonu cunTe3y apudpmMeTUYHUX MOAYJIiB i3 BOYIOBAHOIO [ialrHOCTUYHOIO iHPPACTPYKTYPOIO [JIsl CUCTEM 3aXUCTY
ingopmauii

2. Synthesis methods of arithmetic units with embedded diagnostic infrastructure for information protection
system

Pedepar:

1. O6'eKT HOCHIIKEHHS: IPOLIECU CUHTE3Y Ta JIOTIYHOTO MTPOEKTYBaHHS KOMIIOHEHTIB KOMII'IOTEPHUX CUCTEM i3
BOYIOBaHUMMU 32C00aMM CUTHATYPHOTO MOHITOPUHTIY. MeTa - MiJIBUILIEHHS PiBHSI KOHTPOJIENIPUAATHOCTI Ta
3HUKEHHS TPYJOMICTKOCTI IiarHOCTYBaHHS apu(PMETUYHUX MOYJIiB KPUNITOTPaPidyHUX CUCTEM 3aXUCTY
indopmanii Ha OCHOBI po3p0O6KHU MOesIel, MeTOiB Ta IPOLeAyP CUHTE3y LU(POBUX PUCTPOIB i3 BOYZOBAaHUMU
3acobamMu JiarHOCTUYHOI iIHQPaCTPYKTypy CUTHATYPHOI'O MOHITOPUHTY, SKi peasi3yloTbCsl Ha Cy4acHiil elleMeHTHil
6asi. MeTonu DOCIIKEHHS: METOAU Teopii LUPPOBUX aBTOMATIB, METOIX TeOPii rpadis Ta anredbpu peryasipHUX
[ofIiiA, METOM Ta poLenypu Kpunrorpadii, MeTony TexHiYHOTro fiarHoCTyBaHHS. TeopeTnyHi Ta IpPaKTU4Hi
Pe3yJIbTaTU: PO3PO6IEHO METOLIM Ta MPOLElypY CUHTE3y YHiBepcaJbHUX IOMHOXYBauiB B 11ossax GF(2p) Ha I1JIIC



tuny FPGA, nigBUILIEHO JOCTOBIPHICTD iX (PYHKIIOHYBaHHS 32 PaXyHOK BKJIIOYEHHS JJO CXEMHU [TIOMHOXyBaya
BOYJJOBAaHUX 3aCO0iB TECTOBOTO JiarHOCTyBaHHA. HaykoBa HOBM3HA: BIiepile po3po6sieHa aBTOMaTHA MOJIEJIb
KJIITUHHOTO aBTOMara Ha 6a3i asre6pu peryssipHUX Moiil; po3po6ieHO METO], CUHTE3Y Ir'eHepaTopiB
IeTepMiHOBAaHUX TECTOBUX MOCJIiJOBHOCTEN Ha Mepeykax KJIITUHHUX aBTOMATiB; pO3p06JIEHO METOJ], CUHTE3Y
JIOTIYHOI CXeMU MOZYJIS MHOKEHHS MOHTTOMEDI B CKIHUEHHYX I10JIX; OTPMMAJIH NOJAJIbIINIA PO3BUTOK MAaTPUYHI
MOJIeJli MePEX KIIITUHHUX aBTOMATiB, METOAY CUHTE3Y IOCJiBHO-TIOCIiJOBHUX IOMHOXYBA4iB B CKIHU€HHUX I10JIIX
l'asya, MeTOIM CUHTE3Y YHIBEpCAIbHUX I1OCJIiBHO-TIOCIiJOBHUX IIOMHOXYBauiB B [10J151X ['aya i3 BOyloBaHUMU
reHepaTopamMu TECTOBUX IMOCILOBHOCTEN. BIIpOBaKeHHS: pe3ysbTaTu BIIpoBagkeHi y 1T "XapKiBCbKM1 HAYKOBO-
OOCTiIHUM iIHCTUTYT KOMILJIEKCHOI aBTomaTu3auii” (M. XapkiB), HauioHanpHuit TexHiuyHuN yHiBepcuTeT "XIII" (M.
XapkiB). Cdpepa BUKOPUCTAHHS: IPOrpaMHO-anapaTHi 3acoby ynpasiiHHs ckiaagHumMu o6'ekramu Ha [TJIIC. (nuB.
MIPOJOBXXEHHS])

2. The object of study: the processes of synthesis and component logic design for computer systems with
embedded signature monitoring instruments. The aim of the study - to increase the level of controllability and
reduce diagnosing complexity of arithmetic modules for cryptographic systems through the development of
models, methods and synthesis procedures of digital devices with built-in diagnostic infrastructure signature
monitoring to be implemented using modern components. Methods: methods of digital automata theory, graph
theory and algebra of regular events, methods and procedures of cryptography, methods of technical diagnostics.
Theoretical and practical results: the methods and synthesis procedures of universal field GF(2p) multipliers on
PLD type FPGA are developed, the accuracy of their operation on account of including built-in diagnostic test
instruments in multiplier circuit is increased. Scientific novelty: first cellular automaton model on the basis of the
regular events algebra is developed, the synthesis method of deterministic test pattern generator on the cellular
automata, the synthesis method of logic scheme of Montgomery multiplication unite in finite fields is developed,
further developed the matrix models of cellular automata, synthesis methods word-serial multiplier architectures
in finite Galois fields, synthesis methods of the universal word-serial multipliers in Galois fields with built-in test
pattern generators. Degree of implementation: results implemented in SE "Kharkov Research Institute of
Integrated Automation" (Kharkov), National technical university "Kharkov polytechnic institute" (Kharkov).
Application area: software-hardware devices for complex objects control on the PLD.
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