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V. BimomocTi npo guceprauiio
Mosga guceprarii:
Koau TemaTHYHHUX PYOpPHK: 50.37.23

Tema gucepranii:
1. MeTogosorist mo6ynoBu cucteMu 3abe3nedeHHs iHpopMaliiiHoi 6e311eKu Jep>kaBy y CollialbHUAX iHTepHeT-
cepsicax

2. Methodology of construction of the state information security system in social networking services

Pedepar:

1. Po3p06s1€HO KOHLIENL{I0 CUHEPTETUYHOTO YIIPABJIiHHS B3a€MOJI€I0 aKTOPIB Y COLIiaJIbHUX iHTEPHET-CepBicax I
IOCSITHEHHS 33[JaHOTO CTIiIKOro cTaHy iH(popMaliiiHOi 6e3MeKn Aep>kKaBy 3aBIsSKM CaMOOpraHisallii akTopis.
Po3pob6ieHo MeTo[1 BUsIBJIeHHS iHopMalliiHUX orepalliil Ha OCHOBI BBEI€HUX O3HAK BUKOPUCTAHHS COLiaJIbHUX
60TiB. PO3BMHYTO MeTO/, BUSIBIEHHS O3HAK 3arpo3 iHpopMaliiiHiil 6e3nelli fep>KaBU B TEKCTOBOMY KOHTEHTI
coljia/IbHUX IHTepHET-CePBiciB. PO3p06s1eHO METO, BUSBIEHHS iHPOPMaLIiHO-TICMXOJIOTIYHOTO BIUIMBY Ha aKTOPIiB
y coliaJIbHUX IHTEPHET-CEPBicax, SIKNI y3arajbHIOE IIPOLEC BUSBJIEHHS MAHINyJISILiM CYCHiJIBHOIO JYMKOIO.
Po3pobseHo meTon nodynoBy npodinis iHpopMalliiiHOi 6e31eKu aKTOPiB, sIKi BAKOPUCTOBYIOTbCS CY0'€KTaMU
BIUJIMBY [J151 MaHIiIlyJI0BaHHSI IOBEiHKOIO aKTOPiB. PO3p06s1€HO METOI TPOTHO3YBAaHHS NUHAMIKY TOMMUPEHHS
KOHTEHTY CIIPSIMOBAHOTO 3MiCTy 17151 iHpopMaliiiHoi npoTuaii 3arpo3am. Po3po6yeHo MeTofo10rii0 To6yA0BU

cructemu 3abesneyeHHs iHpopmaliliHoi 6e3rexu ep>KaBy Y COLliaIbHUX iHTepHeT-cepBicax, sSIKa J03B0JIuIa Ha



CHCTEMHOMY PiBHi OpraHi3yBaTu NpOTHUIi0 3arpo3am iHdopMalliliHiil 6esmneni neps>kasu.

2. The concept of synergetic interaction management of actors in social networking services has been developed
to achieve a given stable state of state information security due to the self-organization of actors. The method of
detecting information operations on the basis of the introduced features of using social bots is developed. The
method of revealing signs of threats to the state's information security in the text content of social networking
services is developed. The method of revealing information-psychological influence on actors in social networking
services is developed, which generalizes the process of revealing manipulations with public opinion. The method of
constructing profiles of information security of actors, which are used by actors of influence to manipulate the
behavior of actors, is developed. The method of forecasting the dynamics of distribution of content of directed
content for information counteraction to threats is developed. The methodology of construction of the state
security information security system in social networking services was developed, which allowed to organize the
counteraction to threats to state information security at the system level.
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