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Tema gucepranii:
1. MeTonuka ¢GopMyBaHHS MOJIeJli I€P>KaBHOTO PETyYJIIOBAaHHS KibepHEeTUYHOi 6e31eku (OHI0BOrO PUHKY HAa OCHOBI

Teopii AudepeHLiabHUX PiBHSHD i3 3aMi3HEHHSIM

2. Methods of forming a model of state regulation of cyber security of the stock market based of differential
equations with delay

Pedepar:

1. Inceprariist Ha 3M06YTTSI HAYKOBOTO CTYIEHs KaHAMAaTa TEXHIYHUX HayK 3a creljanbHicTio 21.05.01
«InpopmauiiiHa 6e3neka gepskaBu». — Jlep>kaBHUIl YHIBEpCUTET TeaeKkomyHikauii. Kuis, 2019. B po6ori
cpopMyIbOBAHO Ta BUPIlIEHO aKTyaJlbHEe HayKOBE 3aBJJaHHS 11070 PO3POOKU HayKOBO-METOIUYHOTO arapary
3abe3ne4yeHHs Kibepbe3neKy CUCTEMU iHTEPHET-TPENAMHTY (POHIIOBOTO PUHKY Ha OCHOBI I epeHIialbHUX
PiBHSIHB i3 3ani3HEHHSIM. MeTa aucepTauiiiHoi po60TH NOJIsrae y MiABUILEHH] TOYHOCTI pO3paxyHKy (QYHKIil pU3UKY
BTpAT I1if yac 37[iiCHEeHHs TOPriBeJIbHUX Ollepaliil B CUCTEeMi iHTepHeT-TpeiauHry Ha GOHIOBOMY PUHKY B yMOBax
BILJIMBY Kibepartak. [IpakThyHe 3HaYeHHs OTPMMAHUX Pe3yJbTaTiB MOJISITa€ B TOMY, 110 B POOOTi Ha OCHOBI
3aIIPONIOHOBAHUX aHAJIITUYHUX 3aJI€XKHOCTEN IHTEHCMBHOCTI KibepaTak Ha CUCTEMY iHTepHET-TPEHIUHTY
(OHI0BOrO PMHKY BiZl 4acy po3pobJIeHO Ta JOBELEHO [0 MIPAKTUYHOI peasi3allii MeTOAMKY aHasli3y PU3MKiB BTpaT

Bif, ycnimHoi peanizanii kibepaTak Ha CUCTEMY iHTE€pHeT-TpeHIuHTY (POHIOBOr0 pUHKY. 3alIpOIIOHOBAHA METOIMKA



OLIiHIOBAaHHS pU3MKIB BTpAT IiJ yac 3abe3nedeHHs iHpopMaliiiHoi 6e3reku (POHIO0BOrO PUHKY [03BOJISE MiIBUIIUTH
TOYHICTh PO3PaxyHKy PyHKLUii pu3uKy Ha 8-10 % B [OPIBHSHHI 3 iCHYI0OUMMHU METOAUKAMU 004U CIIEHHS 3a3HaY€HOT0

MTOKA3HUKA, a TAKOXK [03BOJISI€ BUBHAYUTH PiBEHb 3aXUIIEHOCTI iHpopMallifiHOi cUCTEeMU.

2. The thesis for the degree of candidate of technical sciences, specialty 21.05.01 «Information security of the
state». — State University of Telecommunications, Kyiv, 2019. In the work it is formulated and solved the actual
scientific research work on the development of a scientific and methodical apparatus for securing the
cybersecurity of the stock market internet-trading system on the basis of differential equations with delay. For the
first time the analytical dependences of the intensity of cyber attacks on electronic stock markets from time are
derived, which are based on systems of differential equations with initial conditions, taking into account system
behavior at a certain time interval. The proposed dependencies allow us to build the probability distribution of
losses in the course of trading transactions in the system of internet-trading on the stock market under conditions
of influence of cyber attacks. A method for estimating loss risks in providing information security of the stock
market was developed which is based on the analysis of phase portraits of the dynamics of change in the intensity
of cyber attacks which are described by differential equations with delay. This technique allows you to identify the
areas of stability of the process of securing the information security of the stock market under the influence of
cyber attacks. The methodology for controlling the reflection of a cyber attack on the system of Internet trading in
the stock market is improved, which differs from the current ones taking into account the time delay of the
reaction of the system of protection to cyber attacks. The results of the research are of an applied nature and can
be used to conduct experiments and predict the values of the parameters that characterize cyber attacks that are
aimed at the electronic trading platforms of stock markets in order to eliminate them and prevent the information
security of modern electronic trading technologies and mutual settlements. The dependencies, which are revealed
in the modeling process, are adapted to the conditions of electronic trading and mutual settlements in stock
markets and take into account the factors of confrontation to cybernetic attacks that are associated with the delay
time. It is shown for the first time that it is possible to construct the dependences of the intensity of cybernetic
attacks using linear differential equations with delay directed at information and telecommunication means of
information security of the cybernetic space of the stock market. The offered method of estimation of losses risks
in the course of providing information security of the stock market allows to increase the accuracy of the
calculation of the function of risk by 25 - 30% in comparison with the existing methods of calculation of the
indicated indicator, and also allows to determine the level of security of the information system.
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