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ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Iudp cnenianizoBaHoi BYU€HOI pagHy (Pa30Boi Cleliaai30BaHOl BYEHOI paju). [l 64.052.01
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IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo
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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX pyOpHK: 50.37.23, 50.39, 50.41.27

Tema gucepranii:
1. Mopziesli aBTOMaTU30BAaHOI0O aHaJli3y Ta JiarHOCTYBAaHHS N10JiMOP(HUX BipyCiB y KOMITIOTEPHUX CUCTEMAX Ta

Mepexkax

2. Models for automated analysis and diagnosis of polymorphic viruses in computer systems and networks

Pedepar:

1. MeTa mocifpkeHHs — iCTOTHe 3MEHIIEHHS 4acy i BAPTOCTi po3Mi3HaBaHHS NOJIMOP(HUX MYTaTOPIB IJISIXOM
PO3pOOKY i BIPOBaJIKEHHS (PefepaTrBHOI apxiTekTypu cloud-edge KOMITIOTMHTY Ha 0CHOBI ML-sandbox i
BEKTOPHO-JIOTYHMX METO/IIB MOIYKY zero-day WKifJMBUX KOIIB 117151 3aXUCTY iHPPACTPYKTYpH KibepdizndHoro
npoctopy. [TosiMopdHUIT MyTaTOp — MEXaHi3M yIpaBJliHHS JIOTIYHOIO i CHHTaKCUYHOI0 MoaudiKallieio Kony
LIKiZIMBOI TporpaMu i ii MaCKyBaHHS BiJl JETEKTYBaHHS iCHYIOUMMM aHTUBIpyCHUMU cepBicamu. Haykosa
HOBU3HA PEe3yJIbTaTiB JOCIIXEHB: 1) BIleplIe 3alIpONIOHOBAaHO (penepaTuBHy ML-apxiTekTypy sandbox
KOMITIOTHHIY; 2) YIOCKOHAJIEHO CTPYKTYPHY MOJiesib ML-KOMITIOTHHTY; 3) yIOCKOHAJIEHO MAaTPUYHO-JIOTIYHU
METO/, [IiarHOCTYBaHHS 1IKiIJIMBUX KOJIiB; 4) YJOCKOHAJIEHO BEKTOPHO-MAaTPUYHUI METOZ, IiarHOCTYBaHHS
IIKiIJIMBUX KOJIiB; 5) BIEpLIe 3alIpOIIOHOBAHO METOAM: IeTeKTyBaHHS MOAU(IKOBAHUX MIKiIJINBUX KOJIB;
IeTEKTYBaHH IOCJIIKYBAaHOTO 3pa3ka 3a3Jajierifb BCTAHOBJIEHMMU aHTUBIPYCHYMM PilllEHHAMU; AiaTHOCTYBaHHS

1osliMOp(pHUX IIKiAJIMBUX IIPOrPaMm 3a LOMOMOrolo Yara npasuit; ctBopeHHs1 URL curHatyp HOBOTO [IOKOJIiHHS, 10



Ila€ MOXJIMBICTb CKOPOTUTHU PO3Mip 6a3u JaHuX Ha 75%

2. The aim of the study is to significantly reduce the time and cost of recognizing polymorphic mutators by
developing and implementing a federated cloud-edge computing architecture based on ML-sandbox and vector-
logical methods for finding zero-day malicious codes to protect cyberspace infrastructure. Polymorphic mutator is
a mechanism for controlling the logical and syntactic modification of malicious code to mask it from detection by
existing antivirus services. Scientific novelty of research results: 1) proposed a federal ML-architecture sandbox
computing; 2) improved structural model of ML-computing; 3) improved matrix-logical method of diagnosing
malicious code; 4) improved vector-matrix method of diagnosing malicious codes; 5) proposed methods: detection
modified malicious codes; detection of the test sample by pre-installed anti-virus solutions; diagnosing
polymorphic malware using Yara rules; creation of URLs of signatures of new generation, it allows to reduce the
size of a database by 75%
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TrOJIOBH pajgu
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