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V. BimomocTi npo gucepraniio
Mosga aguceprarii:
Koau TemaTuyHHUX pyOpHK: 50.37.23, 50.39, 50.41.27

Tema gucepranii:
1. Mogeni aBTOMaTM30BaHOTO aHai3y Ta AiarHOCTYBaHHS 0JiMOP(QHUX BipyCiB y KOMITIOTEPHUX CUCTEMAX Ta

Mepexax

2. Models for automated analysis and diagnosis of polymorphic viruses in computer systems and networks

Pedepar:

1. MeTa mocigpkeHHs — iCTOTHE 3MEHIIEHHS 4acy i BAPTOCTi pO3Mi3HaBaHHS NOJiMOP(HUX MYTATOPIB IIJISIXOM
PO3pOOKH i BpoBaKeHHs dpelepaTuBHOI apxiTekTypu cloud-edge komm'toTuHry Ha ocHOBI ML-sandbox i
BEKTOPHO-JIOTIYHUX METOZB MOIIYKY zZero-day IIKiJIMBUX KOZiB JJIsl 3aXUCTY iHPPaCTPyKTypH KibepPiznuyHoro
npoctopy. I[TosiMopdpHUIT MyTaTOp — MEXAHI3M yIPaBJiHHA JIOTIYHOIO i CHHTaKCU4HOI0 MoAuQiKallielo Kony
LIKiOIXBOI Mporpamu AJid ii MacKyBaHHS BiJl JeTEKTYBaHHS iCHYI0OUMMHU aHTUBIPyCHUMU cepBicamu. HaykoBa
HOBHM3HA pe3yJIbTaTiB JOCiIKeHb: 1) Briepiie 3aliponoHoBaHo denepaTuBHy ML-apxitekTypy sandbox
KOMITIOTHHLY; 2) yIOCKOHAJIEHO CTPYKTYPHY MOJieslb ML-KOMITIOTUHTY; 3) yJOCKOHAJIEHO MAaTPUYHO-JIOTiYHU

METO[, ,I[iaFHOCTy'BaHHH I.LIKi]_IJII/IBI/IX KO]_IiB; 4) YOOCKOHAJIEHO BeKTOpHO—ManI/I‘IHI/Iﬁ METO[, ,E[iaFHOCTy'BaHHH



IIKiIJIMBUX KOZiB; 5) BIEpILE 3apOIIOHOBAHO METOIN: IeTEeKTYBAaHHS MOIM(iKOBaHMX MIKiAJINBUX KOIIB;
IeTEKTYBaHHS [OCJiKYBAaHOTO 3pa3Ka 3a371ajleTiib BCTAHOBJIEHMMU aHTUBIPYCHMMM PilllEHHSIMU; AiaTHOCTYBaHHS
NoJ1iMOp(PHUX IIKiAJIMBUX IIPOrpam 3a JONOMOrolo Yara npasuil; ctBopeHHs1 URL curHatyp HOBOTO [IOKOJIiHHS, 110

Ila€ MOXUJIMBICTb CKOPOTUTU PO3Mip 6a3u JaHux Ha 75%

2. The aim of the study is to significantly reduce the time and cost of recognizing polymorphic mutators by
developing and implementing a federated cloud-edge computing architecture based on ML-sandbox and vector-
logical methods for finding zero-day malicious codes to protect cyberspace infrastructure. Polymorphic mutator is
a mechanism for controlling the logical and syntactic modification of malicious code to mask it from detection by
existing antivirus services. Scientific novelty of research results: 1) proposed a federal ML-architecture sandbox
computing; 2) improved structural model of ML-computing; 3) improved matrix-logical method of diagnosing
malicious code; 4) improved vector-matrix method of diagnosing malicious codes; 5) proposed methods: detection
modified malicious codes; detection of the test sample by pre-installed anti-virus solutions; diagnosing
polymorphic malware using Yara rules; creation of URLs of signatures of new generation, it allows to reduce the
size of a database by 75%
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