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1. MeTonu cuHTe3y Ta croci6 o6uncieHHs 6yieBux QyHKLiN CIIeniaJbHOTo Kacy aJs 3acobiB 3axucty iHpopmarii

2. Synthesis and calculation methods of special class Boolean functions for data security means

Pedepar:

1. Inceprarnist npucBsYeHa AOCHIIKEHHIO IUISIXiB NiJBUlEHHS eeKTUBHOCTI 3aC00iB 3aXUCTY AAaHUX 32 PaXyHOK
BUKOPUCTaHHS 6yJsieBUX PYHKIIOHAJIbHUX EPETBOPEHb, OCHOBAHUX HA (QYHKIIISIX CIelialbHOTO KJIacy.
3anponoHOBaHO HOBUI Kiac 6ysieBUX (PYHKLIMN, SKUI XapaKTepPU3yeThCs iHBapiaHTHICTIO 10 JIiHITHUX [TepEeTBOPEHDb
Ta Ma€ BJIACTUBOCTI BaKJIMBI 117151 HOTO BUKOPUCTAHHS B 6yJIeBUX (PYHKLIOHATIbHUX II€PETBOPEHHSIX 32CO0IB 3aXUCTY
IaHUX. 3alIpONIOHOBAHO HOBUI METOJ, CUHTEe3Y HeJliHIHUX 6alaHCHUX OyJieBUX QYHKIIIH, 0 3a/10BOJIbHSIOTh
KPUTEPIIO YiTKOTO JIABUHHOTO €(eKTy, a TAKOK KACKaHUII MEeTO], TI00YyA0BU OyieBuX QyHKIiOHATBHUX
[IepeTBOPEHb Ha OCHOBI TakKMX (PYHKLi. 3alIpONIOHOBAHO HOBUI TaOIMYHO-TIapajieJIbHUI CIIOCiO 06UnCIeHHS
OysieBuX QYHKIIOHAJIbHUX [1IEPETBOPEHb 7151 6JI0KOBUX 3aC00iB 3axucTy iHpopmalii. Crioci6 Mae JiHiiHy
00YHNCIIOBAJIbHY CKJIQAHICTD i 103BOJISIE MigBUIUTY €(PEKTUBHICTb 3aC00iB 3aXUCTY AAHUX IIJISIXOM BUKOPUCTAHHS B

HVX [IEPETBOPEHDb BEJINKOi PO3PSTHOCTI.



2. Thesis is dedicated to a problem of research the ways to increase the data security means efficiency by using
Boolean function transformations based on special class functions. New class of Boolean functions is suggested.
Being balanced and nonlinear the class functions satisfy strict avalanche criterion. The class properties are
invariant for any class functions linear combination. Class functions can be effectively calculated by means of bit
operation unification with concurrent execution. New synthesis method of balanced nonlinear SAC-functions is
given. Cascade construction method of the Boolean function transformations is proposed as well. Unlike other
methods this one allows varying transformations' nonlinearity with its computation complexity. Also the Cascade
method can be used for large block transformations construction. New calculation method for Boolean function of
suggested class is proposed. The method has linear computational complexity that allows increasing efficiency of
data security means by large block transformation utilization.
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