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1. MeTop nifgBUILEHHS NOCTYIIHOCTI AMHAMIUYHOTO BifleoiH(pOpMaLiIHOrO pecypcy [Jjisl CUCTEM KPUTUYHOI
iHppacTpyKTYypn

2. The method of a dynamic video information resource accessibility increasing for critical infrastructure systems

Pedepar:

1. O6'exT mocaimxeHHs. [Ipouiecy mifBUIIEHHS NOCTYIHOCTI BifeoiHdopMalii i3 3agaHuM piBHeM ii 1jinicHOCTI Ta
KOH(QiEHLiTHOCTI B cucTeMax KPUTUYHOI iHPpacTpyKTypH. [IpeameT nociigkeHHs. MeToau NiJiBUILLEHHS
IOCTYIIHOCTI BifieoiH(dopMaliii Ha OCHOBI TEXHOJIOTiI1 0OPOOKM BiZJ€ONOTOKY i3 3aJaHMM PiBHEM LIiJIICHOCTi B yMOBax
3abe3nevyeHHs KoHPineHniiiHocTi. MeTonu pocnimkeHHs. CucTeMHe O0IpYHTYBaHHS IiIBULIEHHS Oe3l1eKu
IVHaMiYHUX BifeoiHpopMaliliHuX PecypciB B CUCTEMI YIIPaBJIiHHS i 06'€KTUBHOTO KOHTPOJIIO IPOBOJMAJIACh HA
OCHOBI Teopii Ta meToAiB iHpopMaLiltHOi 6e3neknu. OOIPYHTYBaHHS HAIIPSIMKY 3a0€3I1€4€HHS IOTPiOHOrO PiBHS
IOCTYITHOCTI Ta 1jinicHOCTi iHPpopmariii B yMoBax 3afjaHOi KOHQiAeHIiHOCTI 3M1ifICHIOBAIOCh 3 BUKOPUCTAHHSIM
METO[IiB 3aXUCTy iH(popmallii, METO[IiB OLIiIHKY PU3UKIB BTpaTu 6e3neku iHpopmaliii, MeTonis Teopii iHpopmarii.
O6rpyHTyBaHHS MiAXOY AJ1S1 yCYHEHHS CTPYKTYPHO-4aCOBOi HAIMIPHOCTI AJ1s1 MOCJIifOBHOCTI IIepei0auye€HNX
KaJpiB OpraHi3oByBasioCh Ha 6a3i METOZiB 06POOKU MYyJIbTUMEIHUX MTOTOKIB, METO/IiB y3araJlbHEHOTO MO3ULiIHOTO

KopyBaHHs. O1LiHKa aIeKBaTHOCTI TEOPETUYHUX i IPAaKTUYHUX PE3YJIbTATIB 37ilICHIOBAIACS HA OCHOBI METOLIB



MaTeMaTUYHOI CTaTUCTUKU. TeOopeTHUYHi Ta NpaKTUYHi pe3yJIbTaTU i HOBU3HA: BIIEpIIE CTBOPEHA MOJENb OLIIHKU
iHpopMaTUBHOCTI €(PEKTUBHOTO CUHTAaKCUYHOTO MPECTaBJIEHHS CIO0TiB P-KanpiB Ha OCHOBI 06pOOKHU
IvdepeHLiaTbHO-0NUCaHUX CIIEKTPOrpam, OTprMasla oAAJIbIINI PO3BUTOK CTPYKTYPHO-KOMOIHaTOPHA MOJIEJIb
OLIiHKM 6iTOBOI iIHTEHCUMBHOCTI MIOCJIiIOBHOCTI IEpe0a4€HNX KaIpiB [ TEXHOJIOTi 0OPOOKHU BifleONIOTOKY, BIEpIIE
CUHTE30BaHUN METOJ, €(PEKTUBHOTO CUHTAaKCUYHOTO NPEACTaBIEHHS MOCAiTOBHOCTEN P-KanipiB Ha OCHOBI
MDKTpaHCcOPMaHTHOrO KOJIyBaHHS, BIieplie po3po6yieHo MeTog, GOpMYyBaHHS KOOrpam JBilIKOBOTO ONUCY
KOJIOBUX 3HAaY€Hb CJIOTiB MIOCJilOBHOCTI P-KaipiB, Briepliie CTBOPEHO METO, MifBUIIIeHHS 6e3M1eK: JUHAMIYHOTO
BiZe0iH(pOPMaLiTHOTO peCypCy B yMOBAX 3aKPUTTS BileOIIOTOKY HAa OCHOBI €(DEKTUBHOTO CUHTAaKCU4YHOTO
IIpeJCcTaBiieHHs IuQepeHIialbHO-ONUCaHO]I ClieKTporpamu. PesybTaTu JucepTauilHuX NOCTiIKeHb peasizoBaHi i
BIIPOBAPKEHI: IpY OOIPYHTYBaHHI BUMOT [0 CUCTEMU 3axuCTy iHdopMallii BiJi HECaHKIiOHOBAHOTO JOCTYIIY; IIPU
0o6paHHi TUNIOBOro (PYHKUiOHAIBHOTO NPOQII0 3aXUIIEHOCTi; P PO3pOO6LLi TEXHIYHUX 3aBJAHb HA CTBOPEHHS

KOMIUIEKCHUX cUCTeM iHdOopMaliiiHOi 6e3rnexu.

2. Object of study. Processes to increase the availability of video information with a specified level of its integrity
and confidentiality in critical infrastructure systems. Subject of study. Methods for increasing the availability of
video information on the basis of technologies for processing video stream with a given level of integrity in
conditions of confidentiality. Methods of research. The systemic rationale for improving the security of dynamic
video and information resources in the management system and objective control was based on the theory and
methods of information security. The justification of the direction of ensuring the required level of accessibility
and integrity of information in the conditions of the specified confidentiality was carried out using the methods of
information protection, methods of assessing the risks of loss of information security, methods of information
theory. The justification of the approach for eliminating the structural-temporal redundancy for the sequence of
predicted frames was organized on the basis of methods for processing multimedia streams, generalized positional
coding methods. Evaluation of the adequacy of theoretical and practical results was carried out on the basis of
methods of mathematical statistics. Theoretical and practical results, novelty: the model for estimating the
informative efficiency of the effective syntactic representation of P-frame slots based on the processing of
differential-described spectrograms was first developed, the structural-combinatorial model for estimating the bit
intensity of the sequence of predicted frames for video stream processing technology was first developed, the first
synthesized method of effective syntactic presentation of sequences of P-frames based on intertransformant
encoding, for the first time, a method was developed to increase the security of a dynamic video information
resource in conditions of closing the video stream based on the effective syntactic representation of the
differential-described spectrogram. The results of dissertation research implemented: when grounding system
requirements to protect information security systems; the election of a typical functional profile information
security systems; the development of technical tasks for creating information security systems.
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