O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0821U101676
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 05-06-2021

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya
Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Umup fpocnas Iroposuy

2. Chmyr Yaroslav L.

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 281

Ha3zBa HayKoBOIi creniaIbHOCTI: [Ty6siiyHe yrpasliHHs Ta aAMiHICTPyBaHHS

T'anyss / ranysi 3HaHb!

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JlaTa 3axHcCTy: 21-05-2021

CreniaJbHICTh 32 OCBITOO: 10iTOMIOTIs

Micue po6oTH 34,00yBaya: [pusaTHe akLiOHEPHE TOBAPKUCTBO "Buinuii HaBYanbHUIA 3aKki1az "MikperionanbHa

AxazeMis yIrpasJliHHS IT€PCOHANIOM"

Kopg 3a €IPIIOY: 00127522

Micue3HaxoaKeHHS: ByJ. ®pomerTiBchKa, 6yz. 2, M. Kuis, 03039, Vkpaina

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIudp cnenianizoBaHoi BYUEHOI pagH (pa30Boi Cleliagi3oBaHOi BY€HOI pagu). 1O 26.142.008

TloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOH: [IpuBaTHE aKLiOHEPHE TOBAPKCTBO "BUIyii HaBYaIbHUIA

3aksaz "MixperionanbHa AKafeMis yIpaBiliHHS IEPCOHATIOM"

Kopg 3a €IPIIOY: 00127522

Micue3Haxoa KeHHS: By PpomeTiBebka, 6y, 2, M. Kuis, 03039, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOH: [IpuBaTHE aKIiOHEPHE TOBAPUCTBO "BUIuii HaBYAIbHUIA
3aksaz "MixperionanbHa AKafieMis yIpaBiliHHS IEPCOHATIOM"

Kopg 3a €IPIIOY: 00127522

Micue3Haxoa>KeHHS: Bys. DpomeTiBebka, 6y, 2, M. Kuis, 03039, Ykpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TeMaTHYHHX PYGPHK: 82.13

Tema guceprauii:
1. Indpopmauniitna 6e3nexa YkpaiHu B ymoBax GOpPMyBaHHS [7106a/1bHOT0 iHPOPMALITHOTO CYCIIiIbCTBA

2. Information security of Ukraine in the conditions of formation of the global information society

Pedepar:

1. Y nuceprauiiiHiil po60Ti HaBeIEeHO TEOPETUYHE y3araJbHEHHS i HOBE BUPIIIEHHS! HAYKOBO-TE€OPETUYHOTO
3aBAHHS, 1O MOJISITA€ B OOIPYHTYBaHHI TEOPETUYHUX 32CaT], CTAHOBJIEHHS I PO3BUTKY MEXaHi3MiB 3ab6e3redyeHHs
indopmaniitHoi 6e3neku gep>kaBu B CUCTEMI yOJIiYHOT0 BpsiAyBaHHS YKpaiHu B ymMmoBax GOpPMYBaHHS I7100aIbHOTO
iHopmatiiiHoro cycninbcTba Ta POPMYBaHHS IIPOINO3ULIIH OO iX BIOCKOHAJNIEHHs. BCTaHOBJIEHO, 110 IPOLieCH
ryio6asisallii Ta CTaHOBJIEHHS [J1I00aJIbHOTO iHGOPMALiTHOTO CYyCIiNbCTBA MifiliIMAlOTh Ha MPUHLAIIOBO HOBUKI
mabesb pobieMaTyuky 3adbesnedyeHHs iHpopmaliiiHoi 6e3nexu J0nYHI, rpoMafi, Aep>KaBi, CyCIiIbCTBY SIK Ha
HalljOHaJIbHOMY TakK i Ha CBITOBOMY PiBHSIX. 3alIpONIOHOBAHO Kiacudikallilo OCHOBHUX 3arpo3, 1110 iCHYIOTh B
inpopMauiiHOMy IPOCTOPI Ta MPELCTAaBIEHO MOAEJb "IepeBa 3arpo3” I17106a1bHOro iHPOPMaLiHOrO IIPOCTOPY.
JloBeneHo, 1m0 B iHpOpMaLIITHOMY CYyCHiJIIbCTBI Ta r106a1bHOMY iHGOPMaLIITHOMY IIPOCTOPi ONEPYBaHHS

iHpopmaLiTHUMU IOTOKaMH, BCS CyKyIIHICTb iHpOpMaliliHO-KOMYHIKaL[iiHUX BiIHOCKH i CUCTEeMU iX peryJtoBaHHs



BiZlirpaloTb CUCTEMOTBOPYY POJIb JKATTEAISAIbHOCTI JIIOACHKUX CIIIJIBHOT Ta 34iMCHIOIOTh BUPILIaJIbHUAN BIUVIMB Ha
CTaH i JUHaMIKy [IOJIITUYHOI, COLliaIbHO-eKOHOMIYHOI, BillCbKOBO-0O0POHHOI, IYXOBHO-KYJIbTYPHO] Ta iHIINX
CKJIaJIOBUX CYCIIiJIbHO-TIOJIITUYHOTO OyTTS JIIOAMHU, BCIO CUCTEMY OpraHiB Iy6J1iYHOro BpslyBaHHs KpaiHu. B
KOXHil 3 Ha3BaHUX cdep BaXIUBY POJIb Biflirpae iHdopMaliliHa 6e3meKa, sIka Bce Oibllie BUXOIWUTh Ha NepeaHin
I1JIaH 3arajlbHOI HalliOHAJIbHOI 6E3I1eKH i 11 TeHIeH1lis Hafali TiIbKu 3pocTaTuMe. 3alpOIIOHOBAHO aBTOPChKE
iHTerpaTrBHe BU3HAY€HHS [IOHATT "iHpopMaliiliHa 6e3reKa” sk [IEBHOTO CTaJIOr0 CTaHy COlliyMy, 3a SKOTo
3abe3nevyeTbCs HafiliHMN Ta MaKCUMaJIbHO MOXKJIMBUH 3aXUCT iHpOpMaLiflHUAX [IOTPe6 Ta iHTepeciB 0COOUCTOCTI,
TE€PUTOPiaJIbLHUX IPOMa/l, CYCIIiJIbCTBA i AEP>KaBUy, BCiel iHPPaCTPyKTypH HaL[iOHAIBHOrO iH(pOPMAaLiiHOTO NPOCTOPi
BiJI, LIKiJIJIMBOTO BIVIMBY CTUXIMHUX Ta PyKOTBOPHHUX 3arpo3 0CO6UBOro iHpopMaLifHO-KOMYHIKaLiiiHOTO TUILY,
CIIPSIMOBAHMX Ha IiIPUB JIETITUMHOCTI OpPraHiB My0JIiYHOro BPsAyBaHHS i AecTabisnizalilo CyCiIbHO-TI0iTUMHOTrO
Iep>XaBHOTO JIafy, Jegopmaliiio CyCIiJIbHO-BIaAHUX BiIHOCYUH, TIOCUJIEHHS COLiaJIbHO-TIOJIITUYHOI Ta
[ICUXOJIOTI{YHOI HAIIPYTU B CYCIIiJILCTBI, FaJlbMyBaHHS COLiaJIbHOTO NPOTPeCy Ta UMBiNi3aLiMHOTO PO3BUTKY IEePyKaBU.
Poskpuro, 1o iHpopmaliiiina 6e3neka B riaob6anizoBaHoOMy iHQOpMaLifHOMY CYCIIiJIbCTBI 3aiMa€ OJHY 3 KJII0UOBUX
poJiell y NOJabIIOMY LIUBii3aliiHOMY PO3BUTKY JIIO[ICTBA, OCKIBKY NIpobsieMaTuKa iHpopMaliiiHoi 6e3r1ekn
Cy4YaCHOCTi O3Ha4yae€ He TiJIbKY i He CTiJIbKY TeXHi4Hi Ta TeXHOJIOTIUHI 3aX0AU 00 3aXUCTy iHPOpMaL[iiHUX CUCTEM
Ta MepeX, BUSIBJIEHHS Ta 3HEMIKO/IP)KeHHs Pi3HOMaHITHUX iHGOPMAaIiiHUX 3arpo3, CKiJIbKY 3aXUCT HalliOHAJIBHOTO
iHopmaliiiHOro CyBepeHITeTy nepskaBy, iHPopMaLiliHUX iHTEPEeCiB CYCIIiIbCTBA i JI0AUHY, 3a6€3I1e4eHHS
(OYHKLIOHYIOUYX B iHpOpMaLiIHOMY IIPOCTOPi COLiaIbHO-TIOJITUYHUX, JYXOBHO-KYJIbTYPHUX, MOPAJIbHO-€TUYHUX
Ta iHIIMX iHTepeciB rpoMaisiH, CTabiIbHOCTI JepKaBHOTO JIaZly Ta MOJITUYHOTO YCTPOIO KpaiHu. OBrpyHTOBAHO, 110
3 TOUKU 30py 3abe3nedyeHHs iHpopmalliiiHOi 6e31eKy 0COOUCTOCTI, CYCIIiIbCTBA Ta IeP’KaBU € BAXKJINBUM
(dopmMyBaHH# BiANoOBigHOI iH(popMaLiiiHOi, iHpopMaLiHO-KOMYHIKaLifHOI Ta iHPOpMaLifHO-CBITOIISIHO]
CHACTEMHU OCBiTU rpOMafsiH, (GOPMYBaHHS Cy4acHOi iH(OpPMaLiliHOI Ky/IbTypHU CyCIiJIbCTBA B LiIoMy. JIoBEZIEHO, 110
OJIHi€I0 3 KJIIOYOBUX XapaKTE€PUCTHUK I71006aIbHOT0 iHPOPMALIiITHOTO [IPOCTOPY € MOCTYIIOBE IIePEMIlleHHS B
iHpopMaliiiHe cepenoBule 6iNbIIOCTi TEONOTITUYHUX NPOLIECIB Ta BiTHOCHUH MiX AepkaBamMU, HApOJlaMu uu
OKPEMUMM iHCTUTYLIISIMU 1 ytogpMU. [HoOpMalis Ta iHpopmaliliHi TeXHOJIOTII Bce Oiblie IepeTBOPIOIOTLCS HA
rOJIOBHY 30pOI0 Y MiXKAEP>KaBHOMY ITPOTUOOPCTBI, [0 CIIPUYMHUIIO TIOSIBY ¥ HaJI3BUYANHO MBUIKUI PO3BUTOK
TaKOT'0 CYCIiJIbHO-TIOJNITUYHOrO peHOMEHY sIK iHopMalliiiHi BiliHY, 110 SIBJISIIOTh COOOI0 SIKICHO HOBY PaJiuKaJIbHY
(opMy reomnoiTUYHUX i BHYTPILIHBONOMITUYHUX KOHQJIIKTIB JIATEHTHOTO 11 aCUMETPUYHOTO XapaKTepy,
yHiBepcaJIbHUI 3aci6 6€3KPOBHOTO 3a6€3Ie4eHHsI iHTepeciB cy6'eKTiB BeJjeHHs iHpopmMaLiiiHOi BiliHY, e OCHOBHOIO
30poelo BUCTyIae iHdopmMallis, iHTepHeT-Mepeka Ta KaHaJIi MaCcOBOi KOMYHIKalii, LisiecrpssMoBaHi Ha 6akaHy
3MiHYy CyCIiZIbHOI CBilOMOCTi, 6a30BUX L[iHHOCTEM i MOJITUYHUX OpieHTallii FpOMa/isiH, MOJITUYHO] eJIiTh Ta BUIIUX
KePiBHUX KaJpiB Aep>KaBU-Cy0'eKTa 331,14 ii iHPpopMaLiliHOro IOHEBOJIEHHSI. BCTAaHOBJIEHO KJIIOUOBi IPObIeMU
indopmauiitHoi 6e3nekn Ykpainy, mo poosTh Hally AepskKaBy Bpas3/MBOIO B iHpoOpMaliliHiii BiliHi Ta 10BOJI
aKTUBHO BUKOPUCTOBYIOThCS y iHOpMaLiliHii BiliHi npoTu Hawmoi gep>xkasu Pociiicbkoio Penepatiieto.
3anpornoHOBaHO MOZE/b B3AEMO3B 13Ky HallilOHaJIbHUX iHTEPECiB Ta [AE€p>KaBHOI MOJIITUKY 3aXUCTY iHPOpPMaLiliHOrO
CyBepeHiTeTy YKpaiHu, 3TifHO KOI BUOKPEMIIIOIOTLCS TPU OCHOBHI HANIPAMKU [ €P’KaBHOI MOJIITUKY 3aXUCTY
indopmaniitHoro cyBepeHiTeTy Haloi Aep>KaBH, SKi BiAOBIiNAIOTh TPHOM IrpyIlaM Hal[iOHANBbHUX iHTepeciB YKpaiHu
B iHpopMaLiliHOMY IIPOCTOPI.

2. The dissertation presents a theoretical generalization and a new solution of scientific and theoretical problem,
which is to substantiate the theoretical foundations of the formation and development of mechanisms for
information security of the state in the system of public governance of Ukraine in the formation of a global
information society and proposals for their improvement. It is established that the processes of globalization and
the formation of the global information society raise to a fundamentally new level the issue of information security
for people, communities, the state, society at the national and global levels. The classification of the main threats
that exist in the information space is proposed and the model of the "threat tree" of the global information space is
presented. It is proved that in the information society and the global information space of information flows, the
whole set of information and communication relations and systems of their regulation play a systemic role in the
life of human communities and have a decisive influence on the state and dynamics of political, socio-economic,



military-defense, spiritual cultural and other components of socio-political life of man, the whole system of public
administration of the country. In each of these areas, information security plays an important role, which is
increasingly coming to the forefront of overall national security, and this trend will only continue to grow. The
author's integrative definition of the concept of "information security" as a certain sustainable state of society,
which provides reliable and maximum possible protection of information needs and interests of individuals, local
communities, society and the state, the entire infrastructure of the national information space from the harmful
effects of natural and man-made threats. -communication type, aimed at undermining the legitimacy of public
authorities and destabilizing the socio-political state system, deformation of socio-power relations, increasing
socio-political and psychological tension in society, inhibiting social progress and civilizational development of the
state. It is revealed that information security in the globalized information society plays one of the key roles in the
further civilizational development of mankind, because the problem of modern information security means not
only and not so much technical and technological measures to protect information systems and networks,
protection of the national information sovereignty of the state, information interests of society and man, ensuring
socio-political, spiritual-cultural, moral-ethical and other interests of citizens functioning in the information
space, stability of the state system and political system of the country. It is substantiated that from the point of
view of information security of the individual, society, and the state it is important to form the appropriate
information, information-communication and information-worldview system of education of citizens, the
formation of modern information culture of society as a whole. It is proved that one of the key characteristics of
the global information space is the gradual movement into the information environment of most geopolitical
processes and relations between states, peoples or individual institutions and people. Information and information
technologies are increasingly becoming the main weapon in the interstate confrontation, which led to the
emergence and extremely rapid development of such a socio-political phenomenon as information wars, which are
a qualitatively new radical form of latent and asymmetric geopolitical and domestic political conflicts. interests of
the subjects of information warfare, where the main weapons are information, Internet and mass communication
channels aimed at the desired change of public consciousness, basic values and political orientations of citizens,
political elite and senior management of the opposing state and its information enslavement. The key problems of
information security of Ukraine have been identified, which make our state vulnerable in the information war and
are quite actively used in the information war against our state by the Russian Federation. The model of
interrelation of national interests and the state policy of protection of information sovereignty of Ukraine
according to which three basic directions of the state policy of protection of information sovereignty of our state
which correspond to three groups of national interests of Ukraine in information space are allocated is offered.
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