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Pedepar:

1. Inceprauifina po60Ta IPUCBAYEHA aKTyaJIbHill HAYKOBIl 3a7a4i PO3POOKM METOLiB 0OPOOKM JAaHUX B

MIKPOKOMITIOTEPHUX KOMILJIEKCAX Ha OCHOBI IIEPCOHABHOI ineHTHikauii. EpexkTrBHa 06pobKa JaHUX € KII0OYOBUM

€TaroM y JOCJiIKEHHSIX Ta PI3HOMaHITHUX rajy3sx, OCKiJIbKYA BOHA BIIMBA€ HA TOYHICTb, JOCTOBIPHICTD Ta
y3araJlbHEHHs1 OTPUMaHuX pe3yJibTatiB. O6pobKa AaHuX yCyBae aHOMaJlii, BUSBJISIE Ta KOPUTY€E IOMUJIKY, 11O
MOXXYTb BUHMKHYTH IIifl 9ac 360py abo BBeLEHH JaHuX. Lle mornomarae 3a6e3Mne4ynuTy TOYHICTb aHAi3y Ta
Pe3yJIbTaTiB JOCTiIKeHHs. [y 3a6e31e4eHHs] BUCOKUX BUMOT 10 KiJIbKiCHUX i SIKiCHUX ITOKa3HUKiB 06pOOKU
iHdopmauiii, mo e npouecom iHpopmalliiiHOi B3aeMO[Iii TEXHOJIOTNYHUX POLIECIB Cy4YaCHUX MiJIIPUEMCTB i
OpraHisaliil, He06XiTHO BIIOCKOHAJIEHHS aJITOPUTMIB OOPOOKU TAHUX, SIKi O3BOJSIOTh TOKPALIUTH TOUHICTh Ta
HaZilHICTh cucTeM nepcoHasnbpHOi ineHTudikanii. [Iy1g foCsIrHeHHs [bOro 3aBAAHHS HEOOXiTHO po3pobuTu

IIporpamHe 3a6e3rnedyeHHs IJ1s1 IPOBeleHHs [IepCOHaNbHOI ineHTudikalii, 1o J03BONIUTb IPOBOIUTH OLIHKY



e(eKTUBHOCTI 3aBaJOCTIIIKOr0 KOy, BUTPAT MaM’sITi Ta CTyIEHs 3axXUILIEeHOCTI IaHNUX, 110 B CBOIO Yepry 3a6€e3MeUnThb
HaJilHICTh MiIKDOKOMITIOTEPHUX KOMILJIEKCIB. Y poOOTi IpOoBeLieHO aHai3 0co6anBOCTel (PYHKIIOHYBaHHS Ta
opraHizauii 30epiranss iHgopmalii B nepcoHanpHuX ineHTHudikaropax MKIII (MiKkpOKOMITIOTEPHUX KOMILJIEKCIB
IepCcoHasbHOI ineHTudikallii), a TaKOK MOXXJIMBOCTEN MiBUILIEHHS HaiMHOCTI misixoM Mmonudikariii o6pooxu,
36epiraHHs Ta aHaJlizy NIOMUWIIOK, XapakTepHux 1151 MKIIL. MibkHaponHi cTaHgapT 06MEXYIOTh PO3MipH Yina aJis
3a0€e31e4YeHHs CyMiCHOCTI 3 Oy[ib-IKMMHU KOMII'F0OTepaMy. BUPDOOHMKY NTepCOHANIbHUX ileHTudiKaTopiB He
rapaHTyIOoTh HaZiIHOCTI Ta JOBrOBIiYHOCTI 30epiraHHs iHdopMallii B HUX, a caMmi IPUCTPOi 4aCTO He MAIOTh
MEXaHi3MiB 3a6€e31e4eHHs HaJiltHOCTi 306epiraHHs JaHMX Ta CTiMKOCTI 4O MepPeLKOo/, Ta IOMUJIOK. Y CBOIO Yepry
PO3BUTOK €JIEMEHTHOI 623U Ta TEXHOJIOTIYHUX ITPOIIECiB BUTOTOBJIEHHSI HAIliBIIPOBiTHMKOBUX BUPOGIB Cripusie
301/IbLIIEHHIO IIaM 'ATi IIEPCOHAIbHUX i1eHTU(IKATOPIB Ta 3pOCTAHHIO IPOLYKTUBHOCTI. Y nucepTauiiiHiil po6oTi
PO3p06JIEHO METOAM Ta AJITOPUTMU OOPOOKU Ta 36epiraHHs iH(popmallii, afanToBaHi 1151 IPeICTABHUKIB KJIACcy
MKITI, sixi 6yyTh CTiliKi 10 BUHUKHEHHS [IOMUJIOK y IIaM'SITi NepCOHa/IbHUX ileHTUdiKaTopiB, 06yMOBIEHNX
Pi3HMMHU BUIIAJKOBUMU IIPOLIECAMU, Ta CIIPOEKTOBAHO CXE€MU 3aBaJOCTIMKOro KopyBaHHs. HazaHi pekoMeHjanii
mofo niaBuieHHs HaaiiHocTti MKIIIL. 3anponoHoBaHO 3MiHU 40 6a30BUX CTaHHAPTIB Ayl SMART-KkapT, MarHiTHUX
KapT, 6iomeTpryHMX nacrnoptis Ta RFID-cucreM, o perymonTs 06po6Ky Ta 30epiranHs gaHux. MeTta gucepraruii -
IoJIsirae y po3pobiii Ta BIPOBaIKeHi MeTOMiB 00pOOKY JaHUX B MiKDOKOMITIOTEPHUX KOMILJIEKCAaX Ha OCHOBI
nepcoHasnbHOi ineHTUdikanii. CrioTBopeHHs iHpopMallii MOKYTh BUHMKATH BHACJiJOK BUNIQAKOBUX IIPOLIECIB, TaKMX
K IyM abo MOMUJIKY B niepefadi ganux. HosBi MeTony KomyBaHHs iHpopMallii NOBUHHI 6yTU 3IaTHUMU BUSIBJISITU Ta
BUIIPABJIATY TaKi IOMUJIKH, OO BiZHOBUTU 110YATKOBY iH(opmaiio. 711 ZOCITHEHHS IIOCTaBIeHOI MeTU HeOOXinHO
BUPIIIMTHM HAcCTyIHI 3aBfaHHs: 1. [IpoaHanisyBaTu iHpopmaliiio po HasiBHi MiKDOKOMIT'IOTEPHI CUCTEMH, SIKi
BHUKOPHUCTOBYIOTBCS 17151 0cobucTO] igeHTudikauii. 2. JocaiguTy BIVIMB MaTeMaTUYHUX MOJIeJIel BUIIaIKOBOTO Ta
MIOCJIiOBHOTO BUOGOPY CTOPIHOK [1J1s1 OOPOOKU NaHUX Ha €(PEeKTUBHICTb 3aBaflOCTIMKOrO KOy, BUTPATU NTaM'aTi Ta
CTYIIiHb 3aXUILIEHOCTI JaHuX. 3. PO3podUTH anropuTMH, sIKi LO3BOJISIOTh €PEeKTUBHO 00p06aTH 6iOMETpUYHI,
TEKCTOBI UM iHIIi JaHi A4 ineHTudikauii ocodbr B MiKpOKOMIT'IOTEpHUX cucTeMax. 4. JlocniauTtu metony o6pookH,
30epiraHHs Ta BBE€[IEHHS-BUBEICHHS JAaHUX B MiKDOKOMIT'IOTEPHUX KOMILIEKCAX [1IEPCOHANBHOI ileHTudiKalii Ha
ocHOBIi TexHoJiorii RFID. 5. Po3po6uTtu meTos 06po6Ky Ta BBEIEeHHSI-BUBEIeHHS JaHUX IJIS TTiIBUILIEHHS HalliHOCTI
Ta 3aXUIIEHOCTI JaHUX. MeTonu JOCiIKeHHs. Pe3ybTaTy IPOBEAEHNUX i TPEICTaBICHUX B AUCEPTallii JOCIiIKEHb
OTPUMaHi 3 BUKOPUCTAHHSIM METO/IiB TEOPil UMOBIPDHOCTEY Ta MAaTEMATUYHOI CTAaTUCTUKH, IUCKPETHOI MaTEMAaTUKY,
MaTeMaTUYHOrO aHaji3y Ta MIJISXOM eKCIIepUMEHTAaIbHUX NOoCIimkeHb. HaykoBa HOBU3HA gucepTaLlii: 1.
Po3pobsieHo mozesb OJ1s1 BUIIQAKOBOTO Ta MOCIiTOBHOIO BU6OPY CTOPIHOK 117151 BBEJIE€HHSI-BUBEIEHHS NaHUX, IO
II03BOJISIE OLiHIOBATU aJITOPUTMH 3aBalOCTIMKOro KoayBaHHs iHdpopmauii B MKIII 1151 po3paxyHKy e(eKTUBHOCTI
3aBafoCTiiKoro Kogy. 2. HabyB nogansuoro po3BUTKY METOJ], O6POOKY, 30€piraHHs Ta B€JIEHHSI-BUBEIEHHS NaHUX Y
MKIII, mo no3BoJisie 3HU3UTU eHeproButpatu y RFID npuctposix. 3. Po3po61eHo MeTo[, 06pOOKY Ta BBEJI€HHS~
BUBEMICHHS JAaHUX, 110 JO3BOJISIE MiABULIATYU HAZIMHICTD Ta 3aXUILEHICTh TAHUX HA OCHOBI CUHXPOHI3allii JaHUX.
[TpakTUyHa LiHHICTb POOOTU MigTBEPIKYETHCSI BUKOPUCTAHHSIM PE3YJIbTATiB POOOTH Y CUCTEMI KOHTPOJIIO OCTYITY
Ha ocHOBI TexHoJorii RFID y TOB «XyaBeli YkpaiHa». Po3po6JieHi pilleHHS] BUKOPUCTOBYIOTBCSI /1711 BUKOHAHHS
MPAKTUYHUX 3aBAaHb, ITOB'I3aHUX 3 MiIBUIEHHSIM HAAIMHOCTI CUCTEM PafioyacToTHOI ineHTUdikamii. BinmosimHo
IO BUMOT, IIpe] siBjieHux o cuctemu RFID-ineHTHdikauii, MeToayu KogyBaHHs Ta AeKOAYBaHHS JAHUX OyIu

IIOBHICTIO [IEPEHECEH] Ha XOCT-KOMII'IOTEpP. BUNIpoOyBaHHS NOKa3aay KOPEKLio IOMUIOK y 89% BUIAJIKIB.

2. The dissertation is devoted to the current scientific problem of developing data processing methods in
microcomputer complexes based on personal identification. Effective data processing is a key step in research and
a variety of industries, as it affects the accuracy, reliability, and generalizability of the results obtained. Data
processing eliminates anomalies, detects and corrects errors that may occur during data collection or input. This
helps ensure the accuracy of the analysis and research results. To ensure high requirements for quantitative and
qualitative indicators of information processing, which is a process of information interaction of technological
processes of modern enterprises and organizations, it is necessary to improve data processing algorithms that
allow improving the accuracy and reliability of personal identification systems. To achieve this task, it is necessary
to develop software for conducting personal identification, which will allow to evaluate the effectiveness of the



interference-resistant code, memory consumption and the degree of data security, which in turn will ensure the
reliability of microcomputer complexes. The paper analyzes the features of the functioning and organization of
information storage in personal identifiers of the ICPI (microcomputer complexes of personal identification), as
well as the possibilities of increasing reliability by modifying the processing, storage and analysis of errors
characteristic of the ICPI. International standards limit the size of the chip to ensure compatibility with any
computers. Manufacturers of personal identifiers do not guarantee the reliability and durability of information
storage in them, and the devices themselves often do not have mechanisms to ensure the reliability of data storage
and resistance to interference and errors. In turn, the development of the element base and technological
processes of manufacturing semiconductor products contributes to the increase in the memory of personal
identifiers and the growth of productivity. In the dissertation work, methods and algorithms of information
processing and storage, adapted for representatives of the ICPI class, which will be resistant to the occurrence of
errors in the memory of personal identifiers due to various random processes, have been developed, and
interference-resistant coding schemes have been designed. Recommendations are given to improve the reliability
of the ICPI. Changes to the basic standards for SMART cards, magnetic cards, biometric passports and RFID
systems regulating data processing and storage are proposed. The purpose of the dissertation is to develop and
implement data processing methods in microcomputer systems based on personal identification. Information
distortions can occur due to random processes, such as noise or errors in data transmission. New methods of
encoding information must be able to detect and correct such errors in order to restore the original information.
To achieve the goal, the following tasks must be solved: 1. Analyze information about existing microcomputer
systems used for personal identification. 2. Investigate the impact of mathematical models of random and
sequential page selection for data processing on the effectiveness of the tamper-resistant code, memory
consumption, and the degree of data security. 3. To develop algorithms that allow efficient processing of
biometric, text or other data for personal identification in microcomputer systems. 4. To study methods of data
processing, storage and input-output in microcomputer complexes of personal identification based on RFID
technology. 5. Develop a method of data processing and input-output to increase data reliability and security.
Research methods. The results of the research conducted and presented in the dissertation were obtained using
the methods of probability theory and mathematical statistics, discrete mathematics, mathematical analysis and
through experimental research. Scientific novelty of the dissertation: 1. A model has been developed for the
random and sequential selection of pages for data input-output, which allows to evaluate the algorithms of
interference-resistant coding of information in the ICPI to calculate the effectiveness of the interference-resistant
code. 2. The method of processing, storing and maintaining and outputting data in the ICPI has gained further
development, which allows reducing energy consumption in RFID devices. 3. A method of data processing and
input-output has been developed, which makes it possible to increase the reliability and security of data based on
data synchronization. The practical value of the work is confirmed by the use of the results of the work in the
access control system based on RFID technology at Huawei Ukraine LLC.
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