O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0518U000308
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 12-01-2018

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. YeBappnin Bnagucnas €BreHinoBny

2. Chevardin Vladyslav Evgenievich
KBamigikamis: . 1. 1., 05.13.21
InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: nokrop Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoOBOi cneniaabHOCTI: 05.13.21

Ha3zBa HayKoBoi creniaJIbHOCTI: Cucremu 3axucty iHpopmauii

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JlaTa 3axHCTy: 14-12-2017

CnenianbHICTB 32 OCBITO0: Komriekcy, CUCTEMHM Ta 3aCO6M aBTOMATH3AlLii YIIPaBJIiHHS BilicbKamMu Ta

030pOEHHIM

Micue p060TI/l 3a06yBaqa: XapKiBCbKUM HalliOHaIbHUM YHiBepcuTeT imeHi B.H. Kapasina

Kopg 3a €IPIIOY: 02071205

Micue3HaxoaKeHH: maiinan CBo6oau, 4, M. XapkiB, XapKiBCbKUH p-H., XapKiBcbKa 0071., 61022, Ykpaina

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi CleliaJai30BaHOI BYEHOI pazu): [l 64.051.29
IToBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOM: XapKiBChbKMil HALOHATIBHNIA YHiBepcuTeT imMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micueanaxo;pKeHHﬂ: MangaH CBo6onu, 4, M. XapkiB, XapkiBcbKuil p-H., XapKiBcbKa 0671., 61022, Ykpaina
dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0M: XapkiBchbKuil HallioHaIbHUI YHiBepcuTeT iMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micue3HaxoaKeHHS: maiinan CBo6oau, 4, M. Xapkis, XapkiBCcbKuii p-H., XapKiBcbka 061., 61022, Vkpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeTonu 1o6y10BY reHePaTOopPiB IICEBOBUIIAIKOBUX MTOCIiIOBHOCTEM HA OCHOBI i30MOP(HUX IEPETBOPEHD

eJINTUYHUX KpUBUX

2. Methods of deterministic random bit generators building based on isomorphic transformations of elliptic curves

Pedepar:

1. TIpoBeneHO aHai3 BiloMUX MifX0iB 40 MOOYI0BY IreHepaTOPiB ICEBOBUIIAKOBUX IIOCiIOBHOCTE, OTPUMaHi
Pe3yJIbTaTU OLiHKHU iX KpUNTOrpagivHoi CTIMKOCTI, CTATUCTUYHOI 6€3MeKN Ta BUAKOAIl. PO3KpUTi HEeHoiKY Ta
nepesaru Binomux reHeparopis [1BI1. OTpuMaHi TpaKTUYHI Ta aHAJIITUYHI OLIHKY YK CJjIa KPOKIB [0 MEPIIOTo
3alMKJIEHHS] OKPEMOTO KJIaCy F€HEepaTOpiB Ha eJIINTUYHMX KPUBHUX, IKUW € MEHIIVMU Y TIOPiBHSHHI 3i CIIPOIEHOI0
MOJEJIo, Malke y VN pasiB. BjockoHaneHi metonu reHepauii [1BI1 Ha 0CHOBI CKaJISIpHOTO MHOXKEHHST TOYOK
€JIINTUYHOI KPUBOI 32 paXyHOK BUKOPUCTaHHS IEPETBOPEHD B IPYIIi TOUOK KpUBMX EnBapzca, isoMmoppHUx
IIepeTBOPEHb KAHOHIYHOI GOPMU eJINTUYHOI KPUBOI, 110 LO3BOJINJIO BUKOPHUCTOBYBATH BCIO MHOXKUHY i30MOpP(PHUX
IlepeTBOPEHb eJIINTUYHOI KPUBOI Ta 36inbInTy Nepiof renepaTopa I1BI1 nponopiiiiHo KBafipaTy XapakTepUCTUKU
0J1s1 P, y NOPIiBHSIHHI 3 iCHYI0UMM CTaHIapToM. Po3pobieHo metoau reHepatiii [1BI1 Ha OCHOBiI BUKOPUCTaHHS
isomopduMX TpaHchopMalliil eNTUYHOI KPUBOI, IKUH BiIpi3HSIETHCS Bifl iCHYIOUMX METOJiB BUKOPUCTAaHHSAM

isomopdHoi Tpanchopmalii Ha OCHOBI CeKpeTHOro Kioya. OTpuMaHi B pobOTi pe3yabTaTy J03BOJINIIN BUPILIUTU



npo6siemy no6ymoBY KpunrorpagpiyHo CTilkux reHepartopis I1BI1 nigBuieHol MBUAKOAI 32 paXyHOK BUKOPUCTaHHS

isoMOopdHUX NTEPETBOPEHDb ETINTUYHUX KPUBUX.

2. The analysis of modern situation of the cryptographic security of information in a world and in the country is
received. The impossibility of future developing of cryptographic security of information systems without safe
deterministic random bit generators (DRBG) with increasing a security and a rapid is defined. It becomes more
actuality in conditions of future increasing power and number of quantum computers. In the work much results of
researches in the cryptographic security field were analyzed. Using the results of analysis there was defined the
conditions for search of new solutions in cryptography field and methods of building safe and resistance of DRBG
based on theoretical problems. The research results showed much more possibilities for improvement of modern
DRBG based on elliptic curves with measures: security resistance, prediction resistance, backtracking resistance
and computational complexity (performance). However except of known shortcomings of DRBG on elliptic curves
in research process the pseudorandom sequences with anomaly small periods were detected. The results were
received with famous approach to building DRBG based on elliptic curves arithmetic. The results of the analysis of
different approaches to building RBG, the results of estimate cryptographically resistance, statistical properties of
sequences and performances of famous DRBGs with considering requires ISO /IEC 18031, ANSI X.9.82, AIS 20 were
showed in the work. In the chapter the limitations and advantages of RGB based on different cryptographic
primitives: block ciphers, hash functions, theoretical problems are detected. The pseudorandom sequences with
anomaly small periods and preperiods from DRBG on elliptic curve are showed. There was received practical
estimates of anomaly small numbers before first cycling DRBG on elliptic curves that justify the necessity of their
theoretical estimation. The theoretical estimates give more justify values of numbers before first DRBG cycle. The
received theoretical estimates of number of generator iterations before first DRBG cycle are smaller than idealized
simplified model nearly in V'N. There were enhanced DRBGs based on the scalar multiplication of elliptic curve
points by using transformation in group of Edwards curve points over Galois field like a generator of DRBG internal
states. It allowed to reduce of the DRBG calculate complexity in 2 - 3 times in the pseudorandom sequences
generation in comparison with the standard Dual_EC_DRBG as a result the elliptic curve DRBG speed was
increased. The number of elliptic curve transforms from canonical form to canonical form under Galois field shows
linear dependence of isomorphic transformation highest bound from characteristic field p. For transformation
from canonical to elliptic curve normal form that boundary increases proportionally p4. The method of generation
of pseudorandom sequences based on double scalar elliptic curve point multiplication over Galois field with
characteristic p#2,3 was developed, which defers from existing by using full elliptic curve isomorphic
transformation set. It allowed to increase number of internal states of DRBG proportionally field characteristic p
and it increases the period of pseudorandom sequence and increase the DRBG resistance proportionally p2 in
comparison with existing standard.

Jep>kaBHHHM peecTpaniiiHuii Homep [iP:

IIpiopuTeTHHH HANIPpSIM PO3BHTKY HayKH i TEXHIKH:
CrpareriyHu# NpiopHTETHHUI HAIIPSIM iHHOBaLLiMHOI Aig/ILHOCTI:
ITizcyMKH JOCTiI>KEeHHS:

Iy6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAHICTh:

OxopoHHi goKymeHTH Ha OIIIB:

BrnpoBaz>keHHS pe3yJIbTaTiB AHCEPTAaILii:



3B'S130K 3 HAYKOBHMH TEMaMH:

VI. BizoMocTi mpo HayKOBOr0 K€PiBHUKa /KePiBHHUKIB (KOHCYJIbTAaHTA)

BaacHe IlpizBume Im's I1o-6aThKOBI:
1. KoBanbuyk JlrogpMmuia BacuiiBHa

2. Kovalchuk Liudmyla Vasulivna

KBasigikamis: 1. 1. n., 05.13.21
InenTudikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3HaxoO KeHHSI:

dopma By1acHoOCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Koanpuyk JlrogpMuia BacuiniBHa

2. Kovalchuk Liudmyla Vasulivna

KBasigikamis: 1. 1. 1., 05.13.21
InenTudgikarop ORCID ID: He 3acrocosyerncs
JoparkoBa iHdpopmamuist:

IloBHe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KEeHHSI:

dopma ByracHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizmomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€HTiB
OdiuiiiHi OIOHEHTH
BaacHe IlpizBume Im's I1o-6aTbKOBI:

1. MakcumoBud Bosogumup Mukosanosud

2. Maxymovych Volodymyr Mykolayovych



KBasigikamis: 1. 1. 1., 05.13.05
InenTudikarop ORCID ID: He 3acrocosyerses
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Baciniy €BreH BiktopoBru4

2. Vasiliu Evhen Viktorovych

KBasigikamis: 1. 1. 1., 05.13.21
InenTudgikarop ORCID ID: He sacrocosyerbcs
JoparkoBa iHdpopmamuist:

IloBHe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KEeHHSI:

dopma ByTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacue IlpizBuuie Im's Ilo-6aTbKOBI:
1. Tomomna Cepriit BacunboBuy

2. Toliupa Serhii Vasylovych

KBasigikamis: 1. 1. 1., 05.12.02
InenTudikarop ORCID ID: He 3acrocosyetscs
JoparkoBa indopmamnist:

IloBHe HaliMeHYBaHHS IOPHIHNYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma BaacHoOCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs



PeuenseHTu

VIII. 3akir04Hi BimoMocTi
BiiacHe IIpizBuie Im'sa ITo-6aTbKOBI
rOJIOBH pagu

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBi
rOJIOBYIOYOTO Ha 3acCifiaHHi
BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiJaJIbHUM 32 PEECTpalLio HayKoBoOi

IisIJIbHOCTI

l'op6enko IBan IMUTpOBUY

l'op6enko IBaH IMUTpOBUY

FOpuenko T.A.



