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OTPMMAHO TakKi pe3ysbTaTh. Po3po6eHo MeTo, 3a6e3reueHHs Y3rOIpKeHOCT] JaHUX y PO3MOiIeHUX HepelsLiiHuX
IOKYMEHTO-OpieHTOBaHMX 6a3ax JaHUX 3 BUKOPUCTaHHSM TPaH3aKIiMHOro roguHHMKA. BiH oTpuMye TpaH3akiii Bix
KJIIEHTChKUX IOJATKIB Ta 36epirae ix y BioBinHUX yeprax. Uepru onpalboBYIOIOTbCS B 3aJI€5KHOCTI Bif] IPiOPUTETY
TpaH3akuii. [Ipy HaBUIOMY IIPIOPUTETI Yepra oNnpanbOBY€EThCA pPaHillle, B IOPiBHAHHI 3 TUMU, SIKi MAIOTh HYDKYUM
npiopurer. Lle 103BoJis€ BULIATA KPUTUYHO BAaXJIMBI aHi (Taki, sk (piHaHCOBI TpaH3akiliii), sIKi MaloTh 6yTU
OIIpallbOBaHi Nepiio4yeproso. [Ipu omnpaliloBaHHi 4epru, TpaH3aKiHUI rOAMHHUK 00'eJHyE TPaH3aKLii B
Pe3yJbTyIOUy TpaH3akio. [Ijis 1[bOTo BiH BUKOPUCTOBYE 4aC CTBOPEHHSI TPaH3aKllii, [0 [J03BOJIsIE [T1006aIbHO
BIIOPSIKOBYBATU Ta 00'€JHYBATH iX B TOMY MOPSIIKY, B SKOMY BOHU OyJI CTBOPEHI, a HE OTPMMaHi FTOJJUHHUKOM.
[Ticsiss OTpUMaHHS pe3yJbTyI0u0i TPaH3aKllii, BOHA [lepelaeThCsl iHIIMM peITikaM, Ha SIKUX Bif0yBa€eThCs 3aIlUC.
Cnip, 3a3Ha4UTY, 1O [IPY BUKOPUCTAHHI TPaH3aKLiMHOrO TOAMHHUKA, Ollepallii YuTaHHS Bifj0yBalOThCS HATIPSIMY 3
PEIIiK, IO AO3BOJISIE 3MEHIINTH HABAaHTAXKEHHS HA XOCTOBY MALIMHY. Y OCKOHAJIEHO METOJ aKTUBHOI aHTUEHTPOIi
3 BUKOPUCTAHHSM CIIEKTPAIbHOTO (inbTpy Biiyma Ta anroputmy xeuryBaHHs 3amicTb nepesa Mepkiia. Voro
CTBOPEHHS 00YMOBJIEHO THM, 110 KJIACUYHUI MEXaHi3M aKTMBHOI aHTHEHTPOIIii BUKOPUCTOBY€E 6arato 3aTpaTHUX
onepaliii xemysaHHs. Takox, TP XellyBaHHI BeJIMKOI KiJIbKOCTI JaHUX 301/1b1IyeThCS BIpOTigHICTD KOJIi3ii, siKa
MO>Ke BIUIMHYTU Ha BYaCHY ifeHTU(IKallilo Hey3roKeHOCTi. SIK1o Take 6yze BifOoyBaTUCs, TO CUCTEMA MOXKe
3HAaXOJUTUCH Y HEY3TOJI)KEHOMY CTaHi 4epe3 Te, M0 3alyCK NPOLENYPHU Y3rOIKEeHHS PO3IOYHEThCS Mi3Hime. Tomy,
17151 PO3NOiJIEHUX HEPEJISILiiHMX JOKYMEHTO-OPi€HTOBAaHUX 0a3 JaHuX 0YJI0 BUPIlIEHO BUKOPUCTATH ITPOTOKOJ
IUJTTOK, SIKW NOJISITA€e Y AeLeHTpasi3oBaHOMY cItocobi B3aeMofii By3:iB. e 3a6e3nedye HalillHICTh, B IOPiBHSIHHI 3
LIEHTPaJi30BaHMM IiXO[0M, OCKIJIbKY BUBEL,EHHS 3 JIaZly OJHOIO By3J1a HE BILJIMHE HA JOCTYIHICTh CUCTEMU.
[Tpob6siema BUKOPUCTaHHS LJEHTPasi30BaHOTO IiTX0AY [10JIsIra€ B TOMY, 1110 BUBEI€HHS F'OJIOBHOTO By3J1a 3 JIaly
BMMAarae I1€BHOI 3aTPUMKHU 4€PEe3 BUKOPUCTAHHS KOHCEHCYCHOTO IIPOTOKOJ1Y, SIKUIl BUKOPUCTOBYETLCSI 11711 OOPaHHS
HOBOT'O FOJIOBHOTO By3J1a 3 iCHYIOUMX PeIuliK. [lelieHTpani3oBaHui Nifgxif go3soJisie indopmauiiiHiil cucremi 6ytu
IOCTYITHOIO [1714 Ollepaliiil 3alKCy, X04a i€ YCKIIAIHIOE MiATPUMKY Y3rOJIKE€HOCTI. [lJ151 MOIYKy HEY3rOJKEHOCTEN
BHUKOPHCTOBYETHCSI IEBHUM 3HIMOK, SIKA CKJIaJlaeThCs 3i crieKTpanbHOro Qpinbtpy biyma Ta xeu-3HayeHHS.
CneujanbHO 17151 pO3PO0JIEHOTO METOLLy aKTUBHOI aHTUEHTpoii 6yJ10 MOIU(IKOBAaHO alropyuTM (POPMYyBaHHS
creKTpasbHOro QpinbTpy biyma, sikuil 403BOJIsi€ TPULIBUIMINATY ieHTU()IKyBaHHS HEY3TOIKEHICTi JaHUX B METOZ]
akTuBHOI aHTHeHTporii. IIBunKicTs GopMyBaHHS criekTpasibHoro ¢inbTpy biryma 6ys10 36isbi1eHo yepes
BHMKOPHMCTaHHS QJIFOPUTMY Ha OCHOBI IIPOCTUX YNCEJ 3aMiCTh BUKOPUCTAHHS Xeul-PyHKLiNA. Pe3ysibTaTi 1OCiiB
[IOKa3yI0Th, IO PO3POOJIEHN aJITOPUTM Ma€ BUILY KOJIi3iliHYy CTiMKiCTh, HDK IPM BUKOPUCTAHHI OfHiel xem-QyHKIi
Ta BUILY WBUIKOZIIO0 y IOPiBHIHHI 3 BUKOPUCTAHHSM JeKijIbKOX QYHKIIiH xemyBaHHs. Takoxk, ClleliasbHO 1S
PO3p06JIEHOr0 METOAY aKTUBHOI aHTUEHTPOILii 6yJ10 PO3PO6JIEHO CIIOCIO XEIYBAaHHS, SIKUH CTIMKUH IO KOJIi3iil.
Voro mera nossrae y 3MeHIIEHHi KiJIbKOCTI KOJIi3iil pY XelyBaHHi JaHUX, SKi BiIPi3HAIOTLCA 3a posmipom. Lle e
Iy>Ke BOKJIUM [J151 aKTUBHOI QHTUEHTPOIIi1, OCKIJIbKU [O3BOJIsIE BYACHO 3HAUTU HEY3TrOIKEHICTh. PeanizoBaHo
CrieniaJIbHUM CepBiC TPaH3aKIiMTHOTO TOAWHHMKA i3 BIACHUM MPOTPAaMHUM iHTEpPdENCOM [1JIs1 MOSKJIMBOCTI
3aCTOCYBaHHS B iHpOpMalilHUX CUCTEMAxX PO3POOJIEHOr0 METOAY 3a0€3MeYeHHS y3rOIPKEHOCTi 3 BUKOPUCTaHHIM
TPaH3aKIiliHOTO TOAVMHHMKA 3 PO3NO/iseH010 623010 faHux MongoDB. PeanizoBaHo clienjiabHUN CEPBiC aKTUBHOI
AHTHEHTPOIIii i3 BJTACHUM ITPOTPAMHUM iHTepdencoM 111 BUKOPUCTAHHS B iHDOPMAI[iIHUX CUCTEMAX
PO3p06JI€HOr0 MeTOY aKTUBHOI aHTMEHTPOIIii 3 po3oziseHowo 6a3010 jaHux MongoDB. PeanizoBaHo pOTOTHUII
(diHa"CcoBOi iHpOpMaLifiHOI cUCTEMH, B SIKil posnofineHa 6a3a JaHMX CKIIAJAEThCS 3 BOCbMU By3JIiB. 3 ii
BUKOPUCTAHHSIM OyJIM OTPUMMaHi pe3yJIbTaTu JOCJiIPKEHHS PO3PO0JIEHUX METO/IiB 3a0€31€4eHHSI Y3TOIKEHOCTI
IaHux. [Iporpamuuii intTepdeiic 6yso peanizoBaHo 3 BUKOPUCTAHHIM MOBM NporpamyBaHHs Python3. [ls
CTBOPEHHS TECTOBOI'O CEpPENIOBUILA BUKOpHCTOBYBaBcsl Docker Ta docker-compose 1151 opkecTpallii Heo6xifHUMU

KOMIIOHEHTAMMU.

2. The dissertation work is devoted to the development of methods for distributed document-oriented databases
that allow speeding up data reconciliation and improving collision resistance in the process of searching for
inconsistent data in various network information systems, such as IoT, heterogeneous multicomputer systems,
analytical systems of administrative management, financial systems, research on environmental safety and nature

management, and others. Also, special software for conducting experiments was implemented. The following



results were obtained as a result of the dissertation work. A method of ensuring data consistency in distributed
NoSQL document-oriented databases using a transactional clock has been developed. It receives transactions
from client applications and stores them in appropriate queues. Queues are processed depending on the priority
of the transaction. With the highest priority, the queue is processed earlier, compared to those with a lower
priority. This allows you to figure out critical data (for example, transmitting financial transactions) that should be
processed first. When the queue is processed, the transaction clock merges the transactions into a resulting
transaction. To do this, it uses the creation time of the transaction, which allows them to be globally ordered and
merged in the order in which they were created, rather than received by the transactional clock. After receiving
the resulting transaction, it is transmitted to other replicas on which writing takes place. It should be noted that
when using a transactional clock, read operations take place directly from replicas, which allows to reduce the load
on the host machine. The active anti-entropy method has been improved using a Bloom spectral filter and a
hashing algorithm instead of a Merkle tree. Its creation is due to the fact that the classical mechanism of active
anti-entropy uses many expensive hashing operations. Also, when hashing a large amount of data, the probability
of collisions increases, which can affect the timely identification of inconsistencies. If this happens, the system
may be in an inconsistent state because the start of the reconciliation procedure will occur later. Therefore, for
distributed NoSQL document-oriented databases, it was decided to use the gossip protocol, which consists in a
decentralized method of node interaction. This provides reliability, compared to a centralized approach, because
the failure of one node will not affect the availability of the system. The problem with using a centralized approach
is that failing a master requires some latency due to the consensus protocol used to elect a new master from
existing replicas. A decentralized approach allows the information system to be available for record operations,
although this makes it difficult to maintain consistency. To search for inconsistencies, a certain snapshot is used,
which consists of a spectral Bloom filter and a hash value. The algorithm to produce the Bloom spectral filter was
modified specifically for the developed method of active anti-entropy, which makes it possible to speed up the
identification of data inconsistencies in the method of active anti-entropy. The speed of forming the spectral
Bloom filter has been increased by using an algorithm based on prime numbers instead of using hash functions.
The results of the experiments show that the developed algorithm has higher collision resistance comparing to
single hash function and higher speed comparing to usage of a several hashing functions. Also, a collision-resistant
hashing method was developed specifically for the developed active anti-entropy method. Its purpose is to reduce
the number of collisions when hashing data that differs in size. This is very important for active antientropy, as it
allows early mismatch detection. A special transaction clock service with its own application programming
interface has been implemented for the possibility of using the developed method of ensuring consistency using a
transaction clock with a distributed MongoDB database in information systems. A special service of active
antientropy with its own application programming interface has been implemented for the use in information
systems of the developed method of active antientropy with the MongoDB distributed database. A prototype of the
financial information system was implemented, in which the distributed database consists of eight nodes. With its
use, the results of the study of the developed methods of ensuring data consistency were obtained. The application
programming interface was implemented using the Python3 programming language. Docker and docker-compose
were used to create test environment and orchestrate the necessary components.
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VIII. 3akar04Hi BimoMocTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI

TrOJIOBH pagu

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBi

rOJIOBYIOYOrO Ha 3aCifiaHHi

BigmoBigasbHUH 3a MiATOTOBKY

00JIIKOBHX JJOKYMEHTIB
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BiZIIOBiZaJIbHUM 32 peECTpallilo HayKOBOi
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