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Pedepar:

1. Inceprariiina po60oTa IpucBsYeHa po3poobiii METOIB /1Sl PO3IIOLiNeHNX JOKYMEHTO-OPi€HTOBaHUX 0a3 JaHUX,
SKi O3BOJISIIOTh MPULIBUIINTY Y3rOIKEHHS JAHUX Ta MOKPAIIUTU KOJIi3iliHYy CTiMKICTh B IPOLEC] TIOIYKY
HEeY3TroJpKEHUX JaHUX B Pi3HOMaHITHUX MepeXXeBUX iHPOopMalifHUX CUCTEMAX, TaKuX SK, 10T, rereporenHi
MYJIPTUKOMITIOTEPHI CUCTEMH, aHAJITUYHI CUCTEMU OPraHiB aIMiHICTPAaTUBHOTO YIIpaBJliHHS, (piHAHCOBI cuctemy,
IOCJIiIKeHHS eKOJIOTiYHOI 6e3I1eKU Ta IPUPOLOKOPUCTyBaHHS Ta iHmi. Takox, O6yJI0 peani3oBaHO CIielnjiajbHe
IIporpamHe 3a6e3rnedyeHHs 1J1s1 IPOBeleHHs AOoCifiB. B pe3ysipTaTi BUKOHaHHS AucepTaliiiHoi po6oTu 6ys0
OTPUMAaHO TaKi pe3yabTatu. Po3po6sieHo MeToy, 3a6€31eYeHHS! Y3roJpKEHOCT] JaHNX Y PO3NOAiJIEHUX HEPEJIALiHNX
IOKYMEHTO-OPi€eHTOBaHMX 06a3aX JaHMX 3 BUKOPUCTAHHSIM TPAH3aKLiIHOrO roJMHHUKA. BiH OTpuMye TpaH3aKlii Bif

KJIIEHTCbKUX IOJATKIB Ta 36epirae ix y BioBinHUX yeprax. Uepru onpalboBYIOIOTECS B 3aJI€5KHOCTI Bifl IIPiIOPUTETY



TpaH3akuii. [Ipy HaBUIOMY IIPIOPUTETI Yepra onpanboOBY€EThLCA paHillle, B IOPIBHAHHI 3 TUMU, SIKi MaIOTh HYXKYUM
npiopurer. Lle 103BoJIsIe BUAINATHA KPUTUIHO BaxKJIUBI IaHi (Taki, K ¢piHaHCOBI TpaH3aKuii), IKi MalOTh O6YTH
OIIpallbOBaHi Nepio4yeproso. [Ipu onpaliloBaHHi 4epru, TpaH3akiHUI rOAMHHUK 00'eJHyE TPaH3aKLii B
Pe3yJbTYIOUy TPaH3aKLio. s [bOTO BiH BUKOPUCTOBYE 4aC CTBOPEHHSI TPAH3aKllii, [0 [JO3BOJISIE IT100aIbHO
BIIOPSIAKOBYBaTH Ta 00'€IHYBATH iX B TOMY MOPSIIKY, B IKOMY BOHU OyJ1i CTBOPEHI, 2 HE OTPUMaHi TOIMHHUKOM.
[Ticsis OTpUMaHHS pe3yJbTyIOu0i TPaH3aKllii, BOHA [lepeaeThCsl IHIIUM peItikaM, Ha SIKUX Bifi0yBa€eThCs 3aIlUC.
Cnip, 3a3Ha4UTY, 1O TPV BUKOPUCTAHHI TPaH3aKLiMHOro TOAMHHUKA, Ollepallii YuTaHHS Bifj0yBalOThCS HATIPSIMY 3
PemIiK, 0 A03BOJIS€ 3MEHIINTH HAaBAaHTA)KEHHS Ha XOCTOBY MallMHY. YJOCKOHAJIEHO METO, aKTHBHOI aHTUEHTPOIIil
3 BUKOPUCTaHHAM CIIEKTPaibHOrO (GinbTpy Biyma Ta airopuTmy xXemryBaHHS 3aMicTb mepesa Mepkia. Voro
CTBOPEHHS 00YMOBJIEHO THM, 110 KJIACUYHUI MEXaHi3M aKTMBHOI aHTUEHTPOIIii BUKOPUCTOBY€E 6arato 3aTpaTHUX
omnepauii xemysaHHs. TakoX, IIPY XEIyBaHHI BEJIMKO] KiJIbKOCTI JaHMX 306iIbLIyeThCS BiPOTiHICT KOJIi3il, SKa
MOXKe BIUIMHYTHU Ha BYacHy izeHTudikanio HeysromkeHocTi. Ko Take 6yne BindyBaTucs, TO CUCTEMa MOXE
3HaXOJUTUCH Y HEY3TOJI)KEHOMY CTaHi 4epes3 Te, M0 3alyCK NPOLEeNYPHU Y3roIKEeHHS PO3IIOYHEThCS Mi3Hime. Tomy,
17151 PO3NOiJIEHUX HEPEJISILITHMX JOKYMEHTO-OPieHTOBAHUX 0a3 JaHuX 0YyJI0 BUPIlIEHO BUKOPUCTATH ITPOTOKOJ
IJITOK, SIKWI MOJISITaEe y AeleHTpasizoBaHOMY crtocobi B3aemogii By3siB. e 3ab6e3nedye HaliliHICTh, B TOPiBHSIHHI 3
LIEHTPAJi30BaHUM MiAXOA0M, OCKIJIbKY BUBEAEHHS 3 JIaZly OAHOTO By3Jla HE BIIJIMHE HA IOCTYIHICTh CUCTEMU.
[Tpob6siema BUKOPUCTaHHSI LIEHTPAsi30BaHOTO IiIXOAY [0JIsIrae B TOMY, 1110 BUBEIEHHS F'0JIOBHOTO By3J1a 3 JIaAy
BMIMAarae I€BHOI 3aTPUMKHU 4€PE3 BUKOPUCTAHHS KOHCEHCYCHOTO IIPOTOKOJ1Y, SIKUIl BUKOPUCTOBYETLCSI 11711 OOPaHHS
HOBOTO I'OJIOBHOTO BY3J1a 3 iCHYIOUMX peruliK. [lenieHTpanisoBaHui mingxif, 10o3BoJisie indopmManiiiHiil cucremi 6yTu
IOCTYITHOIO [ OIlepaliiil 3alK1Cy, X04a L€ YCKIIAIHIOE IiATPUMKY Y3rOJIKE€HOCTI. [lJ151 MOIYKY HEY3rOJKEHOCTEN
BHMKOPHUCTOBY€ETHCSI IEBHUM 3HIMOK, SIKA CKJIaJIaeThCs 3i crieKTpasbHOro (pinbTpy biyma Ta xeu-3HadeHHS.
CrneniasnpHO 47151 pO3p06JIEHOr0 METOY aKTUBHOI aHTUEHTPOIII] 6ys10 MOAU(IKOBAHO alrOPUTM POPMYBAHHS
criekTpasibHOro QineTpy biiyma, KU [03BOJIsI€ MPUIIBUAMINUTY e HTU(IKyBaHHS HEy3rOJKEeHICTi JaHUX B METOZ|
aKkTuBHOI aHTHeHTponii. lIIBunKicTs GopMyBaHHS criekTpasibHOro ¢inbTpy biryma 6ys10 36isbi1eHO yepes
BMKOPHMCTaHHS QJITOPUTMY Ha OCHOBi IPOCTUX YNCEJ 3aMiCTh BUKOPUCTAHHS XeUl-QYyHKLiNA. Pe3ysbTaT HOCiAiB
II0Ka3YIOTb, 110 PO3PO0JIEHNI AITOPUTM Mae BUILY KOJIi3iliHY CTilKiCTh, HiXX [IPX BUKOPUCTAHHI OfiHi€el xem-PyHKILi
Ta BUILY IIBUJKOL{I0 y OPiBHSIHHI 3 BUKOPUCTAHHSM JeKijIbKOX QYHKIiH xelyBaHHs. Takoxk, ClleliagbHO 1S
PO3p06JIEHOr0 METOAY aKTUBHOI aHTMEHTPOIIii 6yJ10 PO3POOJIEHO CIIOCIO XEIYBAHHS, SIKUM CTIMKUI IO KOJIi3ii.
Voro mera nosisrae y 3MeHIIEHHi KiJIbKOCTI KOJIi3iil PY XeNyBaHHi JaHUX, SKi BiIPI3HAIOTLCA 3a posmipom. Lle e
Iy>)K€ BOKJIMM 17151 aKTUBHOI aHTUEHTPOIIi1, OCKiJIBKU J103BOJIsIE BYACHO 3HAWTH HEY3TrOIKEHICThb. Peasi3oBaHo
CclieliaJIbHUM CepBic TPaH3aKIiITHOTO TOAWHHMKA i3 BJACHUM MPOrPaMHUM iHTep(dENCoM M1JIs1 MOSKJIUBOCTI
3aCTOCYBaHHS B iH(pOpMaLIiHUX CUCTEMAX PO3POOJIEHOrO METOAY 3a0€3MeYeHHS y3rOIPKEHOCTI 3 BUKOPUCTAHHIM
TPaH3aKLil{HOTO rOJJMHHYKA 3 PO3NOieH0I0 623010 nannx MongoDB. PeasnizoBaHo crierjjiabHUI CEpBiC aKTUBHO]
aHTHEHTPOIIii i3 BTJaCHUM ITPOTPaMHUM iHTepdericoM 111 BUKOPUCTAaHHS B iHDOpMaIiHUX CUCTEMax
PO3p06JIEHOr0 METOAY aKTUBHOI aHTMEHTPOIIii 3 po3noziseHown 6a3010 jaHux MongoDB. PeanizoBaHo pOTOTHUII
¢dinaHCcOoBOI iHpopMaLiliHOI cucTEMH, B SIKill po3noineHa 6a3a JaHUX CKIaAA€ThCs 3 BOCbMU BY3IiB. 3 ii
BHMKOPHCTaHHIM OyJIM OTPUMaHi pe3ysbTaTy JOCJiIKeHHS pO3p0o6IeHNX METO/iB 3a6€e31e4eHHS Y3roIKeHOCTI
IaHux. [Iporpamuuii intTepdeiic 6yso peanizoBaHo 3 BUKOPUCTAHHSIM MOBM NporpamyBaHHs Python3. [ls
CTBOPEHHS TECTOBOI'O CEPENIOBUILA BUKOPHCTOBYBaBcsl Docker ta docker-compose 1151 opkecTpalii HeooxifHUMU

KOMIIOHEHTAMMU.

2. The dissertation work is devoted to the development of methods for distributed document-oriented databases
that allow speeding up data reconciliation and improving collision resistance in the process of searching for
inconsistent data in various network information systems, such as IoT, heterogeneous multicomputer systems,
analytical systems of administrative management, financial systems, research on environmental safety and nature
management, and others. Also, special software for conducting experiments was implemented. The following
results were obtained as a result of the dissertation work. A method of ensuring data consistency in distributed
NoSQL document-oriented databases using a transactional clock has been developed. It receives transactions
from client applications and stores them in appropriate queues. Queues are processed depending on the priority



of the transaction. With the highest priority, the queue is processed earlier, compared to those with a lower
priority. This allows you to figure out critical data (for example, transmitting financial transactions) that should be
processed first. When the queue is processed, the transaction clock merges the transactions into a resulting
transaction. To do this, it uses the creation time of the transaction, which allows them to be globally ordered and
merged in the order in which they were created, rather than received by the transactional clock. After receiving
the resulting transaction, it is transmitted to other replicas on which writing takes place. It should be noted that
when using a transactional clock, read operations take place directly from replicas, which allows to reduce the load
on the host machine. The active anti-entropy method has been improved using a Bloom spectral filter and a
hashing algorithm instead of a Merkle tree. Its creation is due to the fact that the classical mechanism of active
anti-entropy uses many expensive hashing operations. Also, when hashing a large amount of data, the probability
of collisions increases, which can affect the timely identification of inconsistencies. If this happens, the system
may be in an inconsistent state because the start of the reconciliation procedure will occur later. Therefore, for
distributed NoSQL document-oriented databases, it was decided to use the gossip protocol, which consists in a
decentralized method of node interaction. This provides reliability, compared to a centralized approach, because
the failure of one node will not affect the availability of the system. The problem with using a centralized approach
is that failing a master requires some latency due to the consensus protocol used to elect a new master from
existing replicas. A decentralized approach allows the information system to be available for record operations,
although this makes it difficult to maintain consistency. To search for inconsistencies, a certain snapshot is used,
which consists of a spectral Bloom filter and a hash value. The algorithm to produce the Bloom spectral filter was
modified specifically for the developed method of active anti-entropy, which makes it possible to speed up the
identification of data inconsistencies in the method of active anti-entropy. The speed of forming the spectral
Bloom filter has been increased by using an algorithm based on prime numbers instead of using hash functions.
The results of the experiments show that the developed algorithm has higher collision resistance comparing to
single hash function and higher speed comparing to usage of a several hashing functions. Also, a collision-resistant
hashing method was developed specifically for the developed active anti-entropy method. Its purpose is to reduce
the number of collisions when hashing data that differs in size. This is very important for active antientropy, as it
allows early mismatch detection. A special transaction clock service with its own application programming
interface has been implemented for the possibility of using the developed method of ensuring consistency using a
transaction clock with a distributed MongoDB database in information systems. A special service of active
antientropy with its own application programming interface has been implemented for the use in information
systems of the developed method of active antientropy with the MongoDB distributed database. A prototype of the
financial information system was implemented, in which the distributed database consists of eight nodes. With its
use, the results of the study of the developed methods of ensuring data consistency were obtained. The application
programming interface was implemented using the Python3 programming language. Docker and docker-compose
were used to create test environment and orchestrate the necessary components.
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