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1. Y po6orTi peasnizoBaHO cucTemy OOMeXeHHS omnepaliil Ha KOHTeHEepHUMY 00pa3amMy LIJISIXOM BHECEHHSI 3MiH [0
BuxigHoro kony Docker Engine Ha 6a3i npoekTy Moby. Mozesnb 06Me>XXeHHs OCTyIly 3abe3leuye iHTerpartiio
30BHILIHBOTO NIOCTaYaNbHUKA ifeHTHPikaii Keycloak nysg Bukonanss aBreHTUikauii Ta aBTopusalii Ha OCHOBI
poseii i aTpubyTiB. PeasizoBaHo MexaHi3MU OTPUMAaHHS Ta Basifallii TOKeHiB JOCTYILy, IepeBipKU JO3BOJIB Iepes
BUKOHAHHIM KPUTUYHUX KoMaHA, Docker, a Takosk KOHTEKCTHOI OIIiHKY TTapaMeTpiB cepefoBuina 6e3 3MiH
KJIIEHTCbKUX IHCTPYMEHTIB. MeTOI0 OCIIiI)KEHHSI € MiJBUIeHHS PiBHS 6€3I1€eKU CepeloBUIIa PO3POOKU
KOHTeMHEPHUX 00pa3iB IJISIXOM iHTerpalii posboBOi MOJeJli KePyBaHHS NOCTYNIOM Y MexaHismu Docker Ta
06MeXKEeHHS! BUKOHAHHS OIlepalliil BilIOBiHO A0 PoJii cy6’eKTa. Y pobOoTi pO3IJISIHYTO aKTyaJIbHY IPO6IeMy
HagMmipHoOi gocTynHocTi Docker, sika 3a 3aMOBUyBaHHSM He Ilepebadae BOYLOBAHUX MEXaHi3MiB
IV(epeHLiiOBaHOrO OOMEXEHHS NOCTYITY 4O BUKOHAHHS KOMaH, 110 CTBOPIOE NIEPEyMOBH IJIs1 3JI0BXKUBaHb,
NOMWJIOK KOHirypauii Ta Komnpomeralii cepegouia po3pooku. HaykoBa HOBU3HA JOCTIIKEHHS MOJISITAE Y

po3po6ui Ta iHTerpatii cuctemu poJiel i aTpubyTiB LOCTYITy, sIKa LO3BOJISIE 3IiHICHIOBATHA KOHTPOJIb BUKOHAHHSI



Komany Docker Ha OCHOBI poJii KOpHCTyBaya Ta KOHTEKCTY oreparnii. Mozgesnb 06MeXXeHHs LOCTYILy 3abesneuye
MOXKJIMBICTb OOME>XKEHHSI BUKOHAaHHS KPUTUYHUX Jil, TaKUX sIK 30ipKa, 3a1ycK, Iy6Jikalis abo OTpUMaHHS

KOHTEWHEPHUX 00pa3iB, BiNOBIIHO 10 BU3HAUYEHUX ITOJIITUK Ge3MeKU.

2. The paper implements a system for limiting operations on container images by making changes to the Docker
Engine source code based on the Moby project. The proposed solution provides the integration of an external
identity provider Keycloak to perform authentication and authorization based on roles and attributes. Mechanisms
for obtaining and validating access tokens, checking permissions before executing critical Docker commands, as
well as contextual assessment of environment parameters without changing client tools have been implemented.
The purpose of the study is to increase the level of security of the container image development environment by
integrating the role-based access control model into Docker mechanisms and limiting the execution of operations
according to the role of the subject. The paper discusses the topical problem of Docker over-availability, which by
default does not provide built-in mechanisms for differentiated restriction of access to the execution of
commands, creating prerequisites for abuse, configuration errors, and compromise of the development
environment. The scientific novelty of the study lies in the development and integration of a system of access roles
and attributes, which allows you to control the execution of Docker commands based on the user's role and the
context of the operation. The proposed approach provides the ability to restrict the execution of critical actions,
such as building, running, publishing, or retrieving container images, according to defined security policies.
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