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Pedepar:

1. Incepraist npucBsiueHa po3poblii, yLOCKOHAJIEHHIO Ta BUKOPUCTAHHIO MOJieJlel Ta METO/iB 3a6€e3I1e4eHHs
6e3nexu 6a3 JaHUX. MeTolo TUCcepTaLiiHOiI pOOOTH € MiABUINEHHS €(DEKTUBHOCTI 3aXUCTy 6a3 JaHUX, TOOYIOBaHUX
Ha OCHOBI CX€MHU 3 yHiBepcasbHUM 6a31COM BiJHOLIEHb, MIJIIXOM PO3POOKHU Ta 3aCTOCYBaHHS MOJiesieH, MeTOZIB Ta
3aco0iB 3a0e3IeyeHHs iXHbOI 6e3reKy. Y nepiomMy po3zii AucepTaliii BAKOHAHO aHaJjli3 Cy4acHOTO CTaHy,
OCHOBHUX ITpo6JjieM 3abe3nedeHHs 6e3neku 6a3 ganux (b1) Ta nocTaHOBKY 3a7a4 AOCIiIKEHHS. 30Kpema, 0yJj10
IIPOBEIEHO aHaJi3 MigXOMiB Ta JOCITHEHb Yy rajy3i 3a6e3nedeHHs Ta OLiHKY 6e3reku iHpopMaliiHUuX CUCTEM
3arajiom Ta 6a3 JaHuX, SIK ix OCHOBHOrO (PyHKI[iOHAILHOI'O KOMIIOHEHTA, 30KPEMA, B TOMY YK CJIi IIPOBEIEHO aHali3
(opMasIbHUX MOJIeJIed YIIPaBJliHHS JOCTYIIOM Ta 3a6e3Ie4eHHs LiliCHOCTI JaHUX, K METOJI0JIOTiYHOI OCHOBU

no6yJOBY CUCTEM 3aXUCTY Ta OLiHKU iXHbO] O€3IeKu. 3a pe3ysbTaTaMy aHaJli3y BUSBJIEHO HEOJIKY Ta HEBUPILIEHi



IIMTaHHY, 10 CTOCYIOThCS Oe3MeKr 6a3 JaHMX Ta i OLiHKY, BUXOISYU 3 SIKUX C(POPMYJIbOBAHO 3a4ayi
IVCEepTaLiiHOro AOCIiIKEeHHs. Y IPyroMy po3ziji BUpPilleHo 3aBaHHs PO3POOKY Ta OOI'PYHTYBAHHS MOT e
3axXMCTy 6a3u JaHUX Ha OCHOBIi cUCTEMU O€3I1eKH 3 [IOBHUM IIEPEKPUTTSIM Ta METOAY OLiHKM 6e3IeKku 6a31 JaHuX.
3aBpsiku posmupeHHio mogeni Knemenrtca-T'odpmana (Clements-Hoffman model) 3a paxyHOK BKJtoueHHs 6e371i4i
BPa3JIMBOCTEU 06'€KTIB (110 03BOJISIE OibIll a[J€KBAaTHO OLiHIOBATH MOBIPHICTh HEOKAHOTO iIHIMAEHTY (peasisauii
3arposu) y ABoQakTOPHiU MoJeJii), IeBHOMY iHTerpaJbHOMY MTOKa3HUKY 3axuilleHOCTi Bl (1K BeJIMYMHY 3BOPOTHOI
CYMapHOMY 3aJIMIIKOBOMY PU3UKY, CKJIaL0Bi KOMIIOHEHTH SIKOi IIPEICTABIISAIOTLCS Y BUJIAL1 BilIOBIIHUX
JIHTBICTUYHUX 3MIHHUX), PO3pO06JIEHOMY METOY OL[iHIOBAaHHSI OCHOBHUX KOMIIOHEHT 6ap'epiB 6e3neKu Ta
3aXUIIEHOCTi 6a3u JaHUX B L[IJIOMY, 1[0 CIIMPAETHCS HA TEOPil0 HEUiTKUX MHOXKHUH Ta PU3UKY, CTA€ MOXKJIMBOIO
KiJIbKiCHA OlliHKa 6e3reKy 6a3u JaHUX, o aHalidyeTbcs. OTpMMaHO NepIIny Ta APYyrui HayKOBi pe3ysbTaT. Y
TPETbOMY PO37iJi BUPILIEHO 3aBHAHHSI PO3POOKY Ta OOI'PYHTYBAaHHS METOIiB MACKyBaHHS JAHUX, IO [1O3BOJISIIOTh
3MEHIIMTU HMOBIPHICTb peastisalii 3arpo3u JIOriYHOro BUCHOBKY Ta 320€311e4UTH 6ibll €(PeKTUBHE IPUXOBYBAHHS
KOJly KpUTUYHO BXXJIMBUX MOJIYJIiB, 110 IIOCTIKHO 36€piraloThcs, sIke BUMarae 3HayHO Oi/IbIINX 00YMCIIIOBAJIbHUX i
4acOBMX BUTPAT HAa HOTO PO3KPUTTS 3JI0BMUCHUKOM, HixK IIPU BUKOPUCTAHH] iCHYI0YMX CIIOCOOiB, 1[0 HAIal0ThCS
PO3POOHUKAMHU [IESIKUX Cy4YaCHUX CUCTeM KepyBaHHs 6a3amu gaHux (CKB/I). OTpumaHo TpeTi, 4eTBepTUH Ta
II'9TUH HAyKOBi pe3yJIbTaT, Ta NEPIMINNI NIPAKTUYHNAN PE3yJbTaT. Y YeTBEPTOMY PO3[iJli BUPIIEHO 3aBIAHHS
PO3pOOKU Ta OGIPYHTYBaHHSI METOlY KOHTPOJIIO LIiJTiCHOCTI Ta CIIPaB>KHOCTI MOJYJIiB, 1110 IIOCTiMHO 30€piraloThCs,
3aCHOBAHOTO Ha MOXJIMBOCTSIX TEXHOJIOTi 6710K4eiH. OTpUMaHO MOCTUM HAyKOBUM pE3yJIbTaT: BIeplle
3aIIPOIIOHOBAaHO METO/l MOHITOPUHTY, 10 I'PYHTYETHCSI HA MOXKJIMBOCTSIX TEXHOJIOTII 6JI0KYENH, IKUH Ha BigMiHY Bif,
BiZJOMUX [103BOJISIE€ 32 PaxyHOK BUKOPUCTAHHS CTBOPEHOI 3yMOBJIEHOI CTPYKTYPU, IIPaBUJ POPMYBAHHS [1IEPBUHHOTO
Ta HAaCTYIHUX 0JIOKIB y 6JI0KUE€IHOBOMY JIAHIIOXKKY, OpPraHizallii 30epiraHHs 1jiei CTpyKTypU B paMKax peJsisiLiiHoi
MOJIeJli IaHUX, CIIOCO6IB 064K CIIEHHS KOPEHS rell-AepeBa, CyBOPO KOHTPOJIIOBATU Habip mporpam B]I, ix winicHICTS,
CIIPaBXXHICTb IpY MEHIIMX 00CArax 30epeskeHux s L[bOTo JaHUX i HeOOXiTHUX pecypciB mpouecopa. OTpruMaHo
Ipyruil IpakTUYHUN pe3ysbTat. Y I'SITOMY pPO3/iJli BUpilleHO 3aBAaHHs OO PYHTYBaHHs Ta CUCTeMaTu3allii
peasi3oBaHUX 3aXOMiB 3aXUCTY, 10 3a6€3M1€4yI0Th KOH(PIIEeHLiHICTb, LiiCHICTh JaHUX Ta IOCTIMHO 36€peKeHNxX
MOJIyJliB 6a3 IaHMX 3 YHiBepcalbHUM 6a31COM BifHOMEHD. L]i 3aX01 I'PYHTYIOTBCS SIK Ha 3arajbHUAX (POPMaTIbHUX
MOZeJIsIX YIIPaBJliHHS LOCTYIIOM, 3a0e31euyeHH s LIiJIiCHOCTI JaHMX, MeTo/ax, 3aco0ax, MexaHizMmax, 110
nigrpumytotbest CKB]I, Ha niaTdopMi sIKOi 3aIIpOIIOHOBAHA CXeMa peasli3yeThbes, TaK i Ha BJIaCHUX, PO3PO0JIEHUX Y
PaMKax CTBOPEHHS iHBapiaHTHOI 10 IpeAMeTHUX obsacteil cxemu BJl. OTprMaHO TPETill IPaKTUYHUI pe3ysbTar. Y
IIOCTOMY PO37iJii 3[iliICHEHO OLiHKY 6e3reKky 6a3u IaHuX 3 YHiBepcaIbHUM 0a3MCOM BiHOIIEHb Ta HaBEJEeHO
NOPIBHSIJIbHUI aHAai3 3aXUIeHOCT] 6a3 NaHUX, NOOYJOBaHUX 32 TPAAULiIHOIO TEXHOJIOTIE Ta HA OCHOBI
VHiBEpCaabHOTro 6a3ucy BigHoIeEeHb. [IOpiBHA/IBHUIN aHaJli3 [T0KA3aB, 10 BUKOPUCTAHHS 3alIpOIIOHOBAHUX Y POOOTI
pillleHb JO3BOJIATh MiABUIIUTYU €PEKTUBHICTb / pe3yIbTaTUBHICTb 3aXUCTy 6a3 JAHUX, 100YJOBAaHUX HA OCHOBI

CXE€MHU 3 yHiBepcasibHUM 06a31COM BijHOLIEHb, Oibll HiXX Yy 1.5 pasu o010 TpaguLiiHuxX pensuiiaux bl

2. The thesis is devoted to the development, improvement and use of models and methods for ensuring database
security. The purpose of the thesis is to increase the efficiency of protection of databases built based on the
scheme with the universal basis of relations, through the development and application of models, methods and
means of ensuring their security. In the first section of the thesis the analysis of the current state, the main
problems of ensuring the security of databases (DB) and the formulation of research tasks are carried out. In
particular, an analysis of approaches and achievements in the field of ensuring and assessing the security of
information systems in general and databases, as their main functional component, was carried out, in particular,
an analysis of formal models of access control and ensuring the integrity of data as a methodological basis for
building protection systems and assessing their security. Based on the results of the analysis, disadvantages and
unresolved issues related to the security of databases and its assessment have been identified, on the basis of
which the tasks of the thesis research have been formulated. In the second section, the problem of developing and
justifying the database security model based on a full overlap security system and the database security
assessment method is solved. Due to the extension of the Clements-Hoffman model due to the inclusion of a set of
vulnerabilities of objects (which allows for a more adequate assessment of the probability of an undesirable



incident (threat realization) in a two-factor model), a certain integral indicator of database security (as the inverse
of the total residual risk, the constituent components of which are represented in the form of corresponding
linguistic variables), the developed method for assessing the main components of security barriers and security of
the database as a whole, based on the theory of fuzzy sets and risk, it becomes possible to quantify the security of
the analyzed database. The first and second scientific results were obtained. The third section solves the problem
of developing and justifying data masking methods that reduce the probability of the threat of logical inference and
ensure more effective hiding of the code of critically stored modules, which requires much more computational
and time costs for its disclosure by an attacker than when using the existing methods provided by the developers
of some modern database management systems (DBMS). The third, fourth and fifth scientific results and the first
practical result were obtained. In the fourth section, the problem of developing and substantiating a method for
controlling the integrity and authenticity of permanently stored modules, based on the capabilities of blockchain
technology, is solved. The sixth scientific result was obtained: for the first time a method of monitoring based on
the capabilities of blockchain technology is proposed, which, unlike the known ones, allows, through the use of the
created predetermined structure, rules for the formation of the primary and subsequent blocks in the blockchain
chain, the organization of storage of this structure within the framework of a relational data model, methods of
calculating the root of the hash tree, to strictly control the set of database programs, their integrity, authenticity
with smaller volumes of data stored for this and the necessary resources processor. The second practical result
was obtained. In the fifth section the problem of substantiation and systematization of the implemented protection
measures that ensure confidentiality, data integrity and permanently stored database modules with the universal
basis of relations is solved. These measures are based on both general formal models of access control, data
integrity, methods, means, mechanisms supported by the DBMS, on the platform of which the proposed scheme is
being implemented, and on our own, developed within the framework of creating a database scheme invariant to
subject areas. The third practical result was obtained. In the sixth section an assessment of the security of a
database with the universal basis of relations is carried out and a comparative analysis of the security of databases
built on the traditional technology and on the basis of the universal basis of relations is provided. A comparative
analysis has shown that the use of the solutions proposed in the work will increase the efficiency / effectiveness of
the protection of databases built on the basis of the scheme with the universal basis of relations, more than 1.5
times relative to traditional relational databases.
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