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1. Y puceprauiiiHiii po60Ti copMyIbOBaHO 1 BUPIIIEHO aKTyaslbHy HAyKOBO-TIPUKJIALHY IPO6GIEMY CTBOPEHHS
PE3WIbEHTHUX CUCTEM iHTEJIEKTYaIbHOr0 aHamnizy AaHux (CIAl), mo GyHKLIOHYIOTh B yMOBaX BILUIMBY Pi3HOTUITHUX
30yPIOI0YUX YMHHUKIB Ta PECYPCHUX OOMEXKEHb. AKTYaJIbHICTh [OCIIiI)KEHHS 3yMOBJIEHAa 00’ €KTUBHOIO
CYIepevHiCTIO MiX 3pOCTaHHSIM BUMOT 10 pe3usbeHTHOCTI CIA]l y 3B'13Ky 3i 3MiHOIO 3af1a4, TapaMeTpiB
cepenoBuila PyHKLIIOHYBaHHS, Apeidom IaHux i KOHLEMIil, 0sBOI0 HecrennpikoBaHUX BiIMOB, 3MarajibHUX
BIUIMBIB Ta allapaTHO-TIPOrPaMHUX HECIIPABHOCTEN, 3 OJHOTO OOKY, i HEOCKOHAJIICTIO HasIBHOTO HAyKOBO-
METOJI0JIOTIYHOTO iIHCTPYMEHTAPIIO, BiICYTHICTIO Y3TrOJKEHUX MOJeJIel, METOAIB Ta iHPpOpMaLifHUX TEXHOJIOTIH, SIKi
3a6€311e4YyI0Th KOMIUIEKCHE OLiHIOBaHHSI, ONITMMI3alilo i MigTpUMaHHs pe3unbeHTHOCTI CIAl 3 ypaxyBaHHSIM

pecypcHUX OOMeKeHb, — 3 iHIIOr0. MeTo0 JOCiIKeHHSI € MiABUILEHHS Pe3UJIbeHTHOCTI CUCTEM iHTeJIeKTyaJIbHOTO



aHasizy JaHux, o (PYHKLIOHYIOTh B yMOBaXx BILIMBY Pi3HOTUITHUX 30yPIOI0YNX YUHHUKIB Ta OOUNCIIIOBAJIbHUX,
4acOBMX U iHIINX PECYPCHUX OOMEKEHb, IIJISIXOM PO3POO6JIEHHSI METOJ0JIOTiYHMX OCHOB iX CTBOPEHHS, MOJIeJIeH,
MeToiB Ta iHpopMaliiiHUX TeXHOJIOTIH OLiHIOBaHHS U 3a06e31e4YeHHs] BUMOT 10 Pe3UJIbEHTHOCTI IIPOTSITroM
JKUTTEBOTO LUKy 1UX cucTeM. O6'eKT mocimxkeHHs — npouecu ¢pyHkuionyBaHHs CIAIl B yMOBax BIJIUBY
30yPIOI0YNX YNHHUKIB Ta pECYPCHUX 0OMeXKeHb. [IpeiMeT noCiiKeHHs — MeTOL0JIOTiYHI OCHOBH, MOZEJIi, METOAU
Ta iHopmaliiiHi TexHOOTii OlliHIOBaHHS i 3a6e3neyeHHs pe3usibeHTHOCTI CIAJL. [Ins po3B’si3aHHS MOCTaBIEHUX
33/1a4 BUKOPMCTAaHO METOIY CUCTEMHOIO aHali3y, 6araTOKpUTEPia/IbHOTO aHasi3y Ta oNnTuMisallii, Teopii
IMOBIpHOCTEH i MaTeMaTUYHOI CTATUCTUKU, HEPOMEPEKEBOTO Ta KOMITIOTEPHOTO MOJE/IOBAHHS, CTOXaCTUYHOTO i
3MarajibHOro MOJe/II0OBaHHS 30ypeHb, iH'eK1lil HeclipaBHOCTE!N, MO eJII0BaHHS peiidy AaHUX i KOHLeTLil,
rpaflieHTHOI Ta €BOJIIOLIHOI ONTHUMi3allii, MeTa-HaBYaHHS, 3MarajbHOrO HaBYaHHSI, IapaMeTPUIHO-e(DEeKTUBHOTO
[IEpEHECEHHs HaBYaHHSI, alalITEPHOTO HAJIAITYBaHHS, 100yI0OBU AMHAMIYHUX HEIPOMEPEK, YMOBHUX OOYMCIIEHD,
aHasizy 064YMCIII0BAJIbHOI CKJIAIHOCTI, MOZEJIIOBAaHHS JXUTTEBOro Lukay Ta MLOps, a Takox IDEFO-MozesnoBaHHS
iHopmaniiiHux TexHosoriil. EKcrieprMeHTaIbHy IepeBipKY 3allpONIOHOBAHUX I10JIOXKEHD 37iiICHEHO MeToJaMuU
KOMITIOTEPHOTO MOJIE€JIIOBAHHS, [IJIAHYBaHHS Ta IPOBEJEHHS CEPill 00YMCIIIOBATIbHUX €KCIIEPUMEHTIB,
MOPIBHSIJIBHOTO 1 a0 IsILIMHOrO aHaji3y Ta CTAaTUCTUYHOTIO y3arajJlbHEHHS Pe3yJbTaTiB. Y POOOTi pe3UJIbEHTHICTh
CIA]] po3risiiaeThbes K KEpOBaHa CUCTEMHA BJIACTUBICTS, 110 GOPMYETHCS i MiATPUMYETHCS IIPOTSITOM KUTTEBOTO
LIMKJIy Ta XapaKTepU3ye 34aTHICTb CUCTEMU IiAroTyBaTUCS A0 Aii 30ypeHb, MOTJIMHATY iX BIIMB, 30epiratu
IIPUMHATHUM piBeHb (PYHKLIOHAIbHOI €(PEKTUBHOCTI, BiTHOBIIOBATUCS TicsId ii merpagauii Ta agantysarucs 1o
HOBUX YMOB QyHKIioHyBaHHSA. CHCTEMaTH30BaHO OCHOBHI Kilacu 30ypIOI0YMX YNHHUKIB, Cepe]l SIKUX 3MarajbHi
BIJIMBU HA BXiJlHi J1aHi, MOMKOIK€HHS BaroBUxX apameTpiB i MPOMDKHUX TEH30PiB HENPOMEPEKEBUX MOJEJIEN,
Ipend naHux i KOHLENL i, 3MiHa JoMeHy abo 3a/1ayi, 1osiBa JaHUX 11032 HaBYaJIbHUM PO3IO/iIOM, a TAKOX iHIIi
araparHi Ta mporpamHi HecripaBHOCTI. [ToKka3aHo, 10 i30J1bOBaHe 3a6e3nedeHHs CTIHKOCTi 10 OKpeMuX KJlaciB
30ypeHb € HEeJJOCTaTHIM, OCKIZIbKY MeXaHi3MU JAeTeKTyBaHHsI, TOTJIMHAHHS, afanTalii Ta pekoHdiryparii MOXyTb
B3a€MHO ITIOCWJIIOBATU ab0 NOCIabII0BaTH OJMH OHOTO, a iX OJIHOYAaCHE 3aCTOCYBaHHS 301Jblllye peCypCHi BUTpaTH.
Lle o6rpyHTOBY€E HEOOXiAHICTh KOMIIJIEKCHOTO OLiHIOBAHHS PE3UJIbEHTHOCTI Ta Y3ro[K€HOTro BUOOPY 3aC00iB ii

3a0e3redyeHHs.

2. The dissertation formulates and solves an important scientific and applied problem concerning the development
of resilient intelligent data analysis systems (IDAS) operating under heterogeneous disturbances and resource
constraints. The relevance of the study is determined by an objective contradiction between the increasing
resilience requirements imposed on IDAS due to changes in tasks and operating-environment parameters, data
and concept drift, unspecified failures, adversarial influences, and hardware and software faults, on the one hand,
and the limitations of the existing scientific and methodological framework and the lack of coordinated models,
methods, and information technologies capable of providing comprehensive assessment, optimization, and
maintenance of IDAS resilience under resource constraints, on the other hand. The aim of the research is to
enhance the resilience of intelligent data analysis systems operating under heterogeneous disturbances and
computational, temporal, and other resource constraints by developing methodological foundations for their
design, as well as models, methods, and information technologies for assessing and ensuring resilience
requirements throughout the systems’ life cycle. The object of the research is the processes of IDAS operation
under disturbances and resource constraints. The subject of the research comprises methodological foundations,
models, methods, and information technologies for assessing and ensuring IDAS resilience. The research
objectives were addressed using methods of systems analysis, multi-criteria analysis and optimization, probability
theory and mathematical statistics, neural-network and computer modeling, stochastic and adversarial
disturbance modeling, fault injection, data- and concept-drift modeling, gradient-based and evolutionary
optimization, meta-learning, adversarial training, parameter-efficient transfer learning, adapter tuning, dynamic
neural-network design, conditional computation, computational-complexity analysis, life-cycle and MLOps
modeling, as well as IDEFO modeling of information technologies. Experimental validation of the proposed
concepts was performed using computer simulation, the planning and execution of series of computational
experiments, comparative and ablation analyses, and statistical aggregation of the obtained results. In this study,



IDAS resilience is considered a controllable system property that is formed and maintained throughout the system
life cycle and characterizes the system’s ability to prepare for disturbances, absorb their effects, maintain an
acceptable level of functional efficiency, recover after degradation, and adapt to new operating conditions. The
principal classes of disturbances have been systematized, including adversarial influences on input data,
corruption of neural-network weight parameters and intermediate tensors, data and concept drift, domain or task
shifts, the emergence of out-of-distribution data, and other hardware and software faults. It is shown that
ensuring resistance to individual classes of disturbances in isolation is insufficient because detection, absorption,
adaptation, and reconfiguration mechanisms may reinforce or weaken one another, while their simultaneous
application increases resource consumption. This substantiates the need for comprehensive resilience assessment
and coordinated selection of resilience mechanisms.
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BrnipoBagykeHHs pe3yJIbTaTiB AUCEPTalii: BiposamkeHo

3B'A30K 3 HAYKOBHMH TeMaMH: 01220001065 0125U001029 0121U112684 0124U000548 0122U000782

VI. BizomocTi Ipo HayKOBOr0 KePiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Xapuenko Bsuecnas CepriitoBud

2. Vyacheslav S. Kharchenko

KBasigikamis: n. . u., npodecop, 20.02.14



InenTudikarop ORCID ID: 0000-0001-5352-077X
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil aepOKOCMiYHMI yHiBepCUTET "XapKiBChKuMiA

aBlaliiHW IHCTUTYT"

Kopg 3a €IPIIOY: 02066769

Micue3HaxoaKeHHS: By Manbka Baguma, Xapkis, Xapkiscbkuii p-H., 61070, Vkpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

VII. BizomocTi npo odinifiHuX ONIOHEHTIB Ta PELeH3€HTiB

OdiuiiiHi OIOHEHTH

Baacue IlpizBumie Im's Ilo-6aTbKOBI:

1. Apcipiin Onena OnekcaHapiBHa

2. Olena Arsirii

KBasigikanis: n. 1. 1., npodecop, 05.13.06

InenTudikarop ORCID ID: 0000-0001-8130-9613

JoparkoBa iHpopmamist: ;https:/ /www.scopus.com/authid /detail.uri?authorld=54419480900
IloBHE HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanionanbHuii yHiBepcuteT "Ofiechbka MoJiTexHika"
Kopg, 3a €IPITIOY: 43861328

Micue3Haxoa KeHHS: np. lllesuenka, Oneca, 65044, Ykpaina

dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MiHictrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Bsacue IlpizBuuie Im's Ilo-6aThKOBI:

1. Kasaumnp Bosogumup BikTopoBud

2. Volodymyr V. Kazymyr

KBasigikanis: n.r.1., npodecop, 05.13.06

Imentudikarop ORCID ID: 0000-0001-8163-1119

JopaTrkoBa indpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil yHiBepcuTeT "UepHiriBcbKa nosiTexHika"
Kopg 3a €IPIIOY: 05460798

Micue3Haxoa>KeHHSI: By [lleBuenka, UepHiris, UepHirischkuii p-H., 14035, Ykpaina

dopma BracHOCTI: JlepxaBHa



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

BsacHe IIpizBuie Im'sa I1o-6aThKOBI:

1. Crpukak OnekcaHgp €BreHinoBuy

2. Oleksandr Y. Stryzhak

KBasmigikanis: n.1.u., c.H.c., 05.13.06
Inentudikarop ORCID ID: 0000-0002-4954-3650

JoparkoBa indopmamnist:

ITIoBHe HaﬁMeHYBaHHﬂ IOpI/I,I[I/I‘{HOi 0COOM: HaujoHambHuit LeHTp "MaJia akaseMisd HayK YKpainu"

Kopg 3a €IPIIOY: 32827468
Micqesﬂaxon)KeHHﬂ: ByJI. Jlerrsapiscbka, Kuis, 04119, Ykpaina

dopma ByacHOCTI: [lepxasna

Cdepa ynpaBiriHHS: Minicrepctso ocsity i Hayku Ykpainu ta HaujoHanbHa akaziemist Hayk Ykpainu

InenTudikarop ROR:

PeuenzeHTu

VIII. 3ak1104Hi BiZOMOCTI
Baache IlpizBuie Im's ITo-6aTbKOBI
TOJIOBH paju

BiiacHe IIpizBuine Im'sa Ilo-6aTbKOBI
TOJIOBYIOYOrO Ha 3acCiaHHi
BignoBigasibHUI 3a MiATOTOBKY

00JIiIKOBHX JOKYMEHTIB

PeecTpaTtop

KepiBnHuKk Bigginy YKpIHTEI, mo €
BiZIOBiZaJIbHUM 32 peecTpallilo HayKOBOi

OisiIBHOCTI

l'oBopymenko TetsgHa OsiekcaHIpiBHA

l'oBopymenko Tersna OsekcaHgpiBHa

Hiuenopyk AHzpiit OsekcaHIpoBrAY

FOpuenko TetsHa AHaTosiiBHA

Opuenko TersiHa AHaToOsIiBHA



