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V. BizomocTi npo gucepraniio
MoBga guceprariii:
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Tema gucepranii:
1. IHpopmaliiiiHa TeXHOJIOrisl BUSBJIEHHS O0T-MePeX y KOPIIOPaTMBHUX MepeKax Ha OCHOBI aHainizy DNS-Tpagika

2. The Information technology for botnets detection in corporate area networks based on DNS-traffic analysis

Pedepar:

1. Inceprarist npucBsYeHa BUPIIIEHHIO aKTyaJbHOI HAyKOBOI 3a71a4i - CTBOpEHHIO iHpopmMawiitHOi TexXHOIIOrii 3
METOIO MiIBUIIIEHHS TOCTOBIPHOCTI Ta €(PeKTUBHOCTI BUSIBJIEHHSI 60T-MepeXX B KOPIIOPATUBHUX Mepeskax Ha OCHOBI
aHainizy DNS-Tpagika. Po3pobaeHo monenb 60T-mepex 3 BpaxyBaHHIM DNS, mogenb DNS-Tpadika Ta Mogesnb
[IpOLIeCy BUSBJIEHHS O0T-MepeX B KOPIIOPATUBHUX Mepeskax Ha OCHOBI aHasizy DNS-tpadika. Ha 6a3i po3pobiennx
Mozesel nobynoBaHo iHpopMalliliHy TEXHOJIOTiIO BUSIBJIEHHS O0T-MepeX y KOPIIOPAaTUBHUX MEpeskax Ha OCHOBI
aHainizy DNS-Tpagika, sika IpyHTYeTbCS Ha IBOX PO3POOJIEHUX HOBUX METOZAX BUSIBJIEHHS 60T-MEPEX: METOY
ineHTHikaii 60T-MepexX Ha OCHOBI ix rpynoBoi akTUBHOCTI B DNS-Tpadiky Ta MeTOy BUSIBJIEHHS O0T-MEPEXK, SIKi
3aCTOCOBYIOTb TEXHOJIOTII YXUJIEHHS Bif} BUSIBJIEHHS Ha OCHOBi DNS. 31iliCHEHO IpOrpaMHy peasisaliio
iHopmariiiHoi TexHOoIOrii BUsIBIEHHSI 60T-MePeX y KOPIOPAaTUBHUX Mepeskax Ha OCHOBI aHanizy DNS-Tpadika, 1mo

IaJI0 3MOTY BUSIBJITHU BilOMi Ta HEBiZOMi 60TH 60T-MEPEX 3 BUCOKOIO JOCTOBIPHICTIO.

2. The dissertation is devoted to solving of the important scientific problem - the creation of information
technology to increase reliability and efficiency of DNS-based botnet detection in the corporate area networks.



The model of botnets which takes into account DNS, the model of DNS-traffic and the model of process of botnets
detection in corporate area networks which is based on an analysis of the DNS-traffic were developed. On the
basis of the developed models the information technology for botnet detection based on the analysis of DNS-
traffic was developed. It is based on two new developed methods: the method of botnets identification based on
their group activity in DNS-traffic and the method for botnets detection that use DNS-based evasion techniques.
The software of the information technology for botnets detection in the corporate area networks that based on an
analysis of the DNS-traffic was developed. Usage of the developed software makes it possible to detect known and
unknown bots of the botnets with high reliability.
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