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1. MeTonu 3axucty indopMaliii Bif ii peKOHCTPYKLii aHaIi30M CIIOKMBAHHSI [IOTYXHOCTI B TEpMiHATIBHUX

KOMIIOHEHTAX KOMH'IOTepHI/IX CHUCTEM

2. Methods for data protection from reconstruction by power analysis in terminal components of computer
systems

Pedepar:

1. Incepranis npucBsyeHa npobseMi 3aX1UCTy KJI0YiB KpUntorpadiuHux ajJropyuTMiB IpH ix peasizarii Ha
MIKPOKOHTpPOJIEPAX i CMapT-KapTax Bif MOKJIMBOI PEKOHCTPYKLiI aHaIi30M CIIOKMBAaHHS MTOTYKHOCTI. BUKOHaHO
aHaJli3 CTPYKTYyp Ta 6a30BUX Omepaliil KpUnTorpapivHUX aIFOPAUTMIB 3 MO3ULINA MOXJIMBOCTI IOJIIMOP(HOI
peauizauii. [TokazaHo, 0 A1 CHMETPUYHUX aJITOPUTMIB, Takux K DES, Rijndael ta TOCT 28.147-89 icHye nBa piBHSA
nosimop¢Hoi peasizatiii - piBeHb 0OpOOKU 6JIOKiB ITOBiOMJIEHHS! i piBeHb MM(PYyBaHHS OKPEMOT'O 6JIOKY.
TeopeTuyHO nOBenEHO, WO NoiMOpPHa peanisalis anroputMmy Rijndael o6meskeHa gBoMa NOCHiILOBHUMNA
iTepauismu anroputmy. Po3po6sieHo i gociaxkeHo metoau nosuiMmopdHoi peanisauii anropurmis Rijndael Ta TOCT
28.147-89. 3anporioHoBaHuUi MeTo, rnosiMmopdHOi peasnidalii anroputmy Rijndael 3abe3nedye Bapiaiito MOMEHTIB



BUKOHaHHS onepalii B Mexxax 85% Bifi yacy o6uncieHHs ofHiel iTepauii anroputmy. ITokaszaHo, o CTyMHiHb onepariii
MOJYJISIPHOTO €KCIIOHEHIII0BaHHS, IKa € 3aKPUTUM KitoueM anroputmiB RSA, El-Gamal Ta DSA, moxke 6yTu
PEKOHCTPYHOBaHa IpY 3aCTOCYBaHHS 4aCOBOT'O aHaJIi3y CIIOKMBAHHS MOTY>KHOCTI. B sikocTi npoTtuzii po3pobiaeHo
METOJI, T0JIiIMOP(HOI peanisalii MOLyJISIPHOTO €KCIIOHEHIII0BaHHS. 3allpONIOHOBAHUI METOJ, HE BUKOPUCTOBYE
YMOBHUX OIIEPaToOpiB i 3a6e3neuye nojaimopdHe BUKOHAHHS MOAYJISIPHUX MHOXKEHb 32 PaxyHOK 30epe>KeHHS B
IaM'sITi ONepaHIiB. 3aCTOCYBaHHS 3alIPOIIOHOBAHUX METO/IIiB JO3BOJISI€ CYTTEBO MiJBULIUTH HANIIMHICTh 3aXUCTY

JAaHUX B TepMiHaJII)HI/IX IIPUCTPOAX KOMI'I'IOTepHI/IX MEPEXK.

2. Thesis is dedicated to a problem of protection the keys of cryptographic algorithms during its implementation
on microcontrollers and smart cards from power analysis. The analysis of cryptographic algorithm's structures and
basic operations with respect to the requirement of their polymorphic implementation is performed. It has been
shown that for symmetric algorithms, such DES, Rijndael and GOST 28.147-89 there are two levels of polymorphic
implementation: level of blocks of message computing and level of iterations several block processing. By
theoretical way has been proved that Rijndael polymorphic implementation of operations is bounded only to two
consecutive iterations of algorithm. The techniques for Rijndael and GOSN 28.147-89 polymorphic implementation
based on random choosing of program sections sequences have been proposed and investigated. The proposed
method for Rijndael stochastically polymorphic implementation provides the variation of moment operation time
bounded by 85% from one iteration processing time. It has been shown that exponent of modular exponentiation
which is secret key of RSA, El-Gamal and DSA can be reconstruction by timing power analysis. As countermeasure
the technology for polymorphic implementation modular exponentiation has been worked out. Proposed method
does not conditional operators use and proved the polymorphic implementation of modular multiplications at a
sacrifice of storage in memory operands for those operations The application of the proposed method enables a
significant increase in the reliability of data security in networked devices.
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